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Abstract

Identi cation is an essentiabuilding block for mary servicesin distributed information
systems.The quality andpurposeof identi cation may differ, but the basicunderlyingprob-
lem is alwaysto bind a setof attributesto anidenti er in a unigueand deterministicway.
Name/directoryservicessuchasDNS, X.500, or UDDI area well-establishec¢oncepto ad-
dressthis problemin distributed information systems.However, noneof theseservicesad-
dresseghe speci ¢ requirementof peerto-peersystemswith respectto dynamism,decen-
tralizationandmaintenanceWe proposeheimplementatiorof directoriesusinga structured
peerto-peeroverlay network andapply this approacho supportself-containednaintenance
of routing tableswith dynamiclP addresses structuredP2P systems. Thuswe cankeep
routing tablesintact without affecting the organizationof the overlay networks, making it
logically independenof the underlyingnetwork infrastructure.Eventhoughthe directoryis
self-referentialsinceit usesits own serviceto maintainitself, we shaw thatit is robustdueto
a self-healingcapability For securitywe apply a combinationof PGP-like public key distri-
bution anda quorum-basedueryscheme.We describethe algorithmasimplementedn the
P-GridP2Plookupsystem(http://wwwp-grid.og/) andgive adetailedanalysisandsimulation
resultsdemonstratinghe ef ciency androbustnes®of our approach.
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1 Intr oduction

Identi cation providesanessentiabuilding blockfor alargenumberof servicesandfunctionalities
in distributedinformationsystems.In its simplestform identi cation is usedto uniquelydenote
computer®nthelnternetby IP addressem combinationwith theDomainNameSystem(DNS) as
a mappingservicebetweensymbolichamesand IP addressesThuscomputerscancornveniently
be referredto by their symbolicnames,whereasn the routing processheir IP addressesmust
be used. Higherlevel directories,suchas X.500/LDAP, consistentlymap propertiesto objects
which areuniquelyidenti ed by their distinguishedhame(DN), i.e., their positionin the X.500
tree.Otherdirectories suchasUDDI, mapnamesontoservicedescriptionsandvice versa.These
are just a few examplesamongmary othersthat map setsof attributesonto objects,and that
areessentiato provide basicfunctionalities,suchasrouting of IP paclets,searchingdistributed
databaseandretrieving certi catesfrom public key authoritiesto conductsecuree-commerce.

Although the quality and purposeof identi cation may differ in the variousdomains,dueto
varying requirementsand levels of abstractionthe basicunderlyingproblemis alwaysthe one
of binding a setof attributesto anidenti er in a uniqueanddeterministicway. Name/directory
servicessuchasDNS, X.500, or UDDI area well-establisheadtonceptto addresghis problemin
distributedinformationsystemsUsuallytheseservicesareoptimizedtowardsthetargetedoroblem
areaand differ in the degreeof (de-)centralizationsecurity guaranteesgescriptve power, and
e xibility. However, noneof thesepre-«isting servicesaddresseshe speci ¢ requirementf
peerto-peersystems. Peerto-peersystemsare inherently decentralizecand thus identi cation
managemenshouldbe decentralizedswell, to avoid scalability problems. For example,peer
to-peersystemsareratherdynamic,with nodesfrequentlyjoining andleaving the system,anda
centralizeddenti cation servicemay easilybecomea bottleneck.Additionally, it is favorablenot
to dependnathird-partyinfrastructurdoecausé thisexternalserviceceaseso exist, the peerto-
peersystemwould no longerbe operable. Thusthe peersshouldbe ableto managadenti cation
issuesghemseles. This providesexcellentscalabilitybut introducessecurityproblemsthat need
to be addressedfor example,ensuringthat entriesare updatedonly by legitimate parties,being
ableto detectmalicioususe,andsurviving attacks.

Peerto-peersystemgalsocalledoverlaynetworksin theliterature)suchasChord[29], CAN [24],
Freenef7, 8], Pastry[27], or P-Grid [1, 4] operateon top of a routing infrastructurebasedon a
logicalidenti cation of thepeersparticipatingin the overlay. For routingthislogicalidenti cation
is mappedontoan|P addressn theroutingtables.SincelP addressearescarcemostpeerswill
have dynamiclP addressethat may changeover time. This problemwould be solvedif Mobile
IP [21] or IPv6 [28] werein placealreadyand available at a large scale,becausehey take into
accountmobility (dynamism)andoffer a muchlargeraddresspace.However, this requirescon-
siderablechangesn the basicnetworking infrastructureof the completelnternetandit cannotbe
foreseeratthemomentwhenthiswill happenOur approactcouldbridgethis gapbut canalsobe
appliedin mary othersettingsfor example,in mobile ad-hocnetworks,becausdt is independent
of the networking infrastructure.Additionally, peerscanleave andjoin the overlay at ary time.
This dynamismintroducesinconsistenciemto the routing tablesandthe whole routing process,
which may make correctroutingimpossiblef it is notdealtwith appropriately

In Chord[29], peersthat (re-)join the overlaywith a new IP addressadopta new identity and
introducethemselesinto the routing infrastructurelike a completelynew node. This is mainly
dueto thefactthatin Chordthelogical identi er depend®n the IP address.To repairfaulty en-
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triesin routingtablesresultingfrom nodedeparturesthe approachin [17] devisesa maintenance
protocol. The executionof the periodicstabilizationprotocolis independendf changedo the net-
work andtheadaptatiomesultingfrom repairsmaycompromisestructuralpropertieof therouting
infrastructurewhich may have beenestablishedn orderto addression-uniformworkloads[23].
DKS(N,k,f) [6], a generalizatiorof the Chord model, proposesa correction-on-usgrotocol to
maintainroutingtables.The authorsshav thattheir protocolis self-stabilizingandmoreef cient
thanthe Chordmaintenanc@rotocol.In their approactpeerscanmaintainlogical identi ers with
changinglP addressedyut routingtablesneedto bereoiganizedat all depthswith the occurrence
of every update.

In Pastry[27] nodeshave an independentogical ID, and upon re-enteringthe overlay they
may entertheir new ID-to-1P bindinginto theroutingtablesof peersencountereavhenexecuting
thenodejoin protocol. However, asthesepeersaretypically differentfrom thosealreadystoring
suchbindings,stalemappingswill beencounteretly otherpeersduringqueryrouting. Thesestale
entriesarereplacedoy new routing entries[19], irrespectve of whetherthe peeridenti ed by the
staleentryhasrejoinedwith anew IP addres®r not.

We seethemanagemendf dynamiclP addresseis overlaynetworksasaninstanceof themore
generalproblemof identi cation. In this papemwe will presenbur decentralizedself-maintaining
approacho identi cation andproveits applicabilityandvalidity by applyingit to thebasicproblem
of changinglP addresses P-Grid (http://www.p-grid.og/), our structuredpeerto-peersystem.
In contrastto the approachesf Chord, Pastry and DKS, our stratgy cantrack changesn the
mapping. This is importantas soonasinformationon the characteristic®f speci c peersis ex-
ploitedfor routing purposessuchastheir trustworthinessguality of serviceor locality. Thusour
approachs in particularrelevantfor applicationssuchase-commerc¢ll], trustmanagemenB],
andmobility managemenh ad-hocnetworks. If informationaboutpeersis gatheredrom earlier
interactionsandthe choiceof routingtableentriesis madedependentn suchpropertieschanges
to the structureof the overlay network dueto modi cation of routing tablesshouldbe avoidedif
possible(unlesstriggeredby the application).Thisis in particulartruefor changesesultingfrom
a peers physicaladdresswhich may be completelyindependentf a peers otherproperties.The
approachesf changinghelogical IDs or restructuringoutingtablesasa resultof changego the
peers'physicallDs (Chord, Pastry)would incur alossof information. Thusour approachmakes
the overlaynetwork logically independenof the underlyingphysicalnetwork. This separatiorof
concernss animportantsteptowardscreatingsemanticoverlay networks asa basicconstituentn
distributedinformationmanagementlt is worth to mentionthatthis functionaladwantagecomes
atnospeci c additionalcost. All approache@includingtheonewe introducehere)incur message
costsof order for maintenance.

Currently le-sharing is the most popularuseof P2P systems. Here, userresponsdime is
a major issueandidenti cation is viewed to be only of subordinatamportance. However, this
is alreadychanging,sincereputation,dataauthenticity and fair use of resourcehave become
majorissuesn P2Psystemsandrequireidenti cation asa serviceto addresshem. Also, quickly

nding thepeerthatoffersinformationof interestwill reduceresponséime. If peershave dynamic
network addresseghis againrequiresanidenti cation serviceasdescribedn this paper

To supportdynamiclP addresseasanapplicationof identi cation, it is necessaryo address
the following problems:(1) How canuniversallyuniqueidenti ers be mappedonto physicalad-
dressesn asecuredecentralizedandef cient way, andbe maintainedsecurelyby theowner?(2)
With the possibility of change®f the mapping,i.e., the physicaladdresseiow cana peerdetect
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whetherit is still talking with the intendedentity? This meanghat, (a) if peer goesofine and
adifferentpeer getsassociatedvith 'sold IP addressthe otherpeersin the systemmustbe
ableto detectthis changeandreactaccordingly and (b) if a peergoesonline againwith a new
IP addressthe otherpeersmustbe ableto detectthis, updatetheir routingtablesaccordingly and
checkidenti cation beforefurtherinformationtransfers.

UnstructuredP2P systems for example, Gnutella[9], and supefpeer P2P systemsfor ex-
ample,Kazaa(FastTrack), areableto addresghe rst problemin a simpler mannerthan struc-
tured P2Psystemsbut have othershortcomingsfor example,excessve bandwidthconsumption
(Gnutella)or scalabilitylimitationsdueto inherentcentralizationFastTrack). However, any peer
to-peersystemshouldactuallyaddresgproblem(2) for securityreasongo avoid simpledenial-of-
service(DOS)attacksby registeringfalsemappings.

In our approachpeersgeneratainiversallyuniqueidenti ers locally, independenof their IP
addresr ary otherglobalinformation,andstorethemalongwith their public key, their current
IP addressanda cryptographicsignaturan the P-Grid P2Plookupsysten1, 4] onacertainnum-
berof peers(replicas).Insteadof IP addresseghe uniquelDs areusedfor queryingandrouting.
Mappingan ID onto an IP addressn the routing processs doneby queryingP-Grid usingthe
recever's ID asthekey. If acertainquorumof identicalanswerss returnedthe mappingis con-
sideredirustworthy andthe peeris contactedIf contactingthe peerfails, the peeris eitherof ine
or haschangedts IP addressTherequestecannow eitherassumehatthepeeris of ine andgive
up,or, in thelattercase submitanew queryto determinghenew IP addresslf contactinghepeer
succeed eithercase|ts public key is usedto determinevhetherthe contactegeeris really the
oneidenti ed by the mapping,or whethera differentpeerreuseshe addresspr a maliciouspeer
triesanimpersonatiorattack. The securityconceptof our approachs a combinationof PGP-like
public key distribution anda quorum-basedueryschemeelaboratedn [11].

This stratgy ensuresecuremappingbut mayseemlik eintroducingarecursve hen-ggprob-
lem, aswe usethe mechanism(P-Grid) thatdependsn usingthe mappingsalsofor storingand
maintainingthe mappings.We show that, despitethis recursve dependeny it is in factpossible
to devise sucha self-containedservicewhich is completelydecentralizedself-maintaining,and
light-weight, by devising algorithmsimplementingself-healingcapabilities.Decentralizationmay
requireadditionalsecurityprecautionsywhich we take into accounthut it is of primaryconcerrnto
avoid performanceandespeciallyadministratve bottlenecksij.e., no centralauthorityis required
to maintainmappingsbut this serviceis providedsecurelyby the usersof the servicethemseles.
In turn, self-maintenancenustbe addressegroperlybecausén adecentralizegystenno central
authoritycanenforcemaintenance.

The paperis structuredasfollows: Section2 introducesP-Grid, which we useto verify our
approach.Section3 thende nes our identi cation protocolwhich is demonstratedh Section4
by a simpleexample.Section5 thenprovidesthe algorithmswhich areanalyzedandevaluatedn
Sectionss and7. Section8 presentselatedwork andwe drav our conclusionsn Section9.

2 The P-Grid data structure

Sincetheapproactpresentedh this papetis basednandusedn P-Gridasaproofof conceptwe
brie y introduceit. P-Gridis adistributeddatastructurebasedntheprinciplesof distributedhash
tables(DHT) [22]. As ary DHT approachP-Gridis basedon the ideaof associatingpeerswith



datakeys from a key space . Without constraininggeneralapplicability we will only consider
binary keys in the following. In contrastto otherDHT approachesve do notimposea x edor
maximallengthonthekeys,i.e.,we assume :

In the P-Gridstructureeachpeer is associateavith abinarykey from . We denote
this key by andwill call it the pathof the peer This key determinesvhich datakeys the
peerhasto managej.e.,thekeysin thathave aspre X. In particularthe peerhasto
storethem. In orderto ensurethatthe completesearchspaces coveredby peerswe requirethat
the setof peers'keys is complete The setof peers'keys is complete,if for every pre x of
thepathof apeer thereexistsapeer , suchthat , or thereexistpeers and
suchthat isapre x of and isapre x of . Naturally, oneof thetwo
peers and will be itselfin thatcase.Completeness guaranteedby P-Grid's construction
algorithm. We do not excludethe situationwherethe path of onepeeris a pre x of the pathof
anotherpeer This situationwill occurduring the constructionand reoganizationof a P-Grid.
Ideally, this situationis avoided,sinceotherwisepeerswith shorterpaths(pre xes)will have high
storagdoadsandthusload balancingis compromised.Thus,arny algorithmfor maintaininga P-
Grid shouldeventuallycorvergeto a statewherethe P-Gridis pre x-freg i.e.,for peers and
we have , Where denoteghepre x relationship
amongstrings and . An indexing structurebasedon similar principlesasP-Grid which does
notrequirethe pre x-free propertyis describedn [20].

We alsoallow multiple peerdo shareghesamepathsjn thatcasewe call thepeergeplicas.The
numberof peerghatsharethe samepathis calledthereplicationfactor of the path.Replicationis
importantto supportredundang andthusrobustnes®f aP-Gridin caseof failuresandto distribute
workloadwhensearchingn aP-Grid.

To beableto searchn P-Grid, peersmaintainroutingtables Theroutingtablesarede ned as

(partial)functions with the properties
1. is de nedfor all and with
2. with
where for
For the sameassociatiorof peerswith paths,different P-Grids can be obtaineddepending
on the choiceof . Algorithms for constructionand maintenancef a P-Grid have been

introducedn [2].

Having multiplereferencesiteachlevel againis necessaryo guaranteeobustnes®f thedata
structure.In thefollowing, denotegshemaximumnumberof referencesnaintainecateachlevel.
The searchalgorithmfor locatingdatakeys indexed by a P-Gridis de ned asfollows: Eachpeer

is associatedvith a location (IP addressn the network). Searcheganstartat
ary peer Peer knows thelocationsof the peersreferencedy , but not of otherpeers.
Thusthefunction providesthe necessaryoutinginformationto forward searchrequests
to otherpeersin casethe searchedkey doesnot matchthe peers path. Let bethesearched
datakey andlet the searchstartat . Algorithm 1 shows P-Grid's basicrecursve search
algorithm.

Algorithm 1 alwaysterminatesuccessfullyif the P-Gridis completeandall peersarereach-
able. Due to the de nition of , will always nd the location of a peerat
which the searchcan continue(useof completeness)With eachinvocationof
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Algorithm 1 Searchin P-Grid: search(tloc(p))
1: if path(p) tthen

2:  return(loc(p));

3: else

4: determinemaximal suchthat

5:  r=randomlyselectecelementfrom ref(p,l);

6:

7

search(tloc(r));
endif

thelengthof thecommonpre x of and increasestleastby one.Thereforehealgorithm
alwaysterminates.

In caseof anunreliablenetwork, it may occurthata searchcannotcontinuesincethe peer
selectedrom the routing tableis not available. Thenalternatve peerscanbe selectedrom the
routingtableto continuethe search.

3 Theidenti cation protocol

Thissectionde nesthealgorithmandprotocolfor maintaininglD-to-IP mappingsn P-Grid. Gen-
eralizingthis speci c exampleto othermappingss implicit andstraight-forvard.

Eachpeer is uniquelyidenti ed by a universallyuniqueidenti er (UUID) . Eachpeer
generateghisidenti er locally oncein thebootstragphaseby applyinga cryptographicallysecure
hashfunctionto the concatenatedaluesof the currentdateandtime, the currentlP addres®f the

peer anda large randomnumber At bootstrapeachpeer alsogenerates private/public
key pair once. In the following, we usethe standardsecuritynotations and ,
where , to denotethe applicationof the privateandpublic keys in

anasymmetriencryptionschemeNotethatkeys do nothave to becerti ed sincewe do notneed
legally bindingauthenticatiomuaranteeasprovidedby certi cation authorities. Also, thiswould
introducecentralizatiorandlimit scalability Insteadpur approacHtollows a PGP-like strateyy of
distributing signedmappingsandpublickeysvia independenpaths.andwe applyaquorum-based
stratgy to nd trustful mappings.This providesa similar level of security but, of course s not
legally binding.

In P-Gridroutingtablesandtheindex hold only theseidenti ers. Eachpeer additionallyhas
acacheof mappings thatit alreadyknows. denotesatimestampwvhich must
beincludedto preventreplayattacksj.e., therecordingof transmittednformationby a malicious
partyandreplayingit atalatertime (thetimestampgyuaranteethefreshnes®f messages).

The algorithmfor handlingdynamiclP addressesvorks as follows (insertsand updatesare
doneaccordingo thealgorithmpresentedn [12]):

Bootstrap
1. Uponstartup determinests currentlP address.
2. generates

3. insertsthetuple into P-Gridusing  as
thekey. Insertingin P-Grid meanghatthe requesis routedto a peer . is the
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setof replicasresponsibldor thebinarypathusing  asthekey value.Notethatthetuple
containsa signedversionof theinformationto beinsertedto assurehatonly the originator
of theinformationcanchanget. Thisis a standardstratgy usedin securitywhich we will
usein all datamanipulationoperationsn the following. How the checkingprocesswvorks,
will be describedn thosestepsof the algorithm,whereit is required. If alreadyexists
in the P-Grid, is noti ed. However, thisis very improbablebecausef therandomization
in the generationof andthe applicationof a cryptographicallysecurehashfunction.
Neverthelessif it shouldoccur generatesnen andrepeatghis step.

4. The previous stepis repeateda limited numberof times, which we denoteas in the
following, and waits for con rmation message$rom distinct peers,to prevent a
maliciouspeerin  from distributing falsedatato the otherreplicasin

5. As aresultof the previoustwo stepsthe mappingwill be physicallystoredat peersin
Basedon the randomizedalgorithmsthat P-Grid uses,we canassumehat the individual
replicas areindependenandthey colludeor behae in a Byzantineway only to a
degreethatcanbehandledby existing algorithms.

Peer startup

1. startsup and checkswhetherits haschanged. If not, the algorithm terminates.
Otherwisethefollowing stepsaretaken.

2. sendsanupdatemessage totheP-Grid,i.e.,anen
mappinganda signaturefor this mapping.

3. Uponreceving theupdaterequestthe scheckthesignaturedy verifying that
(thusonly canupdateits mapping)and (to prevent
replayattacks).If yes,the new mappingis stored,otherwisean error messageés returned.
Notethatthis operationdoesnot causea chase pecausehe replicasresponsibldor storing
the mappingalreadyknow  from the original insertionof the mappingin the bootstrap
phase.

Operation phase
In theoperatiorphase is upandrunning,hasregisterecanup-to-datemapping ,
andis readyto procesgjueriesandupdaterequests.

1. recevesarequest fromapeer .

2. In case cansatisfy ,theresultis returnedo . Otherwise nds outtowhichpeers it
canforwardthequeryaccordingo P-Grid'sroutingstratgy. Thenit checksts routingtable

andretrieves which had beenenteredduring the constructionof
P-Grid.

3. generatesarandomnumber , contacts andsends . Asananswer mustsend

and cancheckwhether . If yes, iscorrectlyidenti ed,

i.e., reallytalksto thepeerit intendsto, and is forwardedto
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4. If not, then hasa new IP addresqthe casethat somebodytries to impersonate is
coveredimplicitly by the signaturecheckabove),and sendsa queryto P-Gridto retrieve

thecurrent using asthekey.

5. collectsall answers it re-
ceivesfrom the (if extendedsecurityis requiredthenthe  shouldsign their
answers,.e., send ).  hasto collect at least answersto detectmisin-
formedor maliciouspeersj.e., checkswhethera certainquorumof theanswerss identical
( is de ned by eachindividual accordingo its local requirementsor trustworthiness

of thereply). Otherwisethe queryis repeated certainnumberof timesbeforeaborting.

(a) Asanoptimizationthequorumcanbeavoidedundercertaincircumstancedf already
knows , e.g.,from the constructionof the P-Grid, or becauset hasalreadydone
a certainnumberof (quorum-basedyjueriesfor that have resultedin identical

answersit canassumehatits is correct. Thusit canimmediatelycheckthevalidity
of theanswelby

(b) Theschemecanbefurtheroptimized(andmademorerobustandsecure)py having all
peersstorethe sthatthey receve.

6. Now canproceedwvith step3. In casethisis successful, enters
into its local cache.

4 Processingyueries

Figurel shavs atypical stateof a P-Grid network.
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Peer isdenotedby insideanoval. Onlinepeersareindicatedby shadedvals,of ine peers
by unshadedvals. Peersunderthe samebrancharereplicas. For example, and areboth
responsibldor pathsstartingwith . Withoutlossof generalitywe assuméhat  hasalength
of 4 bits. Thus  holdsthe public key andlatestphysicaladdressnappingabout (updatedby

) because is responsibléor the paths0000and0001. The shadedectanglein the upper
right cornerof eachpeershaws the peerlDs thata peeris responsibldor, i.e., whosepublic key



andphysicaladdressnappingit managesNotethatthereexistsno dependengcbetweerthe peer
identity ( ) andthe pathit is associatedvith ( ). In its routingtable

storesreferencegor pathsstartingwith 1, 01 and001, sothatquerieswith thesepre xescan
be forwardedcloserto the peersholdingthe searchednformation. The cachedohysicaladdresses
of thesereferencesnaybe up-to-datgfor example, 's)or bestale(denotedoy underlining,for
example, ).

A peer decideghatit hasfailedto contacta peer , if oneof thefollowing happensi(1)
No peeris availableatthe cachedaddresgtrivial case).(2) Thecontacteceerfailsin theauthen-
tication asdescribedn step3 in the operationphaseof the algorithmdescribedn the previous
section:  will use 'spublickey to verify ‘'sidentity. Sinceonly  knows its private key
which musthave beenusedfor the signatureijt is the only peerthat canpassthe identity test. In
eitherof theabove two casesanup-to-datanappingmustbe obtainedoy queryingthe P-Grid. We
have investigatedwo queryingstrateies:

Isolated-Query: Uponreceving a querya peercheckswhetherit cananswertherequest.If not,
it forwardsthe queryto at leastoneof the peersin its routing tableaccordingto P-Grid's routing
algorithm.If noneof thesepeerscanbe contactedthe queryis abandone@ndfails.
Recursive-Query: If a peerfails to contactpeersin its routing table, it initiatesa new queryto
discover the latest“identity-to-address’mappingof arny of thosepeers. If this is successfulit
forwardsthequery

Assumingthisinitial setup,the queryprocessingasedon the protocolof Section3 will work
asfollows: While the P-Gridis in the stateasshavn in Figurel, assumdhat  recevesaquery

failsto forwardthequeryto eitherof or  sincetheircacheentriesarestale.Here,
thelsolated-Quenalgorithmfailsimmediately

In contrast,the Recusive Queryalgorithmwould try to discover the latestaddressefor the
staleentries.  initiates Recusive-Query |, i.e., , Which needsto be forwardedto
either or . Thisfailsagain. theninitiatesRecusive-Query , i.e., , Which
needdo beforwardedto  and(or) . is off-line, soirrespectve of thecachebeingstaleor
up-to-datethequerycannotoeforwardedto . is online,andthecachedhysicaladdres®f

at isup-to-datesothequeryisforwardedo . needgo forward toeither or

. Forwardingto  failsandsodoestheattemptto forwardthequeryto  because 'scache
entryfor is stale. Thus initiates anothersub-query Recusive-Query , i.e.,
Additionally, it mayinitiate Recusive-Query . sends to  whichforwardsit to
and/or . Letusassume replies.Thus learns ‘'saddresandupdatestscache. also
startsprocessingand forwardsthe parentquery Recusive-Query to . provides 's
up-to-dateaddressand updatests cache.

Having learned 'scurrentphysicaladdress, now forwardsthe original query to

. This doesnot only satisfythe original querybut  also hasthe opportunityto learnand
updatephysicaladdresses knowsand needsfor example, 'slatestphysicaladdresgwe
assumehatpeerssynchronizeheir routingtablesduringcommunicatiorsincethis doesnotincur
ary overhead).In the end,the query is answeredsuccessfullyand additionally — gets
to know the up-to-datephysicaladdressesf andpossiblyof . Furthermoredueto child
gueries, updatedts cachedaddresdor . Figure2 showsthe nal stateof the P-Grid with
se/eralcachesupdatechfterthethecompletlonof at

We have not explicitly mentionedconcurreng issuesn the exampleabove because¢hoseare
eitheraddressedby the networking layer or do not causeproblemssincewe supportonly lazy
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consisteng. For example,if the IP addresseshangeduring authenticationthe networking layer
would drop the connectionand the authenticatiorwould startanev without causingsecurityor
concurreng problems.If the IP addres®of a peerto be contactedvould changeafterretrieving a
mapping,.e.,aquerywould returna“stale” entry, this would be recognizedbecausehe authen-
ticationwould fail uponcontactingthe peerpresentttheretrievedaddressSinceonly the owner
canupdateamappingconcurreng controlis notneededereandif replicashave notbeenupdated
correctlywhenbeingqueried,this would alsobe recognizediponcontactingthe peerandcanbe
accountedor by re-issuingthe samequery Additionally, we canassumehat P addressedo not
changeatahighfrequeng (normallyoncea peergoesonlineit keepshe sameaddresgor atleast
somehoursin typical ISPs' DHCP setups).However, other“hidden costs, for example,updates

to the mappingsandrectifying stalecacheentries(self-healing)needto be takeninto accountas
discussedn thefollowing sections.

5 Query (search) algorithm

Algorithm 2 shavs therecursve query(searchalgorithmin pseudo-coden thefollowing,
denoteghesetof peergreplicas)which hastheresultto aqueryfor path . If apeer receves
aquery and , thenit triesto route (forward) the queryto peersin its routing
tableaccordingo P-Grid'sroutingstratgy. Thesetof peersan its routingtableto whichthequery
canbeforwarded,s denotedas . denotesstalecacheentry

In fact, the pseudo-codsummarizeghreedifferentvariantsof the algorithmwhich we will
consider The non-recursie variant(isolatedquery) providesa resultfor a query if atleastone
routing entry is up-to-datefor eachrouting stepandthe correspondingpeersareonline. Thusit
only works, if theroutingtablesaresufciently redundantThetwo othervariants(lazy repairand
eagerrepair)arerecursve andtry to x staleroutingtablesto increaseahesuccesgrobabilityof a
guery They differin theirapproacto repairstaleroutingentries. Theeageistratey triesto repair
ary staleentryimmediately(correctionon use),whereaghelazy strat@y startstherepairprocess
only if all routing entriesat onelevel of a routing table are stale(correctionon failure). These
two variantsmaytrigger child queriesat ary stagein the routing processuntil they succeedThe
recursve strat@iesaffect therecti cation of stalecachest variouspeersthereby“self-healing”
theoverall P-Grid. To avoid cyclic recursionghequeriesbearuniqueidenti ers andrecursiordoes
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Algorithm 2 Query for (query( )at )

1:if then

2.  replytoquery; hastherequestednformation

3: else

4: is atcachedaddress

5: else

6: theisolatedquerystratgyy doesnot x stalecacheentriesasthelazy andeagerrepairstratgiesdo
7. if ( and lazy repairstratgyy) or eagerepairstratgy then
8: = all cachedpeersatall levels ;

9: for all do

10: forwardquery( ) to anon-staleentryfrom ;

11: end for

12:  endif

13: is atcachedaddress

14:; if then
15: forwardquery( )toa
16: else
17: returnfailure;
18: endif
19: endif

not occurwhenit would applyto a referencehatis underrepairin a parentquery Additionally,
this helpsto preventconcurrentepairrequestdor the samestaleentryat onepeer

Deadlocksituations,wherenoneof the recursve queriesterminatessuccessfullyandall en-
triesat onelevel arestale,may occur But experimentsshow thattheirin uence on performance
decreasewith anincreasinghetwork size.

6 Analysisof the algorithms

In theanalysisof thealgorithmsbelow we usethefollowing notations:  denoteghe probability
of peersbeingonling; de nestheprobabilitythatarandomlyselectedentryof aroutingtable
is stale; is the probability that anisolatedattemptto contactary particularpeer by peer
usingits local cacheinformationfails; denoteghefailure probability of forwardinga queryto
ary otherpeerspecializedor the otherhalf of the search-subtree;de nesthefailure probability
of a query; is the numberof leaves; is the numberof referencedor the other half of the
subtreein P-Grid routing tablesfor eachdepth. It is importantto note,thatwe canassumehese

referencego be independentiue to the randomizedconstructionprocessof P-Grid.  (
denoteghe expectednumberof attempts(messagexchangesyequiredfor a query (alongwith
theachievederrorrate).

6.1 Analysisof anisolatedsearch/query

We rst analyzethe effect on P-Grid searche®f peersgoing off-line andthenrejoining the P-
Grid with a possiblydifferentphysicaladdressWhenapeer needdo forwardaquery ,
it may fail to do so, becausaall the peersin , to which the query may be forwarded,are
off-line or their cachedpbhysicaladdressearestale(or both). If the overall of ine probability of
peersis , andthe probabilitythata cacheentryat  is staleis , thenthe probability
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that an isolatedattemptat  to reacha particularpeerin is successfukquals
. Likewise, the failure probability of anisolatedattemptto forward a queryequals

Thus representshe coupledprobability that a peeris off-line and/orthe physicaladdress
associatedvith ary peer cachedat haschanged Consequentlywhenattemptsaremadeto
contact randompeerdrom thereferences at ,theprobabilitythatall attemptdail is
So,givenaperhoperrortolerance , weneedaminimumof referenceso whichasearchmay
beforwarded,suchthat . Thuswe needatleast —— referencegor the otherhalf
of the P-Gridsubtreeat ary depthto achiezeagiven (andvice versa).

Witha failureprobabilityfor queryroutingathop , the probability of successfutoutingto
adesiredeafnodeis where istheexpectechumberof hopsto reachtheparticular
leaf nodein question.If thereareat least referenceswvailable at any hop then
andthus determineghe worst perhop failure probability. We usethis  for all hops, thus
determininga worstcaseaverageperformancen theremaininganalysis.We thusobtainthe effort
for onehop of the non-recursie versionof the queryas . The expectedtotal costto
processaqueryin abalancedP-Gridis then e

If is achievableat every hop (enoughreferencesavallable)thenthe succesgprobability is

where is the numberof timesthe queryneeddo be forwardedto reachthe
leafnode.Thus,theexpectedvalueof theachiazablesuccesgrobabilityis
For a generalP-Grid, the distribution of  andthusthe expectationis dif cult to evaluate, but
for abalancedP-Grid, is abinomialrandomvariableof size andparameter . Hence,

6.2 Recursive queriesand dynamic equilibrium

While cachedentriescontinuouslyget stale owing to network dynamics,they trigger recursve
gueriesin orderto updatethe stalemappings.Hencethe recursve versionof queryingin P-Grid
hasaninherentself-healingproperty With few stalemappingsthereis hardly arny deterioration
in answeringhe queries put asthe staleentriesaccumulatever time, they leadto morefrequent
recursionsThusit is expectedhatthe systemwill reachadynamicequilibrium,suchthattherate
of changewill equalthe rateat which self-maintenances donedueto recursions.If the rateof
changesn the systemis very high, thenthe systems self-maintenancwiill be unableto catchup
with thechangesandthesystenmbreaksdown. In thissectionwe analyzdf adynamicequilibrium
for agivenrateof changess achievable,thusdeterminingthe operationakonewith respecto the
rateof changeandif suchanequilibriumis achiezable,we evaluatethe systembehaior (dynamic
resilience)at theequilibrium.

In theanalysisandtheresultswe quantifytherateof changeconsideringwo kindsof eventsin
thenetwork. With probability  aneventconsistof peerandependentlyipdatingtheir address.
With probability aneventconsistf peerdssuingqueries.Sinceupdatesiecessarilymply
the executionof onequeryto locatea nodeto which the updateis goingto be stored,we assume
that
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6.2.1 Eagerrecursion

In the eagerrecursionall referencesrechecled andthe algorithmtriesto rectify all stalecache

entriesimmediately The effort for a single hop is sincean expected
recursionswill beinitiated at eachhop, evenif the original queryis forwarded,where

. The effort for arecursve queryis —— . Thusthe expectednumberof
recursions _

A singlehop fails whennoneof the referencesanbe contactedeitherbecausehe recursve
query fails or the concernedpeeris ofine. If s the probability of failure of a single hop
(forwarding)in thequeryingprocessthen — (asderivedin Section6.1). The
probabilitythata singlehopfails equalsthe probabilitythatrecursionsareinitiated ( ) and
noneof the childrenresponseareusable eitherbecauseherecursionghemselesfail, or even
if they donotfail, theconcernedoutingreferences of ine. Thus

Thedynamicequilibriumequatiorthenis
The left handsideis the rate at which successfutepairsof staleroutingtable entriesoccut due
to the additionalrecursve queries.Repairscanonly leadto a successfulpdate,if the
peerto be repairedis online, thereforean additionalfactorof . This re ects the underlying
assumptiorthat queriesand thus repairsoccur at a substantiallyhigher rate than the peersare
switchingbetweenof ine andonline state. The right handsideis the rateat which routingtable
entriesturn staledueto changes.

We solve the above equationsnumericallyfor , and to determinethe systemper
formanceat the dynamicequilibriumgiventhe systemparameters , , and . Forthecase
it is alsorelatively easyto seefrom the equationghat — This

shavsthateagemrecursionexhibits alsoexcellentscalabilitywith

6.2.2 Lazy Recursion

Forlazyrecursionve needio analyzehestatesof routingtablesin moredetail. Thereare routing
tableentriesat eachpeerat eachdepth.Let  denotethe probabilitythat outof routingtable
entriesat a givendeptharestale. In thefollowing we will alsosaythataroutingtableat a given
depthisin state

Whenusinglazy recursiongueriesaretriggeredif a peercannotuseary of its corresponding
routingtablesto forwarda query This happengitherbecause¢heroutingentriesarestaleandthe
latestiD-to-1P mappingshaveto befound(usingrecursve queries)r becaus¢éheconcernegheers
areof ine. We assumehatin this casethe peerissuegarallelqueriesfor all referencesn order
to minimizeresponséime. Recursve queriesoccurwith a probability
where istheprobabilitythatany particularpeeris online.

Theeffort to forwardany query(onehop)is , Where is thetotal effort
in termsof numberof messagefor anewly issuedrecursve query Fromthe propertiesof P-Grid,
ary queryrequires—— forwardingstepson anaverageto successfullyanswerthe query Hence,

—— . Solvingtheserecursve equationsye obtainthetotal numberof queriesncluding
theoriginalandchildrenqueriesnvoked peroriginal (isolated)query

As mentionecearlier  fractionof thenetwork eventsarelD-to-IP mappingchangesn com-
parisonto fraction of queries.Routingtablesare createdbasedon P-Grid's randomized
constructioralgorithm,andeachpeeris equallylik ely to bearoutingtableentryfor otherpeers.If

13



thereare peergpopulatingaP-Gridwith leaves(replicationfactorof ), theneachpeerhas
onanaverage routingreferences, for eachof the depthof the searchree.Hence,
eachpeeris usedasa routing reference——— timesin the whole P-Grid network.
The probability thatan updateof a speci ¢ ID-to-IP mappingaffectsa routing table entry with
staleentriesthenis — , sincethe original queriesareuniformly distributedand
outof the entriesaresusceptibldo becomestale.

The self-healingcomesinto actionwhile processinghe original queries,eachof which leads

to recursve querieson average,andeachof theserecursve queriestries to updateone
routing reference Whenrecursve queriesaretriggeredin state , which occurswith probability
, outofthe recursve queriesareinitiated. Thusin state , theprobability

thatself-healingoccursdueto aninitial queryis — -
However, recursve queriesmaynotalwayssucceedlIf therecursions trlggerethen cached

referencesrestaleandthe othersareof ine, then  fractionof referenceganbe updated
atmost.If istheprobabilitythatarecursve queryfails,then is theprobability
thatof the possiblerepairs,only aresuccessfulsuchthat staleentriesareleft in the
routingtableevenafterrecursve queries. and —

aredervedasin Section6.2.1.
For the dynamicequilibrium, the in o w to ary state  shouldequalthe out ow from
Hence the dynamicequilibriumequationis

Theleft handsideof theequationis thein o w into state from aswell asfrom
, becauseof partial repairs. The right handsideis the out ow from . Theoutow is
causedytwofactors:The rst is becausadditionalentriesturnstale;thesecondccurswheneer
recursionsareinitiatedandatleastonecachedentryis repaired.
We solvetheabove equationsiumericallyfor : , andthusdeterminghesystems
performancédynamicresilienceatthedynamicequilibriumgiventhesystenparameters ,
and .

7 Analytical and simulation results

We implementedhe algorithmsdescribedn this paperin orderto verify the analyticalmodelsby
simulationandto demonstrateéheir scalability Due to spacelimitations, we primarily reporton
resultswhere , i.e.,peersonly changeheir IP addressebut stayavailable,apartfrom some
analyticalresultsfor the moregeneralcaseof . As in theanalysiswe do not considerthe
costof establishinga quorumandreferthereaderto [11].
For the underlyingstoragewe constructP-Grid overlay networks of variablepopulationsizes
and peers.We setthe averagereplicationfactorto 8, suchthatthe paths
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have an averagelengthof 4, 5, 6 and 7 ( where ). At eachdepthof the routing
tableswe maintain referencesThe simulationis performedn rounds,wherein eachround
we issuea randomquery at a randompeerwith probability , and with probability

we changethe identity of a randompeerand performthe necessaryipdate. To reacha dynamic
equilibriumstate we run asufciently large numberof rounds(increasingrom to for
decreasingalues ) andtakethemeanoverthelast roundsto obtainvaluesof themeasured
parameters.

For boththe lazy andeagermrecursve querymechanismsve could shawv thatthe performance
of the simulatedsystemmatcheghe predictedperformancerery well. We summarizehe results
in Figure 3, wherewe showv the numberof messagegeneratedisa function of the frequeny of
updatesbothwhenusingthe eagerandthelazy algorithm.

We seethatthe messageostin the simulationis slightly higherthanthe predictedcost. This
is dueto the variationof the stalenes®f referencesSincethe messageostdependson-linearly
onthestalenessyariationsinevitably leadto anincreaseasopposedo our averagecaseanalysis.
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(a) Messagess. , eageralgorithm (b) Messagess. |, lazyalgorithm

Figure3: Simulationresults

We obsene thatfor thelazy algorithmfor small ~ ( ) themodelstartsto breakdown
whenthe value of grows. This is so becausdor very small networks combinatorialeffects
suchascyclesanddeadlockswhich arenotaccountedor in the analysis startto take effect, thus
makingthe modelinaccurate.On the otherhand,we seethatfor a larger network populationthe
predictionsareincreasinglyaccurateasit is the casefor ary statisticalmodel. The messageost
scalegyracefully Thusfor large networks our analyticalmodelcanbe usedto reliably predictits
performance We alsoobsenre thatthe lazy algorithmoverall consumeslightly fewer messages
thanthe eageralgorithm.

Figure 4 shaws the analyticalpredictionsand the obsered valuesfrom simulationsfor
varying , whichmayalsobeusedto verify theaccurag of theanalyticalmodel.For N=128,the
probabilityof recursion  startsto increasalramaticallywhich alsoimpliesincreaseén message
cost,andthe simulationresultsdeviate from the analyticalpredictions.Evenfor moderatelylarge
network sizes(N = 256andhigher),theresultsobtainedrom bothsimulationsandanalysismatch
well, which shows that the independencassumptionsand statisticalresultsof the analysisare
correct,oncethe systemhasa moderatelylarge peerpopulation. This is as expectedfrom arny
statisticalmodel.
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We usethe analyticalmodelto further explore the propertiesof the systemin dynamicequi-
librium. In Figure5(a) we shov how varieswith varying  for ary valuewhenusing
lazy recursion.We obsene thatthe algorithmis very robust, andthe messag@verheads stable
for a wide rangeof values. This is sobecausdor lower  values,evenfewer staleentries
rendertheroutingtableunusableandtriggerrecursionsTheintuitive expectationwill thusbean
increasen . However, suchrecursionsalso have the effect of quickly repairingthe routing
table,suchthatfewer recursionsaretriggeredliater. Thesetwo oppositeeffectsbalancehencethe
wide stretchof  valueswherethe overheadstaysstable.

Figure5(b) shavs how theoverheadrarieswith increasingietwork dynamicgincreasing ),
andwe obsenrethatit is moresensitveto  atlower  values.

While the useof recursionalmosteliminatesfailures,toleratingevenverylow  valuesand
moderatelyhigh network dynamics(high ), theincurredeffort maynot be affordablein areal-
istic network. In Figure5(c) we thusprovide contourmapscorrespondindo valueswith
in theX-axisand in theY-axis. Theinterpretatiorof the plot is thatif a system(participating
peers)is willing to incur an fold increaseof effort per querywith respectto the ideal case
( and ), the network will operatefor all combinationsbelow the curve,
with the succesgprobability being 1. If the systemis unwilling to usemorethan effort and
if the systemoperatesn the region above the curves of Figure 5(c), thereis a non-zerofailure
probability, which startsincreasingwith the increaseof distancerom the curve. Figure5(c) thus
captureswo importanttradeofs in thesystem.The rst tradeof is thatof ef ciency versusprob-
abilistic succesguaranteef queries. The secondiradeof is the systems resilienceagainstthe
two “demons”of thenetwork, thenetwork dynamics  versusaverageavailability of peersn the
network

Finally, we analyzethedependenconvaryingvaluesof . In Figure6 we shav the number
of messagefor a x ed andpathlength . We seethatfor networks with more peers
beingonline, the lazy stratgyy is advantageous.The tradeof is that the lazy stratey collapses
earlier Thusthe eagerstratgy is moreresilientin the caseof low availability. This suggestshat
combinedadaptve strategieswith variousdegreesof “eagernessarean interestingapproactfor
ervironmentswith varyingonlinecharacteristics.
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Figure5: Analytical results

8 RelatedWork

For unstructured?2P systemssuchas Gnutella[9] and hierarchicalsystemssuchas FastTrack-
basedhttp://www.fasttrack.nu/systemdik e Kazaa,dynamiclP addressearelessof a problem.
For example,Gnutellabuilds an unstructuredyraphof peersin which eachpeertypically has4
permanentonnectiongo otherpeers.In the casethata connectiondrops,a peersimply triesto
reconnecbr tries to connectto anotherpeer it haslearnedaboutimplicitly throughGnutellas
routing process.Sinceno routing tablesare maintainedno inconsistenciesanoccur However,
this comesatthe expenseof very high network traf c. In hierarchicakystemsrouting tables”(in

Msg
1200

Lazy vs. Eager rec. r_up 0.2, g2 n 5

1000 |-

—+— Lazy rec

800

Eager rec

600

400

200

Figure6: Dependengon

17



factthey arerathersimple)canbecomanconsistenbut their scopes limited, sothe effect canbe
compensatedasilywith existing methods.

Freenef7, 8] suggestshe useof a third-party DNS servicethat allows the peerto updateits
name-IPmappingn speciaDNS domains However, thisintroducesadependengconathird-party
serviceandan elementof centralizationnto the architecturavhichis in contrasto the principles
of decentralizatioio ensurescalability

Theapproachesf Chord[29], DKS [6] andPastry[27] arethe closestonesto oursandhave
alreadybeendiscussedn detailandrelatedto our work in Sectionl. Their approachesarecom-
plementaryto our work andfurthercomparatre studieson their performancererequired.

The approachpresentedn [15] extendsTapestry[30] to addresghe joining and leaving of
peers.In absencef self-healingnetwork maintenances very expensve in this approachn terms
of trafc (multicast-basegbartial ooding of the network), andthereare no resultson how the
approactwill copewith thedegreeof network dynamics( and ).

DNS's original speci cationwasextendedby several RFCs(RFC2136 RFC2846 RFC2535),
sothatin theoryit couldmaintaindynamiclP addressethroughsecurenamesergrupdatesHow-
ever, this is very heavy-weight, requiresvery elaboratecon gurations, andis not intendedfor
allowing a large numberof peersto changethe DNS database Also an alternatve DNS-based
approachpresentedn [16] is still way too heary for P2Psystemsanddoesnot addresssecurity
anduniqueidentity of peers.To someextentourapproacHor recursve queriess similarto DNS's
recursve lookupstratgyy which alsoupdatesachesluringanamelookup. However, DNS's strat-
egy is muchsimplersinceDNS senerschangetheir IP addressesery infrequentlyandthusthe
treestructureis basicallystaticwhich simpli es routingalot. Additionally, the numberof partic-
ipating DNS senersis considerablylower thanthe numberof peersin a P2Psystem,the depth
of the DNS treeis small, and,in contrastto DNS, our approachis self-containedi.e., doesnot
dependon athird-partyinfrastructure.

Otherwork usinga DNS-like hierarchywithout a singleroot hasbeendonein the context of
decentralizeddenti cation, suchthatsomepeersauthorizeotherpeersto useparticularresources
they provide. Any peercanauthorizeother peersto useits local resourcesaswell as possibly
delegatethe authorityto authorizeotherpeersto do so. Systemdollowing this approachare[10]
and[5] whicharebasedn [29].

For securitywe devise a self-oiganizingpublic key infrastructurgd11] whichis comparabldgo
PGP[13] which usesa similar, decentralizedpproach PGPusestransitivity of trust,whereby if

truststhat is 'spublickey, andalsorelieson  (personallydeterminedjo certify athird
party's publickey,then  will use as 'spublickey, if certi es it. Thestrengthof such
chainsis determinedoy its wealestlink andthushighly vulnerable.So [25] suggestdo include
multiple pathswhich, however, still offers only limited liability dueto intersectingpaths. Thus
additionally authenticatiommetrics[26] are requiredto quantify the reliability of suchmultiple
paths. This approachhowever, is heary-weight, for example, nding multiple paths,loadsthe
network considerablyand both the multiple pathsand the metricsneedto be evaluatedat each
peer andthustheeffort is not shared.In contrastto that, our approactdoesnot suffer from these
problemsat all. In P-Grid random(independentpeersreplicateidentity information(mappings)
andthusour approactdoesnotincur ary costsin nding independenpaths,the useof aquorum
mitigatesmaliciousbehaior, and storageand searchcostsare distributed amongthe peersand
requiresubstantialljjower computingandnetwork resourcesAdditionally, sincea subsebdf peers
(towhich searcheareroutedef ciently) areresponsibldor agivenkey, it is alsosimpleto revoke
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or updatemappingswhichis superiorto PGP-basedchemesFurtherdiscussionsareprovidedin
[11].

9 Conclusions

This paperdescribeda decentralizedself-maintainingJight-weight, andsecuredirectoryservice
basedon securedenti cation. We have demonstratethat our algorithmis robustandapplicable
in unreliableernvironmentssuchas currentpeerto-peersystemsandthat it operateswell, even
if we assumdow online probabilities. Our approachhas ve major contrikutions: (1) We sepa-
rateidentity from network propertiesandthusintroducethe conceptof logical independencato
overlaynetworks, (2) we provide agenerabpproactio identify entitiesandto bind arbitraryinfor-
mationto them,(3) we demonstrat¢hatthe approactdoesnot corruptstructuralpropertiesof the
usedP2Psystemandretainsexisting knowledgeandsemantics(4) we explicitly addressecurity
to guarantedhe correctnes®f identities,and (5) we have exploreda P2Psystem$ dynamicre-
siliencein the presenc®f changesn the underlyingnetwork, in contrastto otherworksthathave
only addressedtaticresilienceof P2Psystemd14, 18]. The serviceis basedon the P-Grid P2P
systemandappliedin P-Griditself to mitigatethe problemof dynamiclP addresseslo prove the
ef ciency andapplicabilityof our approactwe have providedananalyticalmodelfor thedynamic
equilibriumcaseandhave evaluatedouralgorithmbasednthis model. Additionally, we have pro-
videdsimulationresultsto verify thecorrectnessf themodel.Ourinfrastructureoffersasufcient
level of security—deliberatelypalancingcostsagainstapplicationrequirements—bgombininga
PGP-like approachor circulating public keys with a quorum-basedjuery schemethat provides
robustnessagainstcheatingpeers. The presentedapproachis self-maintainingsinceit requires
only little manualcon guration andthenoperatesvithout requiringfurther explicit maintenance
mechanismssincethis is accomplishedamplicitly by usingthe network.
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