
Ef�cient, self-containedhandlingof identity in
peer-to-peersystems

�

Karl Aberer
�

, AnwitamanDatta,ManfredHauswirth
Schoolof ComputerandCommunicationSciences

SwissFederalInstituteof TechnologyLausanne(EPFL)
CH-1015Lausanne,Switzerland

Email: � karl.aberer, anwitaman.datta,manfred.hauswirth� @ep�.ch

Abstract

Identi�cation is an essentialbuilding block for many servicesin distributed information
systems.Thequality andpurposeof identi�cation maydiffer, but thebasicunderlyingprob-
lem is always to bind a setof attributesto an identi�er in a uniqueanddeterministicway.
Name/directoryservicessuchasDNS, X.500,or UDDI area well-establishedconceptto ad-
dressthis problemin distributed informationsystems.However, noneof theseservicesad-
dressesthe speci�c requirementsof peer-to-peersystemswith respectto dynamism,decen-
tralizationandmaintenance.We proposetheimplementationof directoriesusinga structured
peer-to-peeroverlay network andapply this approachto supportself-containedmaintenance
of routing tableswith dynamicIP addressesin structuredP2Psystems.Thuswe cankeep
routing tablesintact without affecting the organizationof the overlay networks, making it
logically independentof theunderlyingnetwork infrastructure.Even thoughthedirectoryis
self-referential,sinceit usesits own serviceto maintainitself, we show thatit is robustdueto
a self-healingcapability. For securitywe applya combinationof PGP-like public key distri-
bution anda quorum-basedqueryscheme.We describethealgorithmasimplementedin the
P-GridP2Plookupsystem(http://www.p-grid.org/) andgiveadetailedanalysisandsimulation
resultsdemonstratingtheef�ciency androbustnessof ourapproach.
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1 Intr oduction

Identi�cation providesanessentialbuildingblockfor alargenumberof servicesandfunctionalities
in distributedinformationsystems.In its simplestform identi�cation is usedto uniquelydenote
computersontheInternetby IP addressesin combinationwith theDomainNameSystem(DNS)as
a mappingservicebetweensymbolicnamesandIP addresses.Thuscomputerscanconveniently
be referredto by their symbolicnames,whereasin the routing processtheir IP addressesmust
be used. Higher-level directories,suchas X.500/LDAP, consistentlymap propertiesto objects
which areuniquelyidenti�ed by their distinguishedname(DN), i.e., their positionin the X.500
tree.Otherdirectories,suchasUDDI, mapnamesontoservicedescriptionsandviceversa.These
are just a few examplesamongmany othersthat map setsof attributesonto objects,and that
areessentialto provide basicfunctionalities,suchasrouting of IP packets,searchingdistributed
databasesandretrieving certi�catesfrom publickey authoritiesto conductsecuree-commerce.

Although the quality andpurposeof identi�cation may differ in the variousdomains,dueto
varying requirementsand levels of abstraction,the basicunderlyingproblemis always the one
of binding a setof attributesto an identi�er in a uniqueanddeterministicway. Name/directory
servicessuchasDNS, X.500,or UDDI area well-establishedconceptto addressthis problemin
distributedinformationsystems.Usuallytheseservicesareoptimizedtowardsthetargetedproblem
areaand differ in the degreeof (de-)centralization,securityguarantees,descriptive power, and
�e xibility . However, noneof thesepre-existing servicesaddressesthe speci�c requirementsof
peer-to-peersystems. Peer-to-peersystemsare inherentlydecentralizedand thus identi�cation
managementshouldbe decentralizedaswell, to avoid scalabilityproblems.For example,peer-
to-peersystemsareratherdynamic,with nodesfrequentlyjoining andleaving thesystem,anda
centralizedidenti�cation servicemayeasilybecomea bottleneck.Additionally, it is favorablenot
to dependonathird-partyinfrastructurebecauseif thisexternalserviceceasesto exist, thepeer-to-
peersystemwould no longerbeoperable.Thusthepeersshouldbeableto manageidenti�cation
issuesthemselves. This providesexcellentscalabilitybut introducessecurityproblemsthatneed
to be addressed,for example,ensuringthat entriesareupdatedonly by legitimateparties,being
ableto detectmalicioususe,andsurviving attacks.

Peer-to-peersystems(alsocalledoverlaynetworksin theliterature)suchasChord[29], CAN [24],
Freenet[7, 8], Pastry[27], or P-Grid [1, 4] operateon top of a routing infrastructurebasedon a
logical identi�cation of thepeersparticipatingin theoverlay. For routingthis logical identi�cation
is mappedontoanIP addressin theroutingtables.SinceIP addressesarescarcemostpeerswill
have dynamicIP addressesthatmaychangeover time. This problemwould besolvedif Mobile
IP [21] or IPv6 [28] werein placealreadyandavailableat a large scale,becausethey take into
accountmobility (dynamism)andoffer a muchlargeraddressspace.However, this requirescon-
siderablechangesin thebasicnetworking infrastructureof thecompleteInternetandit cannotbe
foreseenat themomentwhenthiswill happen.Ourapproachcouldbridgethisgapbut canalsobe
appliedin many othersettings,for example,in mobilead-hocnetworks,becauseit is independent
of the networking infrastructure.Additionally, peerscanleave andjoin the overlay at any time.
This dynamismintroducesinconsistenciesinto the routing tablesandthe whole routingprocess,
whichmaymakecorrectroutingimpossibleif it is notdealtwith appropriately.

In Chord[29], peersthat(re-)join theoverlaywith a new IP address,adopta new identity and
introducethemselvesinto the routing infrastructurelike a completelynew node. This is mainly
dueto the fact that in Chordthe logical identi�er dependson theIP address.To repairfaulty en-
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tries in routingtablesresultingfrom nodedepartures,theapproachin [17] devisesa maintenance
protocol.Theexecutionof theperiodicstabilizationprotocolis independentof changesto thenet-
work andtheadaptationresultingfrom repairsmaycompromisestructuralpropertiesof therouting
infrastructure,which mayhave beenestablishedin orderto addressnon-uniformworkloads[23].
DKS(N,k,f) [6], a generalizationof the Chordmodel, proposesa correction-on-useprotocol to
maintainroutingtables.Theauthorsshow thattheir protocolis self-stabilizingandmoreef�cient
thantheChordmaintenanceprotocol.In theirapproachpeerscanmaintainlogical identi�ers with
changingIP addresses,but routingtablesneedto bereorganizedat all depthswith theoccurrence
of everyupdate.

In Pastry [27] nodeshave an independentlogical ID, anduponre-enteringthe overlay they
mayentertheirnew ID-to-IP bindinginto theroutingtablesof peers,encounteredwhenexecuting
thenodejoin protocol. However, asthesepeersaretypically differentfrom thosealreadystoring
suchbindings,stalemappingswill beencounteredby otherpeersduringqueryrouting.Thesestale
entriesarereplacedby new routingentries[19], irrespective of whetherthepeeridenti�ed by the
staleentryhasrejoinedwith anew IP addressor not.

Weseethemanagementof dynamicIP addressesin overlaynetworksasaninstanceof themore
generalproblemof identi�cation. In thispaperwewill presentourdecentralized,self-maintaining
approachto identi�cation andproveitsapplicabilityandvalidity byapplyingit to thebasicproblem
of changingIP addressesin P-Grid (http://www.p-grid.org/), our structuredpeer-to-peersystem.
In contrastto the approachesof Chord,Pastry, andDKS, our strategy cantrack changesin the
mapping.This is importantassoonasinformationon the characteristicsof speci�c peersis ex-
ploitedfor routingpurposes,suchastheir trustworthiness,quality of serviceor locality. Thusour
approachis in particularrelevantfor applicationssuchase-commerce[11], trustmanagement[3],
andmobility managementin ad-hocnetworks. If informationaboutpeersis gatheredfrom earlier
interactionsandthechoiceof routingtableentriesis madedependenton suchproperties,changes
to thestructureof theoverlaynetwork dueto modi�cation of routing tablesshouldbeavoidedif
possible(unlesstriggeredby theapplication).This is in particulartruefor changesresultingfrom
a peer's physicaladdress,which maybecompletelyindependentof a peer's otherproperties.The
approachesof changingthelogical IDs or restructuringroutingtablesasa resultof changesto the
peers'physicalIDs (Chord,Pastry)would incur a lossof information. Thusour approachmakes
theoverlaynetwork logically independentof theunderlyingphysicalnetwork. This separationof
concernsis animportantsteptowardscreatingsemanticoverlaynetworksasabasicconstituentin
distributedinformationmanagement.It is worth to mentionthat this functionaladvantagecomes
atnospeci�c additionalcost.All approaches(includingtheonewe introducehere)incurmessage
costsof order ���
	���
������ for maintenance.

Currently �le-sharing is the most popularuseof P2Psystems.Here,userresponsetime is
a major issueand identi�cation is viewed to be only of subordinateimportance.However, this
is alreadychanging,sincereputation,dataauthenticity, and fair useof resourceshave become
major issuesin P2Psystemsandrequireidenti�cation asa serviceto addressthem.Also, quickly
�nding thepeerthatoffersinformationof interestwill reduceresponsetime. If peershavedynamic
network addresses,thisagainrequiresanidenti�cation serviceasdescribedin thispaper.

To supportdynamicIP addressesasanapplicationof identi�cation, it is necessaryto address
the following problems:(1) How canuniversallyuniqueidenti�ers bemappedontophysicalad-
dressesin asecure,decentralized,andef�cient way, andbemaintainedsecurelyby theowner?(2)
With thepossibilityof changesof themapping,i.e., thephysicaladdresses,how cana peerdetect
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whetherit is still talking with theintendedentity? This meansthat,(a) if peer��� goesof�ine and
a differentpeer�

�

getsassociatedwith ��� 's old IP address,theotherpeersin thesystemmustbe
ableto detectthis changeandreactaccordingly, and(b) if a peergoesonline againwith a new
IP address,theotherpeersmustbeableto detectthis,updatetheir routingtablesaccordingly, and
checkidenti�cation beforefurtherinformationtransfers.

UnstructuredP2Psystems,for example,Gnutella[9], and super-peerP2Psystems,for ex-
ample,Kazaa(FastTrack), areable to addressthe �rst problemin a simplermannerthanstruc-
turedP2Psystemsbut have othershortcomings,for example,excessive bandwidthconsumption
(Gnutella)or scalabilitylimitationsdueto inherentcentralization(FastTrack).However, any peer-
to-peersystemshouldactuallyaddressproblem(2) for securityreasonsto avoid simpledenial-of-
service(DOS)attacksby registeringfalsemappings.

In our approach,peersgenerateuniversallyuniqueidenti�ers locally, independentof their IP
addressor any otherglobal information,andstorethemalongwith their public key, their current
IP address,andacryptographicsignaturein theP-GridP2Plookupsystem[1, 4] onacertainnum-
berof peers(replicas).Insteadof IP addresses,theuniqueIDs areusedfor queryingandrouting.
Mappingan ID onto an IP addressin the routing processis doneby queryingP-Grid usingthe
receiver's ID asthekey. If a certainquorumof identicalanswersis returned,themappingis con-
sideredtrustworthyandthepeeris contacted.If contactingthepeerfails, thepeeris eitherof�ine
or haschangedits IP address.Therequestercannow eitherassumethatthepeeris of�ine andgive
up,or, in thelattercase,submitanew queryto determinethenew IP address.If contactingthepeer
succeedsin eithercase,its publickey is usedto determinewhetherthecontactedpeeris really the
oneidenti�ed by themapping,or whethera differentpeerreusestheaddress,or a maliciouspeer
triesanimpersonationattack.Thesecurityconceptof our approachis a combinationof PGP-like
publickey distributionanda quorum-basedqueryscheme,elaboratedin [11].

Thisstrategy ensuressecuremapping,but mayseemlikeintroducingarecursivehen-eggprob-
lem, aswe usethemechanism(P-Grid) thatdependson usingthemappings,alsofor storingand
maintainingthemappings.We show that,despitethis recursive dependency, it is in factpossible
to devise sucha self-containedservicewhich is completelydecentralized,self-maintaining,and
light-weight,by devisingalgorithmsimplementingself-healingcapabilities.Decentralizationmay
requireadditionalsecurityprecautions,whichwe take into account,but it is of primaryconcernto
avoid performanceandespeciallyadministrativebottlenecks,i.e., no centralauthorityis required
to maintainmappings,but this serviceis providedsecurelyby theusersof theservicethemselves.
In turn,self-maintenancemustbeaddressedproperlybecausein adecentralizedsystemnocentral
authoritycanenforcemaintenance.

The paperis structuredasfollows: Section2 introducesP-Grid, which we useto verify our
approach.Section3 thende�nes our identi�cation protocolwhich is demonstratedin Section4
by a simpleexample.Section5 thenprovidesthealgorithmswhich areanalyzedandevaluatedin
Sections6 and7. Section8 presentsrelatedwork andwedraw ourconclusionsin Section9.

2 The P-Grid data structur e

Sincetheapproachpresentedin thispaperis basedonandusedin P-Gridasaproofof concept,we
brie�y introduceit. P-Gridis adistributeddatastructurebasedontheprinciplesof distributedhash
tables(DHT) [22]. As any DHT approachP-Grid is basedon the ideaof associatingpeerswith
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datakeys from a key space� . Without constraininggeneralapplicability we will only consider
binary keys in the following. In contrastto otherDHT approacheswe do not imposea �x ed or
maximallengthon thekeys, i.e.,weassume���������! #"�$ .

In theP-Gridstructureeachpeer�&%('*)+)-,/. is associatedwith abinarykey from � . Wedenote
this key by ��0�132��4�5� andwill call it thepathof thepeer. This key determineswhich datakeys the
peerhasto manage,i.e., the keys in � that have ��0�132��4��� aspre�x. In particularthe peerhasto
storethem. In orderto ensurethat thecompletesearchspaceis coveredby peerswe requirethat
the setof peers'keys is complete. The setof peers'keys is complete,if for every pre�x 6!7+8:9 of
thepathof a peer� thereexistsa peer�<; , suchthat ��0�132=�>�<;>�?�@6/7+8:9 , or thereexist peers��A and �B� ,
suchthat 6+7+8:9C� is a pre�x of ��0�132��4�<A-� and 6/7+8:9- is a pre�x of �<0D132��>���E� . Naturally, oneof thetwo
peers�<A and �B� will be � itself in thatcase.Completenessis guaranteedby P-Grid's construction
algorithm. We do not excludethe situationwherethe pathof onepeeris a pre�x of the pathof
anotherpeer. This situationwill occur during the constructionand reorganizationof a P-Grid.
Ideally, this situationis avoided,sinceotherwisepeerswith shorterpaths(pre�xes)will havehigh
storageloadsandthusloadbalancingis compromised.Thus,any algorithmfor maintaininga P-
Grid shouldeventuallyconvergeto a statewheretheP-Gridis pre�x-free, i.e., for peers��A and �B�

wehave ��0�132=�>��A-�GF

H

�<0D132��>�B�E��IJ��0�132=�>�B�/�GF

H

��0�132=�>�<AK� , where6

H

6L; denotesthepre�x relationship
amongstrings 6 and 6L; . An indexing structurebasedon similar principlesasP-Grid which does
not requirethepre�x-free propertyis describedin [20].

Wealsoallow multiplepeersto sharethesamepaths,in thatcasewecall thepeersreplicas.The
numberof peersthatsharethesamepathis calledthereplicationfactorof thepath.Replicationis
importantto supportredundancy andthusrobustnessof aP-Gridin caseof failuresandto distribute
workloadwhensearchingin aP-Grid.

To beableto searchin P-Grid,peersmaintainroutingtables. Theroutingtablesarede�ned as
(partial)functionsM#NPORQ�'S)+)-,/.UTRVXW ��'S)+)-,/.�" with theproperties

1. MYNPOZ�>�[�+\
� is de�ned for all �]%^'S)+)-,/. and \_%`V with  bac\dafe �<0D132��>�5�Pe

2. MYNPOZ�>�[�+\
�

H

'S)+)-,+.hgji
glk3mnmnm gloqp

i:r

�:s
g
o>t with ��0�132=�>�5�u�v6Y�36

�=w!wLw

6Lx4s<�C6hx

wLwLw

6Ly#�Kz|{}\

where 'S)+)-,+.L~[���+�]%^'S)+)-,/.•e 1

H

��0�132��4�5�+" for 1€%R� .
For the sameassociationof peerswith paths,different P-Gridscan be obtaineddepending

on the choiceof MYNPOZ�4�[�/\l� . Algorithms for constructionandmaintenanceof a P-Grid have been
introducedin [2].

Having multiplereferencesateachlevel \ againis necessaryto guaranteerobustnessof thedata
structure.In thefollowing, M denotesthemaximumnumberof referencesmaintainedateachlevel.
Thesearchalgorithmfor locatingdatakeys indexedby a P-Grid is de�ned asfollows: Eachpeer

�•%‚'S)+)-,/. is associatedwith a location \
ƒ�„Y�4�5� (IP addressin thenetwork). Searchescanstartat
any peer. Peer� knows the locationsof thepeersreferencedby MYNPOZ�>�[�+\
� , but not of otherpeers.
Thusthefunction M#NPOZ�>�[�+\
� providesthenecessaryroutinginformationto forwardsearchrequests
to otherpeersin casethesearchedkey doesnot matchthepeer's path.Let 1…%^� bethesearched
datakey and let the searchstartat ��%‡† . Algorithm 1 shows P-Grid's basicrecursive search
algorithm.

Algorithm 1 alwaysterminatessuccessfully, if theP-Grid is completeandall peersarereach-
able. Due to the de�nition of M#NPO , 6hNh0ˆMY„‰2=�Š1K�+\‹ƒY„Y�4���E� will always �nd the location of a peerat
which the searchcancontinue(useof completeness).With eachinvocationof 6hNh0DM#„‰2��‹1K�+\‹ƒ�„#�>�5�E�
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Algorithm 1 Searchin P-Grid: search(t,loc(p))
1: if path(p) Œ t then
2: return(loc(p));
3: else
4: determinemaximal • suchthat Ž••�‘C‘3‘‹ŽŠ’>“ˆ•K”
•[–UŽŠ’�—BŒ™˜Yš!Ž
›œ”•˜�— ;
5: r = randomlyselectedelementfrom ref(p,l);
6: search(t,loc(r));
7: end if

thelengthof thecommonpre�x of ��0�132��4�5� and 1 increasesat leastby one.Thereforethealgorithm
alwaysterminates.

In caseof an unreliablenetwork, it mayoccurthata searchcannotcontinuesincethepeer M

selectedfrom the routing tableis not available. Thenalternative peerscanbe selectedfrom the
routingtableto continuethesearch.

3 The identi�cation protocol

Thissectionde�nesthealgorithmandprotocolfor maintainingID-to-IP mappingsin P-Grid.Gen-
eralizingthis speci�c exampleto othermappingsis implicit andstraight-forward.

Eachpeer � is uniquelyidenti�ed by a universallyuniqueidenti�er (UUID) žœŸ#7 . Eachpeer
generatesthis identi�er locally oncein thebootstrapphaseby applyingacryptographicallysecure
hashfunctionto theconcatenatedvaluesof thecurrentdateandtime, thecurrentIP addressof the
peer 0ˆŸ ŸDM/7 anda large randomnumber. At bootstrapeachpeer� alsogeneratesa private/public
key pair ¡¢7�£#¤¥7 once. In the following, we usethestandardsecuritynotations¡™7 �‹¦§� and ¤u7 �Š¦§� ,
where ¡¢7 �
¤u7 �Š¦§�E�¨�©¤¥7 �l¡¨7 �Š¦§�E�¨�ª¦ , to denotetheapplicationof theprivateandpublic keys in
anasymmetricencryptionscheme.Notethatkeysdonothave to becerti�ed sincewedonotneed
legally bindingauthenticationguaranteesasprovidedby certi�cation authorities.Also, thiswould
introducecentralizationandlimit scalability. Instead,ourapproachfollowsaPGP-like strategy of
distributingsignedmappingsandpublickeysvia independentpaths,andweapplyaquorum-based
strategy to �nd trustful mappings.This providesa similar level of security, but, of course,is not
legally binding.

In P-Gridroutingtablesandtheindex holdonly theseidenti�ers. Eachpeer� additionallyhas
acacheof mappings�
ž ŸD«•�+0ˆŸˆŸDM!«¬�3­G®§«Š� thatit alreadyknows. ­…®B« denotesa timestampwhichmust
beincludedto preventreplayattacks,i.e., therecordingof transmittedinformationby a malicious
partyandreplayingit at a latertime (thetimestampguaranteesthefreshnessof messages).

The algorithmfor handlingdynamicIP addressesworks as follows (insertsandupdatesare
doneaccordingto thealgorithmpresentedin [12]):

Bootstrap

1. Uponstartup� determinesits currentIP address.

2. � generatesž ŸP7 , ¡¨7�£#¤¥7 .

3. � insertsthe tuple �
ž ŸP7D�+0ˆŸˆŸDM/7#�+¤¥7D�E­…®�7��+¡¨7 �‹žœŸh7��/0 ŸˆŸDM/7��/¤u7��3­G®�7h�E� into P-Gridusing ž ŸP7 as
the key. Insertingin P-Grid meansthat the requestis routedto a peer ¯¨«…%c°¥7 . °u7 is the
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setof replicasresponsiblefor thebinarypathusing ž ŸY7 asthekey value.Notethatthetuple
containsasignedversionof theinformationto beinserted,to assurethatonly theoriginator
of the informationcanchangeit. This is a standardstrategy usedin securitywhich we will
usein all datamanipulationoperationsin the following. How thecheckingprocessworks,
will bedescribedin thosestepsof thealgorithm,whereit is required.If ž Ÿ#7 alreadyexists
in theP-Grid, � is noti�ed. However, this is very improbablebecauseof therandomization
in the generationof ž ŸP7 and the applicationof a cryptographicallysecurehashfunction.
Nevertheless,if it shouldoccur, � generatesanew žœŸY7 andrepeatsthis step.

4. The previous stepis repeateda limited numberof times,which we denoteas ¯¢±_«³² in the
following, and � waits for con�rmation messagesfrom ¯¨±=«³² distinct peers,to prevent a
maliciouspeerin °u7 from distributing falsedatato theotherreplicasin °€7 .

5. As a resultof theprevioustwo steps,themappingwill bephysicallystoredat peersin °´7 .
Basedon the randomizedalgorithmsthat P-Grid uses,we canassumethat the individual
replicas̄µ«J%•°¥7 areindependentandthey colludeor behave in a Byzantineway only to a
degreethatcanbehandledby existingalgorithms.

Peerstartup

1. � startsup and checkswhetherits 0ˆŸ ŸDMK7 haschanged. If not, the algorithm terminates.
Otherwise,thefollowing stepsaretaken.

2. � sendsanupdatemessage�
ž Ÿ�7��+0ˆŸˆŸDM/7��E­…®�7��+¡¨7ˆ�‹ž ŸP7#�+0ˆŸ ŸDM/7#�E­…®�7P�E� to theP-Grid,i.e.,anew
mappingandasignaturefor thismapping.

3. Uponreceiving theupdaterequest,the ¯G« scheckthesignatureby verifying that ¤€7 �l¡¨7 �‹žœŸh7��

0ˆŸˆŸDM/7��E­…®�7P�3�

w

žœŸh7™��ž Ÿh7 (thusonly � canupdateits mapping)and ­…®�¶œ·u¸‚­…®�7 (to prevent
replayattacks).If yes,thenew mappingis stored,otherwisean errormessageis returned.
Notethat this operationdoesnot causea chase,becausethereplicasresponsiblefor storing
the mappingalreadyknow ¤?7 from the original insertionof the mappingin the bootstrap
phase.

Operation phase
In theoperationphase� is upandrunning,hasregisteredanup-to-datemapping�
ž Ÿ�7��/0 ŸˆŸDM/7��3­G®�7h� ,
andis readyto processqueriesandupdaterequests.

1. � receivesa request¹ from apeerº .

2. In case� cansatisfy ¹ , theresultis returnedto º . Otherwise� �nds out to which peers��» it
canforwardthequeryaccordingto P-Grid's routingstrategy. Thenit checksits routingtable
andretrieves �
ž ŸP7-¼Y�+0ˆŸˆŸDM/7-¼Y�+¤¥7-¼Y�E­…®�7-¼L� which hadbeenenteredduring the constructionof
P-Grid.

3. � generatesa randomnumber½ , contacts�B» andsends¤u7
¼

�‹½ � . As ananswer�5» mustsend
�
¡¢7

¼
�l¤¥7

¼
�
½ �E�3� and� cancheckwhether¡b7

¼
�
¤u7

¼
�‹½ �E�?�v½ . If yes,��» is correctlyidenti�ed,

i.e., � really talksto thepeerit intendsto, and ¹ is forwardedto �B» .
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4. If not, then �5» hasa new IP address(the casethat somebodytries to impersonate�B» is
coveredimplicitly by thesignaturecheckabove), and � sendsa queryto P-Grid to retrieve
thecurrent0ˆŸˆŸˆM/7 ¼ using žœŸh7 ¼ asthekey.

5. � collectsall answers1j«¾� �‹žœŸh7-¼Y�/¤u7-¼#�+0ˆŸˆŸDM/7-¼��3­G®�7-¼��+¡¨7‰¼#�
ž Ÿh7-¼Y�+¤¥7-¼#�+0ˆŸˆŸˆME7‰¼P�E­…®�7-¼L�3� it re-
ceivesfrom the ¯J¿&%@°¥7‰¼!� (if extendedsecurityis requiredthenthe ¯S¿ shouldsign their
answers,i.e., send �Š1C«•�+¡À¶#Á��‹1:«
�3� ). � hasto collect at least ¯…±=«³² answersto detectmisin-
formedor maliciouspeers,i.e.,checkswhethera certainquorumof theanswersis identical
( ¯µ±_«q² is de�ned by eachindividual � accordingto its local requirementsfor trustworthiness
of thereply). Otherwisethequeryis repeatedacertainnumberof timesbeforeaborting.

(a) Asanoptimizationthequorumcanbeavoidedundercertaincircumstances:If � already
knows ¤u7 ¼ , e.g.,from the constructionof the P-Grid, or becauseit hasalreadydone
a certainnumberof (quorum-based)queriesfor ¤€7 ¼ that have resultedin identical
answers,it canassumethatits ¤?7

¼ is correct.Thusit canimmediatelycheckthevalidity
of theanswerby ¤u7

¼
�l¡¨7

¼
�
ž Ÿh7

¼
�+¤¥7

¼
�+0ˆŸˆŸDM/7

¼
�E­…®�7

¼
�3�

w

ž ŸP7
¼

�}1:«

w

ž Ÿh7
¼ .

(b) Theschemecanbefurtheroptimized(andmademorerobustandsecure)by having all
peersstorethe ¤u7 s thatthey receive.

6. Now � canproceedwith step3. In casethis is successful,� enters�
ž Ÿ#7
¼

�/0 ŸˆŸDM/7
¼

�/¤u7
¼

�3­G®�7
¼

�

into its localcache.

4 Processingqueries

Figure1 showsa typical stateof aP-Gridnetwork.

Figure1: P-GridbeforeQuery(01*)at †ÃÂ

Peer†=« is denotedby Ä insideanoval. Onlinepeersareindicatedby shadedovals,of�ine peers
by unshadedovals. Peersunderthe samebrancharereplicas. For example, †´� and †dÂ areboth
responsiblefor pathsstartingwith ����� . Without lossof generalityweassumethat ž Ÿ�7 hasa length
of 4 bits. Thus †dÂ holdsthepublic key andlatestphysicaladdressmappingabout †J� (updatedby

†¥� ) because†dÂ is responsiblefor the paths0000and0001. The shadedrectanglein the upper-
right cornerof eachpeershows thepeerIDs thata peeris responsiblefor, i.e., whosepublic key
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andphysicaladdressmappingit manages.Notethatthereexistsno dependency betweenthepeer
identity ( Ä•ŸDÅPÆb�©�� � # ) andthepathit is associatedwith (�<0D132��
†ÃÂK�¨�Ç������� ). In its routing table

†dÂ storesreferencesfor pathsstartingwith 1, 01 and001,so thatquerieswith thesepre�xescan
beforwardedcloserto thepeersholdingthesearchedinformation.Thecachedphysicaladdresses
of thesereferencesmaybeup-to-date(for example,†€�
È 's) or bestale(denotedby underlining,for
example,†_É ).

A peer †_Ê decidesthat it hasfailed to contacta peer † g , if oneof the following happens:(1)
No peeris availableat thecachedaddress(trivial case).(2) Thecontactedpeerfails in theauthen-
tication asdescribedin step3 in the operationphaseof the algorithmdescribedin the previous
section: †_Ê will use † g 's public key to verify † g 's identity. Sinceonly † g knows its privatekey
which musthave beenusedfor thesignature,it is theonly peerthatcanpassthe identity test. In
eitherof theabovetwo casesanup-to-datemappingmustbeobtainedby queryingtheP-Grid.We
have investigatedtwo queryingstrategies:
Isolated-Query: Uponreceiving a querya peercheckswhetherit cananswertherequest.If not,
it forwardsthequeryto at leastoneof thepeersin its routingtableaccordingto P-Grid's routing
algorithm.If noneof thesepeerscanbecontacted,thequeryis abandonedandfails.
Recursive-Query: If a peerfails to contactpeersin its routing table,it initiatesa new queryto
discover the latest“identity-to-address”mappingof any of thosepeers. If this is successfulit
forwardsthequery.

Assumingthis initial setup,thequeryprocessingbasedon theprotocolof Section3 will work
asfollows: While theP-Gridis in thestateasshown in Figure1, assumethat †¥Â receivesa query

¹Ë�l�� YÌ#� . †dÂ fails to forwardthequeryto eitherof †dÉ or †¥�‹Í sincetheircacheentriesarestale.Here,
theIsolated-Queryalgorithmfails immediately.

In contrast,the RecursiveQueryalgorithmwould try to discover the latestaddressesfor the
staleentries. †dÂ initiates Recursive-Query�l†dÉK� , i.e., ¹��
�� h�� h� , which needsto be forwardedto
either †_É or †¥�‹Í . This fails again. †dÂ theninitiatesRecursive-Query�l†u�‹Í-� , i.e., ¹��j � � h��� , which
needsto beforwardedto †u�

�

and(or) †¥�
È . †¥�

�

is off-line, soirrespectiveof thecachebeingstaleor
up-to-date,thequerycannotbeforwardedto †€�

�

. †¥�
È is online,andthecachedphysicaladdressof
†¥�
È at †_Â is up-to-date,sothequeryis forwardedto †?�
È . †¥�
È needsto forward ¹��
†u�‹Í‰� toeither †

�

or
†¥�

�

. Forwardingto †¥�

�

failsandsodoestheattemptto forwardthequeryto †

�

because†¥�
È 'scache
entry for †

�

is stale. Thus †¥�
È initiatesanothersub-query, Recursive-Query�l†

�

� , i.e., ¹Ë�l���œ h�D� .
Additionally, it mayinitiateRecursive-Query�l†?�

�

� . †¥�
È sends¹��
†

�

� to †=É which forwardsit to †dÂ

and/or †_Î . Let usassume†_Î replies.Thus †¥�
È learns†

�

's addressandupdatesits cache.†?�
È also
startsprocessingandforwardsthe parentqueryRecursive-Query�l†€�‹Í‰� to †

�

. †

�

provides †¥�‹Í 's
up-to-dateaddress,and †ZÂ updatesits cache.

Having learned†u�‹Í 's currentphysicaladdress,†ZÂ now forwardstheoriginal query ¹Ë�l�� YÌ#� to
†¥�‹Í . This doesnot only satisfy the original querybut †¥Â alsohasthe opportunityto learnand
updatephysicaladdresses†u�‹Í knows and †ZÂ needs,for example, †dÉ 's latestphysicaladdress(we
assumethatpeerssynchronizetheir routingtablesduringcommunicationsincethisdoesnot incur
any overhead).In the end, the query ¹��
�� YÌ#� is answeredsuccessfullyandadditionally †uÂ gets
to know the up-to-datephysicaladdressesof †?�‹Í andpossiblyof †dÉ . Furthermore,dueto child
queries,†u�
È updatesits cachedaddressfor †

�

. Figure2 shows the �nal stateof the P-Grid with
severalcachesupdatedafterthethecompletionof ¹��
�� YÌ#� at †ÃÂ .

We have not explicitly mentionedconcurrency issuesin theexampleabove becausethoseare
eitheraddressedby the networking layer or do not causeproblemssincewe supportonly lazy

9



Figure2: P-GridafterQuery(01*)at †ÃÂ

consistency. For example,if theIP addresseschangeduringauthentication,thenetworking layer
would drop the connectionandthe authenticationwould startanew without causingsecurityor
concurrency problems.If theIP addressof a peerto becontactedwould changeafterretrieving a
mapping,i.e.,a querywould returna “stale” entry, this would berecognized,becausetheauthen-
ticationwould fail uponcontactingthepeerpresentat theretrievedaddress.Sinceonly theowner
canupdateamapping,concurrency controlis notneededhereandif replicashavenotbeenupdated
correctlywhenbeingqueried,this would alsoberecognizeduponcontactingthepeerandcanbe
accountedfor by re-issuingthesamequery. Additionally, we canassumethatIP addressesdo not
changeatahighfrequency (normallyonceapeergoesonlineit keepsthesameaddressfor at least
somehoursin typical ISPs' DHCPsetups).However, other“hiddencosts,” for example,updates
to themappingsandrectifying stalecacheentries(self-healing)needto be taken into accountas
discussedin thefollowing sections.

5 Query (search) algorithm

Algorithm 2 shows therecursivequery(search)algorithmin pseudo-code.In thefollowing, °´7-Ïj~4Ð

denotesthesetof peers(replicas)whichhastheresultto aqueryfor path��0�132 . If apeer†¥Ê receives
a query ¹Ë�4�<0D132�� and †_ÊÑ£ %Ò°¥7KÏC~4Ð , thenit tries to route(forward) thequeryto peersin its routing
tableaccordingto P-Grid's routingstrategy. Thesetof peersin its routingtableto which thequery
canbeforwarded,is denotedas °?7-Ïj~4ÐLÓ Ê . †

g denotesastalecacheentry.
In fact, the pseudo-codesummarizesthreedifferentvariantsof the algorithmwhich we will

consider. The non-recursive variant(isolatedquery)providesa result for a query, if at leastone
routing entry is up-to-datefor eachrouting stepandthe correspondingpeersareonline. Thusit
only works,if theroutingtablesaresuf�ciently redundant.Thetwo othervariants(lazy repairand
eagerrepair)arerecursiveandtry to �x staleroutingtablesto increasethesuccessprobabilityof a
query. They differ in theirapproachto repairstaleroutingentries.Theeagerstrategy triesto repair
any staleentryimmediately(correctionon use),whereasthelazystrategy startstherepairprocess
only if all routing entriesat one level of a routing tablearestale(correctionon failure). These
two variantsmaytriggerchild queriesat any stagein theroutingprocessuntil they succeed.The
recursive strategiesaffect therecti�cation of stalecachesat variouspeers,thereby“self-healing”
theoverallP-Grid.To avoid cyclic recursionsthequeriesbearuniqueidenti�ers andrecursiondoes
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Algorithm 2 Query †dÊ for ��0�132 (query(��0�132 ) at †_Ê )
1: if Ô•ÕdÖ¢×5Ø3Ù•ÚÜÛ then
2: reply to query; ÝEÔ Õ hastherequestedinformationÞ

3: else
4: ×�ß`ÝEÔˆàÃÖG× Ø3Ù•ÚÜÛ-á Õ-â Ôˆà is at cachedaddressÞ
5: else
6: Ý theisolatedquerystrategy doesnot �x stalecacheentriesasthelazyandeagerrepairstrategiesdoÞ

7: if ( ×�ß]ã and lazy repairstrategy) or eagerrepairstrategy then
8: ä = Ý all cachedpeersatall levelsÞ ;
9: for all Ô•å_ÖG×5Ø3Ù•ÚÜÛ-á Õ�æ�× do

10: forwardquery(̃Yš!Ž
› ”�Ô•å•— ) to anon-staleentryfrom ä ;
11: end for
12: end if
13: ×|ß&ÝEÔ à Ö¢×5ØCÙ:ÚÜÛKá Õ â Ô à is at cachedaddressÞ
14: if ×èç ß]ã then
15: forwardquery(̃Yš!Ž
› ) to a Ô à Ö¢× ;
16: else
17: returnfailure;
18: end if
19: end if

not occurwhenit would apply to a referencethat is underrepairin a parentquery. Additionally,
thishelpsto preventconcurrentrepairrequestsfor thesamestaleentryatonepeer.

Deadlocksituations,wherenoneof the recursive queriesterminatessuccessfullyandall en-
triesat onelevel arestale,mayoccur. But experimentsshow that their in�uence on performance
decreaseswith anincreasingnetwork size.

6 Analysisof the algorithms

In theanalysisof thealgorithmsbelow weusethefollowing notations:�Bé¬² denotestheprobability
of peersbeingonline; ��ê:ëC² de�nestheprobabilitythata randomlyselectedentryof a routingtable
is stale; ì is the probability that an isolatedattemptto contactany particularpeer †Ã« by peer †B¿

usingits local cacheinformationfails; í/Ð denotesthefailureprobabilityof forwardinga queryto
any otherpeerspecializedfor theotherhalf of thesearch-subtree;í de�nes thefailureprobability
of a query; � is the numberof leaves; M is the numberof referencesfor the other half of the
subtreein P-Grid routing tablesfor eachdepth. It is importantto note,thatwe canassumethese

M referencesto be independentdue to the randomizedconstructionprocessof P-Grid. î ( îUï•�

denotesthe expectednumberof attempts(messageexchanges)requiredfor a query(alongwith
theachievederrorrate).

6.1 Analysisof an isolatedsearch/query

We �rst analyzethe effect on P-Grid searchesof peersgoing off-line andthenrejoining the P-
Grid with a possiblydifferentphysicaladdress.Whena peer †ÃÊ needsto forwarda query ¹Ë�l†_«Š� ,
it may fail to do so, becauseall the peersin °…Åh·ðÓ Ê , to which the query may be forwarded,are
off-line or their cachedphysicaladdressesarestale(or both). If theoverall of�ine probabilityof
peersis  ¨ñò�<é¬² , andtheprobability thata cacheentryat †ZÊ is staleis �<êjëC² , thentheprobability
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that an isolatedattemptat †dÊ to reacha particularpeerin °µÅh·ðÓ Ê is successfulequals  óñôìÇ�

�<é¬²•�C ¨ñ^�<ê:ë3²�� . Likewise, the failureprobabilityof an isolatedattemptto forward a queryequals
ì]�õ Sñ&�<é¬²•�C SñR�<ê:ëC²D� .

Thus ì representsthe coupledprobability that a peeris off-line and/orthe physicaladdress
associatedwith any peer † g cachedat †_Ê haschanged.Consequently, whenattemptsaremadeto
contactM randompeersfrom thereferences°µÅh·ŠÓ Ê at †=Ê , theprobabilitythatall M attemptsfail is ì

8 .
So,givena per-hoperrortoleranceí+Ð , we needa minimumof M referencesto which a searchmay
beforwarded,suchthat ì

8

¸öíEÐ . Thusweneedat leastîGïŠ÷*�XøEùnú:û

ï ÷

ùnú:ûYü

ý

referencesfor theotherhalf
of theP-Gridsubtreeatany depthto achieveagiven í+Ð (andviceversa).

With a íEÐ-· failureprobabilityfor queryroutingathop Ä , theprobabilityof successfulroutingto
adesiredleafnodeis þbÿ

«��§�

�C =ñ íEÐK·‹� where
�

is theexpectednumberof hopsto reachtheparticular
leaf nodein question. If thereareat least î¨ïŠ÷ referencesavailableat any hop then í+Ðò{XíEÐK·��§Ä ,
and thus íEÐ determinesthe worst per-hop failure probability. We usethis íKÐ for all hops,thus
determiningaworstcaseaverageperformancein theremaininganalysis.Wethusobtaintheeffort
for onehopof the non-recursive versionof the queryas î

«
g

é

Ð

� î…ï
÷ . The expectedtotal costto

processaqueryin abalancedP-Gridis then îG«
g

é?�

ùnú:û

k

²

�

î

«
g

é

Ð

.
If íEÐ is achievableat every hop (enoughreferencesavailable)thenthe successprobability is

 …ñ íG� �C …ñ íEÐ��

ÿ

where
�

is thenumberof timesthequeryneedsto beforwardedto reachthe
leafnode.Thus,theexpectedvalueof theachievablesuccessprobabilityis  �ñ í?�v¤

ÿ

�

�C �ñ í3Ð#�

ÿ��

.
For a generalP-Grid, the distribution of

�

andthusthe expectationis dif�cult to evaluate,but
for a balancedP-Grid,

�

is a binomial randomvariableof size 	 ��


�

� andparameter�

w	�

. Hence,
 Sñ í€�õ�C Sñ

ï
÷

�

�

ùnú:û

k

² .

6.2 Recursivequeriesand dynamic equilibrium

While cachedentriescontinuouslyget staleowing to network dynamics,they trigger recursive
queriesin orderto updatethestalemappings.Hencetherecursive versionof queryingin P-Grid
hasan inherentself-healingproperty. With few stalemappings,thereis hardlyany deterioration
in answeringthequeries,but asthestaleentriesaccumulateover time, they leadto morefrequent
recursions.Thusit is expectedthatthesystemwill reachadynamicequilibrium,suchthattherate
of changeswill equaltherateat which self-maintenanceis donedueto recursions.If the rateof
changesin thesystemis very high, thenthesystem's self-maintenancewill beunableto catchup
with thechanges,andthesystembreaksdown. In thissection,weanalyzeif adynamicequilibrium
for agivenrateof changesis achievable,thusdeterminingtheoperationalzonewith respectto the
rateof change,andif suchanequilibriumis achievable,weevaluatethesystembehavior (dynamic
resilience)at theequilibrium.

In theanalysisandtheresultswequantifytherateof changeconsideringtwo kindsof eventsin
thenetwork. With probability M�
37 aneventconsistsof peersindependentlyupdatingtheir address.
With probability  BñÀM�
C7 aneventconsistsof peersissuingqueries.Sinceupdatesnecessarilyimply
theexecutionof onequeryto locatea nodeto which theupdateis goingto bestored,we assume
that M�
C7Uac�

w
�

.
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6.2.1 Eager recursion

In theeagerrecursion,all referencesarecheckedandthealgorithmtries to rectify all stalecache
entriesimmediately. The effort for a singlehop is î¨Ð � î

« g é

Ð �

M�ì�îµ8•9�� sincean expectedM�ì

recursionswill be initiated at eachhop,even if the original queryis forwarded,where ìÒ�  ¢ñ

�<é¬²•�C …ñ^�<ê:ëC²D� . Theeffort for a recursive queryis î…8:9��*�

ùnú:û

k

²

�

î…Ð . Thustheexpectednumberof
recursionsVb8:9��d���������

�

·����

÷

�

�

�:s�� � �

k�!

k

8

ü

.

A singlehop fails whennoneof thereferencescanbecontacted,eitherbecausetherecursive
query fails or the concernedpeer is of�ine. If í+Ð is the probability of failure of a single hop
(forwarding)in thequeryingprocess,then  Sñ í/8´� �j µñ

ï ÷

�

�

ùnú:û

k

² (asderivedin Section6.1). The
probabilitythatasinglehopfailsequalstheprobabilitythatrecursionsareinitiated(�§8:9��d�‚ì ) and
noneof the M childrenresponsesareusable,eitherbecausetherecursionsthemselvesfail, or even
if they donot fail, theconcernedroutingreferenceis of�ine. Thus íKÐ¨�•��8:9��K�j Sñc�C Sñ í38+�‹�<é¬²��

8 .
Thedynamicequilibriumequationthenis �C ˆñGM"
C7��!�
Vb8:9#�‰ñ  h�‹�<é¬²•�C ˆñ¨íC8‰�Ã�‚M�
C7ˆ�C ˆñ€�•êjëC² �jMd	 �#


�

� .
The left handsideis the rateat which successfulrepairsof stalerouting tableentriesoccur, due
to the Vb8:9#�¥ñv additionalrecursive queries.Repairscanonly leadto a successfulupdate,if the
peerto be repairedis online, thereforean additionalfactorof �§é¬² . This re�ects the underlying
assumptionthat queriesand thus repairsoccur at a substantiallyhigher rate than the peersare
switchingbetweenof�ine andonlinestate.The right handsideis therateat which routing table
entriesturnstaledueto changes.

We solve theabove equationsnumericallyfor �5êjëC² , í38 and Vb8:9#� to determinethe systemper-
formanceat thedynamicequilibriumgiventhesystemparameters�§é¬² , M�
C7 , M and � . For thecase

�<é¬²^�  it is alsorelatively easyto seefrom the equationsthat V 8:9#�Ëa  

�

8#$&%

�:sˆ8
$&%

M_	 ��


�

�

w

This
showsthateagerrecursionexhibitsalsoexcellentscalabilitywith � .

6.2.2 Lazy Recursion

For lazyrecursionweneedto analyzethestatesof routingtablesin moredetail.Thereare M routing
tableentriesat eachpeerat eachdepth.Let ®�« denotetheprobability that Ä out of M routingtable
entriesat a givendeptharestale. In thefollowing we will alsosaythata routing tableat a given
depthis in state®B« .

Whenusinglazy recursion,queriesaretriggeredif a peercannotuseany of its corresponding
routingtablesto forwarda query. This happenseitherbecausetheroutingentriesarestaleandthe
latestID-to-IP mappingshaveto befound(usingrecursivequeries)or becausetheconcernedpeers
areof�ine. Weassumethatin thiscasethepeerissuesparallelqueriesfor all M referencesin order
to minimizeresponsetime. Recursivequeriesoccurwith aprobability �58:9��d�('

8

«��•A

®§8Esˆ«j�j Jñ]�<él²D�

«

where�<é¬² is theprobabilitythatany particularpeeris online.
Theeffort to forwardany query(onehop)is î¨Ð¨�}î

«
g

é

Ð)�

MK�•8:9#�•îµ8•9�� , whereîµ8:9�� is thetotaleffort
in termsof numberof messagesfor anewly issuedrecursivequery. Fromthepropertiesof P-Grid,
any queryrequiresùnú:û

k

²

�

forwardingstepson anaverageto successfullyanswerthequery. Hence,
îµ8•9��d�

ùnú:û

k

²

�

î…Ð . Solvingtheserecursiveequations,weobtainthetotalnumberof queriesincluding
theoriginalandchildrenqueriesinvokedperoriginal (isolated)query V 8:9��d�

�

�:s

�

%

�*���

� � �

k�!

k

.

As mentionedearlier, M�
C7 fractionof thenetwork eventsareID-to-IP mappingchangesin com-
parisonto  ¨ñ M�
37 fraction of queries.Routingtablesarecreatedbasedon P-Grid's randomized
constructionalgorithm,andeachpeeris equallylikely to bearoutingtableentryfor otherpeers.If
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thereare V peerspopulatingaP-Gridwith � leaves(replicationfactorof VÀ£�� ), theneachpeerhas
on anaverageM_	 ��


�

� routingreferences,M for eachof the 	 ��


�

� depthof thesearchtree.Hence,
eachpeeris usedasa routing reference+

8

ùnú:û

k

²

+

�XMd	���


�

� timesin the whole P-Grid network.
Theprobability thatanupdateof a speci�c ID-to-IP mappingaffectsa routing tableentrywith Ä

staleentriesthenis M�
C7�®§«

8Esˆ«

8

Md	 �#


�

� , sincetheoriginalqueriesareuniformly distributedand MGñ Ä

outof the M entriesaresusceptibleto becomestale.
Theself-healingcomesinto actionwhile processingtheoriginal queries,eachof which leads

to Vb8:9��¥ñô recursive querieson average,andeachof theserecursive queriestries to updateone
routingreference.Whenrecursive queriesaretriggeredin state®[« , which occurswith probability

®§«j�j ZñÀ�<é¬²ˆ�

8Esˆ« , Ä outof the Vb8:9��<ñ( recursivequeriesareinitiated.Thusin state®�« , theprobability
thatself-healingoccursdueto aninitial queryis �C Sñ M,
C7P�

�

7

�*���

®§«j�C ´ñR�<é¬²��

83sˆ«

�

«

�lV¢8:9��=ñÒ P� .
However, recursivequeriesmaynotalwayssucceed.If therecursionis triggeredwhen Ä cached

referencesarestaleandthe M¨ñ Ä othersareof�ine, then Ä:£�M fractionof referencescanbeupdated
atmost.If í38 is theprobabilitythatarecursivequeryfails,then -

¿

«�sY¿/.

�j [ñ|í38‰�

« sY¿

í

¿

8

is theprobability
thatof the Ä possiblerepairs,only Ädñ10 aresuccessful,suchthat 0&a@Ä staleentriesareleft in the
routingtableevenafterrecursive queries.í+ÐU�©�‹ì¥�C *ñ‚�C *ñ íC8K�‹�•é¬²D�3�

8 and  *ñ•í38µ�©�j µñ

ï
÷

�

�

ùnú:û

k

²

arederivedasin Section6.2.1.
For the dynamicequilibrium, the in�o w to any state ®�« shouldequal the out�ow from ®B« .

Hence,thedynamicequilibriumequationis
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Theleft handsideof theequationis thein�o w into state®[«�4§� from ®B« aswell asfrom ®•¿3��0;:

Ä

�

 , becauseof partial repairs. The right handside is the out�ow from ®�«�4§� . The out�ow is
causedby two factors:The�rst is becauseadditionalentriesturnstale;thesecondoccurswhenever
recursionsareinitiatedandat leastonecachedentryis repaired.

Wesolvetheaboveequationsnumericallyfor ®[« , Vb8•9�� , �<ê:ë3² , í38 andthusdeterminethesystem's
performance(dynamicresilience)atthedynamicequilibriumgiventhesystemparameters��él² , M�
C7 ,

M and � .

7 Analytical and simulation results

We implementedthealgorithmsdescribedin this paperin orderto verify theanalyticalmodelsby
simulationandto demonstratetheir scalability. Due to spacelimitations,we primarily reporton
resultswhere��é¬²U�õ , i.e.,peersonly changetheir IP addressesbut stayavailable,apartfrom some
analyticalresultsfor themoregeneralcaseof �5é¬²�a‡ . As in theanalysis,we do not considerthe
costof establishingaquorumandreferthereaderto [11].

For theunderlyingstorage,we constructP-Gridoverlaynetworksof variablepopulationsizes
V �f ,<>=œ�?<

�>@

�

�

 ,<œ� and  h�A<CB peers.We settheaveragereplicationfactorto 8, suchthatthepaths
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have an averagelengthof 4, 5, 6 and7 ( 	 �#


�

� where �‚� VÀ£>= ). At eachdepthof the routing
tableswe maintain MU�DB references.Thesimulationis performedin rounds,wherein eachround
we issuea randomquery at a randompeerwith probability  Àñ@M,
C7 , and with probability M�
C7

we changethe identity of a randompeerandperformthenecessaryupdate.To reacha dynamic
equilibriumstate,we runa suf�ciently largenumberof rounds(increasingfrom <

�

V to  h����V for
decreasingvaluesM�
C7 ) andtakethemeanoverthelast <

�

V roundsto obtainvaluesof themeasured
parameters.

For boththe lazy andeagerrecursive querymechanismswe couldshow that theperformance
of thesimulatedsystemmatchesthepredictedperformancevery well. We summarizetheresults
in Figure3, wherewe show thenumberof messagesgeneratedasa functionof the frequency of
updates,bothwhenusingtheeagerandthelazyalgorithm.

We seethat themessagecostin thesimulationis slightly higherthanthepredictedcost. This
is dueto thevariationof thestalenessof references.Sincethemessagecostdependsnon-linearly
on thestaleness,variationsinevitably leadto anincreaseasopposedto ouraveragecaseanalysis.
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Figure3: Simulationresults

We observe thatfor thelazy algorithmfor small V ( V �f ,<>= ) themodelstartsto breakdown
whenthe valueof M�
C7 grows. This is so becausefor very small networks combinatorialeffects
suchascyclesanddeadlocks,whicharenotaccountedfor in theanalysis,startto takeeffect, thus
makingthemodelinaccurate.On theotherhand,we seethat for a largernetwork populationthe
predictionsareincreasinglyaccurate,asit is thecasefor any statisticalmodel. Themessagecost
scalesgracefully. Thusfor largenetworksour analyticalmodelcanbeusedto reliably predictits
performance.We alsoobserve that the lazy algorithmoverall consumesslightly fewer messages
thantheeageralgorithm.

Figure4 shows the analyticalpredictionsand the observed �58:9#� valuesfrom simulationsfor
varying M�
C7 , whichmayalsobeusedto verify theaccuracy of theanalyticalmodel.For N=128,the
probabilityof recursion�<8:9�� startsto increasedramatically, whichalsoimpliesincreasein message
cost,andthesimulationresultsdeviatefrom theanalyticalpredictions.Evenfor moderatelylarge
network sizes(N = 256andhigher),theresultsobtainedfrom bothsimulationsandanalysismatch
well, which shows that the independenceassumptions,andstatisticalresultsof the analysisare
correct,oncethe systemhasa moderatelylarge peerpopulation. This is asexpectedfrom any
statisticalmodel.
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Figure4: �•8:9�� vs. M�
C7 , lazy

We usetheanalyticalmodelto furtherexplore thepropertiesof thesystemin dynamicequi-
librium. In Figure5(a)we show how VU8:9�� varieswith varying ��é¬² for any M�
C7 valuewhenusing
lazy recursion.We observe that thealgorithmis very robust,andthemessageoverheadis stable
for a wide rangeof ��é¬² values.This is so becausefor lower ��é¬² values,even fewer staleentries
rendertheroutingtableunusable,andtriggerrecursions.Theintuitiveexpectationwill thusbean
increasein Vb8:9�� . However, suchrecursionsalsohave the effect of quickly repairingthe routing
table,suchthatfewer recursionsaretriggeredlater. Thesetwo oppositeeffectsbalance,hencethe
wide stretchof �<é¬² valueswheretheoverheadstaysstable.

Figure5(b)showshow theoverheadvarieswith increasingnetwork dynamics(increasingMC
C7 ),
andweobserve thatit is moresensitiveto M"
C7 at lower �<é¬² values.

While theuseof recursionalmosteliminatesfailures,toleratingevenvery low �Bé¬² valuesand
moderatelyhigh network dynamics(high M"
C7 ), theincurredeffort maynot beaffordablein a real-
istic network. In Figure5(c)we thusprovidecontourmapscorrespondingto Vó8:9�� values,with ��é¬²

in theX-axis and M�
37 in theY-axis. Theinterpretationof theplot is that if a system(participating
peers)is willing to incur an VU8:9�� fold increaseof effort per querywith respectto the ideal case
(�•é¬²^�  and M�
C7&� � ), the network will operatefor all �5él²��/M8
37 combinationsbelow the curve,
with thesuccessprobabilitybeing1. If thesystemis unwilling to usemorethan Vó8:9�� effort and
if the systemoperatesin the region above the curvesof Figure5(c), thereis a non-zerofailure
probability, which startsincreasingwith the increaseof distancefrom thecurve. Figure5(c) thus
capturestwo importanttradeoffs in thesystem.The�rst tradeoff is thatof ef�ciency versusprob-
abilistic successguaranteeof queries.The secondtradeoff is the system's resilienceagainstthe
two “demons”of thenetwork, thenetwork dynamicsM,
C7 versusaverageavailability of peersin the
network ��é¬² .

Finally, weanalyzethedependency on varyingvaluesof �§é¬² . In Figure6 weshow thenumber
of messagesfor a �x ed M�
C7Ñ� �

w

< andpathlength
�

. We seethat for networks with morepeers
beingonline, the lazy strategy is advantageous.The tradeoff is that the lazy strategy collapses
earlier. Thustheeagerstrategy is moreresilientin thecaseof low availability. This suggeststhat
combinedadaptive strategieswith variousdegreesof “eagerness”arean interestingapproachfor
environmentswith varyingonlinecharacteristics.
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Figure5: Analytical results

8 RelatedWork

For unstructuredP2PsystemssuchasGnutella[9] andhierarchicalsystemssuchasFastTrack-
based(http://www.fasttrack.nu/)systemslike Kazaa,dynamicIP addressesarelessof a problem.
For example,Gnutellabuilds an unstructuredgraphof peersin which eachpeertypically has4
permanentconnectionsto otherpeers.In thecasethata connectiondrops,a peersimply tries to
reconnector tries to connectto anotherpeer, it haslearnedaboutimplicitly throughGnutella's
routing process.Sinceno routing tablesaremaintainedno inconsistenciescanoccur. However,
this comesat theexpenseof veryhighnetwork traf�c. In hierarchicalsystems“routing tables”(in
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factthey arerathersimple)canbecomeinconsistentbut their scopeis limited, sotheeffect canbe
compensatedeasilywith existingmethods.

Freenet[7, 8] suggeststheuseof a third-partyDNS servicethatallows thepeerto updateits
name-IPmappingin specialDNSdomains.However, thisintroducesadependency onathird-party
serviceandanelementof centralizationinto thearchitecturewhich is in contrastto theprinciples
of decentralizationto ensurescalability.

Theapproachesof Chord[29], DKS [6] andPastry[27] aretheclosestonesto oursandhave
alreadybeendiscussedin detailandrelatedto our work in Section1. Their approachesarecom-
plementaryto ourwork andfurthercomparativestudieson their performancearerequired.

The approachpresentedin [15] extendsTapestry[30] to addressthe joining and leaving of
peers.In absenceof self-healing,network maintenanceis veryexpensivein thisapproachin terms
of traf�c (multicast-basedpartial �ooding of the network), and thereareno resultson how the
approachwill copewith thedegreeof network dynamics(�Bél² and�<ê:ë3² ).

DNS's original speci�cationwasextendedby severalRFCs(RFC2136,RFC2846,RFC2535),
sothatin theoryit couldmaintaindynamicIP addressesthroughsecurenameserverupdates.How-
ever, this is very heavy-weight, requiresvery elaboratecon�gurations,and is not intendedfor
allowing a large numberof peersto changethe DNS database.Also an alternative DNS-based
approachpresentedin [16] is still way too heavy for P2Psystemsanddoesnot addresssecurity
anduniqueidentityof peers.To someextentourapproachfor recursivequeriesis similar to DNS's
recursivelookupstrategy whichalsoupdatescachesduringanamelookup.However, DNS'sstrat-
egy is muchsimplersinceDNS serverschangetheir IP addressesvery infrequentlyandthusthe
treestructureis basicallystaticwhich simpli�es routinga lot. Additionally, thenumberof partic-
ipating DNS servers is considerablylower thanthe numberof peersin a P2Psystem,the depth
of the DNS tree is small, and, in contrastto DNS, our approachis self-contained,i.e., doesnot
dependona third-partyinfrastructure.

Otherwork usinga DNS-like hierarchywithout a singleroot hasbeendonein thecontext of
decentralizedidenti�cation, suchthatsomepeersauthorizeotherpeersto useparticularresources
they provide. Any peercanauthorizeotherpeersto useits local resourcesaswell aspossibly
delegatetheauthorityto authorizeotherpeersto do so. Systemsfollowing this approachare[10]
and[5] whicharebasedon [29].

For securitywe devisea self-organizingpublic key infrastructure[11] which is comparableto
PGP[13] which usesa similar, decentralizedapproach.PGPusestransitivity of trust,whereby, if

†

�

truststhat OQP is †RP 'spublickey, andalsorelieson †SP (personallydetermined)tocertify athird
party's public key, then †

�

will use OQT as †RT 's public key, if †UP certi�es it. Thestrengthof such
chainsis determinedby its weakestlink andthushighly vulnerable.So [25] suggeststo include
multiple pathswhich, however, still offers only limited liability dueto intersectingpaths. Thus
additionallyauthenticationmetrics[26] are requiredto quantify the reliability of suchmultiple
paths. This approach,however, is heavy-weight, for example,�nding multiple paths,loadsthe
network considerablyandboth the multiple pathsand the metricsneedto be evaluatedat each
peer, andthustheeffort is not shared.In contrastto that,our approachdoesnot suffer from these
problemsat all. In P-Grid random(independent)peersreplicateidentity information(mappings)
andthusour approachdoesnot incur any costsin �nding independentpaths,theuseof a quorum
mitigatesmaliciousbehavior, andstorageandsearchcostsaredistributedamongthe peersand
requiresubstantiallylowercomputingandnetwork resources.Additionally, sinceasubsetof peers
(to whichsearchesareroutedef�ciently) areresponsiblefor agivenkey, it is alsosimpleto revoke
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or updatemappingswhich is superiorto PGP-basedschemes.Furtherdiscussionsareprovidedin
[11].

9 Conclusions

This paperdescribeda decentralized,self-maintaining,light-weight,andsecuredirectoryservice
basedon secureidenti�cation. We have demonstratedthatour algorithmis robustandapplicable
in unreliableenvironmentssuchascurrentpeer-to-peersystemsand that it operateswell, even
if we assumelow online probabilities.Our approachhas� ve major contributions: (1) We sepa-
rateidentity from network propertiesandthusintroducetheconceptof logical independenceinto
overlaynetworks,(2) weprovideageneralapproachto identify entitiesandto bindarbitraryinfor-
mationto them,(3) we demonstratethattheapproachdoesnot corruptstructuralpropertiesof the
usedP2Psystemandretainsexisting knowledgeandsemantics,(4) we explicitly addresssecurity
to guaranteethe correctnessof identities,and(5) we have exploreda P2Psystem's dynamicre-
siliencein thepresenceof changesin theunderlyingnetwork, in contrastto otherworksthathave
only addressedstaticresilienceof P2Psystems[14, 18]. Theserviceis basedon theP-GridP2P
systemandappliedin P-Griditself to mitigatetheproblemof dynamicIP addresses.To prove the
ef�ciency andapplicabilityof ourapproachwehaveprovidedananalyticalmodelfor thedynamic
equilibriumcaseandhaveevaluatedouralgorithmbasedonthismodel.Additionally, wehavepro-
videdsimulationresultsto verify thecorrectnessof themodel.Ourinfrastructureoffersasuf�cient
level of security—deliberatelybalancingcostsagainstapplicationrequirements—bycombininga
PGP-like approachfor circulatingpublic keys with a quorum-basedqueryschemethat provides
robustnessagainstcheatingpeers. The presentedapproachis self-maintainingsinceit requires
only little manualcon�guration andthenoperateswithout requiringfurtherexplicit maintenance
mechanisms,sincethis is accomplishedimplicitly by usingthenetwork.
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