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Abstract

Structuredpeer-to-peer(P2P)systemsareconsideredasthenext generationapplicationbackboneon

the Internet. An importantproblemof thesesystemsis load balancingin thepresenceof non-uniform

datadistributions. In this paperwe proposea completelydecentralizedmechanismthat in parallelad-

dressesa local anda global load balancingproblem: (1) balancingthe storageload uniformly among

peersparticipatingin thenetwork and(2) uniformly replicatingdifferentdataitemsin thenetwork while

optimally exploiting existing storagecapacity. Our approachis basedon theP-GridP2Psystemwhich

is our variantof a structuredP2Pnetwork. Problem(1) is solvedby directly adaptingthesearchstruc-

ture to the datadistribution. This may result in an unbalancedsearchstructure,but we will show that

theexpectedsearchcostin P-Gridin numberof messagesremainslogarithmicunderall circumstances.

Problem(2) is solvedby a dynamic,reactive balancingmethodbasedon samplingtheP-Gridstructure.

Throughsimulationswe show that our solution provides a scalableapproachto theseload balancing

problems.Finally we discussissuesthathadto beaddressedbeyondthetheoreticalaspectswhenimple-

mentingourapproachaspartof a practicalP2Psystem.

Keywords: C.2 [Communication/Networking and Inf ormation Technology]: DistributedSystems—

Peer-to-PeerSystems; C.2.4[Distrib uted Systems]: DistributedDatabases—Peer-to-Peer, LoadBalanc-

ing; C.2.4[Distrib uted Systems]: DistributedApplications—Peer-to-Peer, LoadBalancing; E.1 [Data

Structur es]: Distributeddatastructures—DistributedHashTables; H.3 [Inf ormation Storageand Re-

trieval]: Indexing Methods—LoadBalancing, DistributedHashTables
�

Thework presentedin thispaperwassupported(in part)by theNationalCompetenceCenterin ResearchonMobile Information

and CommunicationSystems(NCCR-MICS),a centersupportedby the SwissNational ScienceFoundationundergrant number

5005-67322.

1



EFPL Technical Repor t IC/2003/32

1 Intr oduction and motivation

Structuredpeer-to-peer(P2P)systemsareconsideredasthenext generationapplicationbackboneon the

Internet. They solve key-basedlookup of data,a basicproblemof dataaccess,using a decentralized

approach.Most of the currentsystemsof this classarebasedon a variantof the distributedhashtable

(DHT) approach[20].

A practicalproblemencounteredby thesesystemsis loadbalancing.Loadbalancingis critical to sup-

port high scalability, availability, accessibility, andthroughput.Poorloadbalancingmayin factgradually

transformaP2Psysteminto a backbone-basedsystemasit wasobservedfor Gnutella[7].

For systemssupportingequality-basedlookup of dataonly, the problemof non-uniformworkloads

maybecircumventedby applyingrandomizedhashfunctionsto thedatakeys, thusuniformly distributing

workload,both for storageandqueryanswering.In combinationwith usingbalancedsearchstructures,

i.e., balanceddistributedsearchtrees,suchanapproachleadsto uniform loaddistribution amongthepar-

ticipating peers.However, this approachis limited if further semanticsof the datakeys is exploited, for

example,in thesimplestcasewhentheorderingof datakeys is usedin lookupsto supportpre�x or range

queries.

Anotheraspectof loadbalancingis uniform replicationof datato supportuniform availability. Typi-

cally this problemis tackledin currentstructuredP2Psystemsby controlledreplication,wherea globally

constantreplicationfactoris assumed.Besidesintroducingglobal knowledgeinto the systems,which is

undesirablefrom theviewpoint of decentralizationandpeerautonomy, this approachalsolackstheability

to adaptively exploit existingstorageresourcesin anoptimalmanner.

In this paperwe will introduceanapproachthattacklesthetwo loadbalancingproblemsidenti�ed for

structuredP2Psystemsfrom theperspectiveof storageloadbalancing:we aimat distributingstorageload

uniformly amongpeersand to exploit existing storagecapacityoptimally by uniformly replicatingdata

until theavailablestorageis usedoptimally. Theapproachreliesexclusively on completelydecentralized

and thus self-organizedmethods. Randomizationis an essentialelementin the proposedsolution. By

solving this importantsubproblemof load balancing(we are,for example,in this papernot considering

non-uniformqueryloadsor non-uniformdistribution of peerresources)we demonstratethe feasibility of

a complex load balancingstrategy in a completelydecentralizedsettingandprovide a working solution

applicableto many practicalsettings.

Our approachis basedon a fundamentalobservation that we make on distributedhashtables. The

cost of lookup measuredin termsof messagesusedremainslogarithmiceven if the underlyingsearch

treestructureis not balanced.Thus,a balanceddistributedhashtableis a suf�cient conditionfor scalable

search,but not a necessaryone.This resultreliesessentiallyon therandomizationinherentin therouting

tablesusedto implementdistributedhashtables. We exploit this propertyby adaptingthe structureof

the DHT structuresuchthat storageload is balancedalso for non-uniformdatakey distributions. The
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resultingDHT maybearbitrarilyunbalanced.Thiswill solvetheproblemof balancingstorageloadamong

peers.In addition,allowing for unbalancedsearchtrees,we canmaintaintheorderingof keys within the

treestructures.Thuspre�x andrangesearchescanbedirectly supported,which constitutesan important

elementin exploiting semanticsof searchkeys for queries.

This approachis different,both from standardDHT approachesandclassicaldatabaseindexing. In

standardDHT approachesuniform hashingleadsto the constructionof approximatelybalancedsearch

structuresandthusto anupperboundon searchcostderivedfrom thedepthof thesearchtreeunderlying

theDHT construction.However, any orderingamongthekeys is lost. In databaseindexing, balanceddata

structuressuchasB-Treesareusedfor indexing to provide ef�cient searchandmaintainkey ordering.

However, adoptingdistributedversionsof suchsearchstructuresappearsto beunsuitablefor P2Penviron-

ments,sincein theworstcaseoperationscouldaffect thewholenetwork (e.g.,splitting therootof asearch

tree).

For uniform replicationwe introducean adaptive mechanismto globally balanceworkload. Differ-

ent to storageload, peerscannotdetectnon-uniformreplicationof datalocally. Thereforewe introduce

a sampling-basedmethodto detectimbalanceand to dynamicallyadaptreplication. Thusdatawill be

dynamicallyreplicatedwhile peersaim at usingtheir storagecapacityoptimally. An importantaspectis

the mutualdependency amongstorageload balancinganduniform replication. When peersattemptto

locally balancetheir storageload they may compromiseglobally uniform replication. Thereforea main

contributionof thepaperis to achievebothloadbalancinggoalsin conjunction.

Our approachfor loadbalancingis basedon P-Grid [1, 6], our variantof a DHT. It essentiallydiffers

from otherapproachesin theway peerscandynamicallyadoptanddecideduringoperationwhich search

spacethey areresponsiblefor, independentof theirphysicalidentity. In contrastto thestandardassumption

in structuredP2Psystems,thatpeersadopttheir identityandthusthesearchspacethey areresponsiblefor

beforethey enterthenetwork, in P-Gridpeerscandecidedynamicallyduringinteractionswith otherpeers

which datathey becomeresponsiblefor. Thuspeersalsocanchangetheir “searchspaceassignment”in

orderto performloadbalancingoperations.

P2Psystemsarecomplex computationalsystems.In orderto establishpropertiesof suchsystemsone

hasto relyonvariousmethods.Ideallyanalyticalresultsallow to establishtheirpropertiesin full generality.

However, for realisticsystemssuchresultsaredif�cult to obtainandthusanalyticalresultsfrequentlyhave

to belimited to simpli�ed situations.

In thispaperwewill establishakey resultonef�cient searchin unbalancedP-Gridstheoretically. Also

someof the load balancingheuristicsthatwe introducedwill be generalizationsof algorithmsmotivated

by analyticalmodelsfor simpli�ed situations. The generalvalidity of our algorithmswill, however, be

veri�ed by simulationresultsdue to the complexity of the realistic target setting. Finally, we will also

takethestepfrom theoreticallysoundalgorithmsto practicalimplementationswhichwill uncoversomeof

technicalissuesto beencountereduponimplementinga real-world structuredP2Psystem.
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Only few approacheson loadbalancingin structuredpeer-to-peersystemsarecurrentlyreportedin the

literature.They typically startfrom standardDHT approachesandintroducealgorithmsandauxiliarydata

structuresa-posteriorito remedyload imbalance.Thougha completecomparisonis not feasibleat this

pointwebelievethatsuchapproachesruntherisk to sacri�ce theef�ciency of theoriginalaccessstructure

in the presenceof frequentchangesin the datadistribution as all structuraladaptationsare additive in

nature.

Anotherclassof approachestries to tackletheproblemthroughthe applicationof economicmodels.

Theseapproachesarebasedon someform of virtual currency thatcanbeearnedthroughservice/resource

provision andis spentif services/resourcesareconsumed.We considerthis classof approachesascom-

plementaryto our work and we envisageto employ economicmodelsin our approachfor the caseof

non-uniformpeerresourcesandnon-cooperativeenvironments.

Conceptuallyclosestto our approachwe considerFreenet[9, 10]. It exhibits alsodynamicload bal-

ancingstrategies,ef�cient searchandprovidesa practicalimplementation.Themaindifferenceis thelack

of any theoreticalfoundationsfor theheuristicsusedin Freenetandpotentialperformanceproblemsthat

(probably)only canbesolvedby non-scalableresourceconsumption[5].

This paperis structuredasfollows: Section2 givesthe basictheoreticde�nitions of P-Grid's struc-

ture. Section3 provesthatP-Gridwill work ef�ciently evenfor skeweddatadistributionsandprovidesa

worst-casescenarioandbound. Section4 de�nes theproblemsof storageloadandreplicationbalancing

theoreticallyandgivesa motivatingexampleto explain theproblemsandour goals. Section5 describes

thestorageloadbalancingalgorithmandSection6 presentsthealgorithmto achieve uniform replicadis-

tribution. Section7 brie�y describesP-Grid'sbasicoperationsandSection8 thenputseverythingtogether

anddiscussesthe resultsof our simulationsfor the integratedalgorithmwhich justify our claims. Since

P-Gridexistsassoftwarewe providesomeof our experiencesin mappingour theoreticalapproachesonto

arunningimplementationin Section9. Section10relatesourapproachto otherapproachesin theareaand

we �nally draw ourconclusionsin Section11.

2 The P-Grid data structur e

P-Gridis a distributeddatastructurebasedon theprinciplesof distributedhashtables(DHT) [20]. As any

DHT approachP-Gridis basedontheideaof associatingpeerswith datakeysfrom akey space
�

. Without

constraininggeneralapplicabilitywe will only considerbinarykeys in thefollowing. In contrastto other

DHT approacheswedonot imposea �x edor maximallengthon thekeys, i.e.,weassume
���������
	���


.

In theP-Gridstructureeachpeer������������� is associatedwith a binarykey from
�

. We denotethis

key by �������! "�$# andwill call it thepathof thepeer. This key determineswhich datakeys thepeerhasto

manage,i.e., thekeys in
�

thathave �$�����! "�$# aspre�x. In particularthepeerhasto storethem.In orderto

ensurethatthecompletesearchspaceis coveredby peerswerequirethatthesetof peers'keysis complete.
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Thesetof peers'keys is completeif for everypre�x ������� of thepathof a peer� thereexistsa peer�

�

such

that �������! "�

�

#

�

������� or thereexist peers�
	 and ��� suchthat �����
�

�

is a pre�x of �������! "�
	�# and �����
�

	

is a

pre�x of �$�����! "��� # . Naturallyoneof the two peers�
	 and ��� will be � itself in that case.Completeness

needsto beguaranteedby thealgorithmsthatconstructandmaintaintheP-Griddatastructureandwill be

introducedin Section5.

We do notexcludethesituationwherethepathof onepeeris a pre�x of thepathof anotherpeer. This

situationwill occurduringtheconstructionandreorganizationof a P-Grid.However, ideally this situation

is avoidedandany algorithmfor maintaininga P-Gridshouldeventuallyconvergeto a statewheretheP-

Grid is pre�x-free, i.e., for peers� 	 and � � we have �������! "� 	 #

�

�

�$� ���  � � #�� �$� ���  � � #

�

�

�$�����! "� 	 # , where

�

�

�

�

denotesthepre�x relationshipamongstrings � and �

�

.

Wealsoallow multiplepeersto sharethesamepaths,in thatcasewecall thepeersreplicas.Thenumber

of peersthat sharethesamepathis calledthe replicationfactor of the path. Replicationis importantto

supportredundancy andthusrobustnessof a P-Grid in caseof failuresandto distribute workloadwhen

searchingin a P-Grid.

For enablingsearchespeersmaintainrouting tableswhich arean essentialconstituentof the P-Grid

structure. The routing tablesarede�ned as(partial) functions �����������������������

�

���������

�

with the

properties

1. �����  �

� �

# is de�ned for all � � ��������� and
�

�!� with
	#"$�%"'&

�$�����! "�$#

&

2. �����  �

� �

#)(������ ���+*-, */.�01010 *-243
,�5

�76

*82:9 with �������  � #

�

������;=<�<�<���>?6�����>@<�<�<��BA

�
C�DE�

where � � � ����F

���

� � � � � ���

&

�G( �������  � #

�

for � �

�

.

For thesameassociationof peerswith paths,differentP-Gridscanbeobtaineddependingonthechoice

of ���B�  "�

���

# . An importantobservation of which we will make uselater relatesto the fact that in this

de�nition thechoicesof thesets�����  �

� �

# areindependentfor different� � � � � ��� and
�

�!� .

Having multiple referencesat eachlevel
�

againis necessaryto guaranteerobustnessof thedatastruc-

ture. We denoteby �����IH �KJ the maximumnumberof referencesmaintainedat eachlevel. The search

algorithmfor locatingdatakeys indexedby aP-Gridis de�ned asfollows: Eachpeer� � ��������� is associ-

atedwith a location
�ML�N

 � # (in thenetwork). Searchescanstartat any peer. Peer� knows thelocationsof

thepeersreferencedby �����  �

� �

# , but notof otherpeers.Thusthefunction �����  �

� �

# providesthenecessary

routinginformationto forwardsearchrequeststo otherpeersin casethesearchedkey doesnot matchthe

key spacethepeeris responsiblefor. Let ���

�

bethesearcheddatakey andlet thesearchstartat � �PO .

Thenthefollowing recursivealgorithmperformsthebasicsearch.

��� �Q�

N

�  �

� �ML�N

 � #�#R�

� SMT

�$�����! "�$#G(��VU�WYX@Z������/[
�B\  

�]L�N

 "�$#�#

XQ^M_�X

determinemaximal
�

suchthat ���%<�<�< �/>`6��  

	ba

�/> #c( �������! "�$# ;

�

�

randomlyselectedelementfrom �B���  "�

� �

#7d
��� �Q�

N

�  �

� �ML�N

 ?��# #7d
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Thealgorithm �+� �K�

N

�  �

���]L�N

 "�$# # alwaysterminatessuccessfully:dueto thede�nition of ����� thefunction

�+� �K�

N

� will always�nd thelocationof apeeratwhichthesearchcancontinue(useof completeness).With

eachinvocationof ��� �Q�

N

�  �

� �ML�N

 � #�# thelengthof thecommonpre�x of �������  � # and � increasesat leastby

one.Thereforethealgorithmalwaysterminates.

In caseof an unreliablenetwork it mayoccurthata searchcannotcontinuesincethepeer � selected

from the routing table is not available. Thenalternative peerscanbe selectedfrom the routing tableto

continuethesearch.

We illustratethe P-Grid datastructureby meansof a simpleexample. In Figure1 we show 8 peers

O

	 �

<�<�<

�

O�� . Thepathsof thepeersareindicatedby theirpositionsin the(virtual) binarytree.In ordernot

to overloadthe�gure we show examplesof routingtableentriesonly for peer O�� at level 1 andpeer O�� at

level 2.

Figure1: P-Griddatastructureexample

We canmake thefollowing observations:

� TheP-Gridis notbalanced(e.g.,peersO

	

and O�� havepathsof differentlength)

� The P-Grid is complete.For all pre�xesof peerpathsthereexist continuationsof the pathsfor 0

and1, with theexceptionof thepath0. Thepath0 is however associatedwith peer O�� so that the

correspondingsubspaceis alsocovered

� TheP-Gridusesreplication.For certainpaths(00,110)multiplepeersareassociatedwith, therefore

datapertainingto thesepathswill bereplicated(replicaconsistency is maintainedusing[11]).

� TheP-Gridis notpre�x-free, since,e.g.,thepathof peer O	� is a pre�x of thepathof peerO�� .

For illustrationwehavealsoincludedreferencesfor someselectedpeers.For peerO�� wehaveincluded

2 referencesat level 1, which refer to peerswith pathsstartingwith bit 1. For peer O�
 we have included

two referencesat level 2, which refer to peerswith pathsstartingwith 11. Usingthesereferenceswe can

illustrateasamplesearch.Assumeasearchfor path111is submittedto peerO�� . Sincethepathof O�� does

not sharea pre�x with thesearchkey O�� usesits referencesat level 1 to forwarda searchmessage,let us
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assumeto peerO�
 . Thepathof peerO�
 sharesthe�rst bit with thesearchedkey, thusit usesits references

at level 2 to forward a searchmessage.Assumeit selectspeer O�� . In this casethe searchterminates

successfullyaftertwo messageshavebeensent.

3 Ef�cient Search in UnbalancedP-Grids

As we do not requirethat the P-Grid is balanced,i.e., that all pathsassociatedwith peersareof equal

length,searchcostmaybenon-logarithmicin thenumberof messagesneededto locatea peerholdingthe

searcheddataitem. In this sectionwe will show thatdueto theprobabilisticnatureof our approachthis

doesnotposeaproblem.We show thattheexpectedcostof searchesmeasuredin thenumberof messages

requiredto performthesearchremainslogarithmic,independentof how theP-Grid is structured.We will

seethateven if peers'pathsarelinear in lengthin the total numberof peersparticipatingin thenetwork,

theexpectedsearchcostremainslogarithmic.

For simplicity but without constraininggeneralapplicabilitywe provide this resultonly for a special

classof P-Grids,namelypre�x-free P-Gridswithout replicationof pathsandof references.We will show

by simulationsthat the resultalsoappliesin the moregeneralcases(seeSection8.6). For the restricted

classof pre�x-free P-Gridswithout replicationwe can identify peersby their path unambiguously. In

the following whenwe refer to peerswe thereforedo this directly via their paths,i.e., by using the set
��� �

�������  �$#

�

� � ���������

�

(

�

<

The setof P-Gridsthat canbe constructedbasedon the setof peeridenti�ers
�

we denoteby ��� .

Dif ferentP-Gridsaredistinguishedby their differentchoiceof the references,which we denoteby ���B���

�

for aP-Grid O������ . Sincenoreplicationof referencesis used,we assumethatthefunction �����
�

�

hasthe

signature�B���
�

�

�

�

� � �

�

, i.e., it is single-valued.

In adistributedenvironmenttherelevantcostmeasurefor analgorithmis thenumberof messagesthat

areexchanged.Eachinvocationof ��� �Q�

N

� correspondsto forwardingthesearchtaskto a differentpeer,

i.e., a message.Thereforewe de�ne thesearchcostin a P-Grid O ���
� for a datakey � �

�

startingat

� �

�

asthenumberof invocationsof thefunction �+� �Q�

N

�! �

� �]L�N

 M� #�# . We denotethiscostby 	

*

�

 ��# .

Thede�nition of P-Griddoesnot excludethecasewherethe lengthof thepathsis up to linear in the

sizeof
�

. Thereforesearchescan requirea linear numberof messagesin the worst casewhich would

make theaccessstructurenon-scalable.In thefollowing we show thattheexpectedaveragesearchcostis

logarithmic,however.

Theorem2. Theexpectedsearchcost 	

*

�

 ��# for thesearchof aspeci�c key � �

�

usingaP-Grid O �
�
� ,

that is randomlyselectedamongall possibleP-Grids,startingat a randomlyselectedpeer � �

�

is less

than �
���� 

& � &

# .

A formal proof of this theoremis given in [2]. Here we limit us to provide the intuition which is
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underlyingtheproof.

For showing theclaimweanalyzeasearchprocess.Weconsideronespeci�c peerassociatedby its key

with a leafnodeof thesearchtree.Assumeasearchfor thiskey startsatsomerandomlyselectedpeer. We

determinethenumberof messagesrequiredto resolveall bitsof thequerycorrectly. If \Y	

� & � &

is thetotal

numberof peersand \Y� is thenumberof peersnotmatchingthe�rst bit of thequeryandif weassumethat

theinitial peeris randomlyselectedresolvingthe�rst querybit will requireamessagewith probability �

,

�

�

.

Now thatthe�rst bit is resolvedthequeryis to beprocessedby oneof the \ 	

a

\ � peerswith the�rst bit

matching.At this point we have to assumethat this peeris uniformly randomlyselectedamongall peers

matchingin the �rst bit. This assumptionis satis�ed in the theorem,sincewe assumethat theP-Grid is

randomlyselectedamongall possibleP-Grids.Thereforetheroutingtableentriesareuniformly randomly

selectedamongall peersthatqualify sincetheentriesof routingtablesatdifferentlevelsareindependently

chosen.

If we assumethat the peermatchingthe �rst bit is uniformly randomlyselected,we have \%; peers

amongthose\V	

a

\ � peersmatchingthe�rst bit thatdonotmatchthesecondbit. Thereforewith probability

�

.

�

�

6

�

,

a messagewill berequiredto resolve thesecondbit. Now theargumentcontinuesanalogouslytill

all bits areresolved.Theprocessis illustratedin Figure2. Notethatthelengthof thekey
C

is completely

independentof thenumberof peers,thustheargumentwehavegivenappliesfor all
	#" C "'& � &

.

0 bits

resolved


bit matching
 bit not matching


message


key match


n
0
-n
1


n
0
-n
1
-n
2


1 bit

resolved


2 bits

resolved


k-1 bits

resolved


k bits

resolved


n
1


n
2


n
0
-n
1-...
-n
k-1

n
k-1


n
0
-n
1-...
-n
k-1
-n
k
 n
k


Figure2: Searchprocess

Adding up theexpectednumberof messagesfor resolvingeachbit resultsin theexpectedtotal numberof

messagesfor thesearchprocess:
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A

� �

�

�

\

�

\�	

a

<�<�<

a

\

�

6��

for asequenceof positivenumbers\ �

�

<�<�<

�

\ A with �

A

�

�

�

\

�

�

\ 	

a 	

. Wecanboundthissumasfollows:

A

� �

�

�

\

�

\�	

a

<�<�<

a

\

�

6V�

�

A

� �

�

�

�

�

�

6

01010

6

���

3 ,

�

�

6

01010

6

� �

3 ,

6

� �

	

\�	

a

<�<�<

a

\

�

6V���

J

"

A

�

�

�

�

�

�

�

6

01010

6

� �

3 ,

�

�

6

01010

6

���

3 ,

6

���

	

J

�

J

�

�

�

�

�

	

J �

J

�

� � �=\�	

This resultsin a bound �

A

�

�

�

� �

�

�

6

01010

6

� �

3 ,
	

�
���=\�	 asstatedin thetheorem.

Anotherresultshowsthatalsoin thecasewherethesearchtreeis notof logarithmicdepth,thenumber

of P-Gridsfor whicha logarithmicsearchcostis notachievedis extremelysmall.

Theorem 3. The probability that a searchin a P-Grid O � � � for a key � �

�

of length
�

startingat a

randomlyselectedpeer � �

�

doesnot succeedafter
C

stepsis smallerthan � ��


5

�

9��

3
,

5

AB6��

9��

.

Thedetailedproofof this theoremandadiscussionof someof its consequencescanbefoundin [2].

Puttingeverythingtogetherwe have shown that the searchcostmeasuredascommunicationcost is

alwayssmallon average,independentof thespeci�c shapeof theP-Grid. Furthermoreonecanshow that

thecaseswherethecostdeviatesfrom theaveragearerare. Thuswe canassumein thefollowing thatP-

Gridsmaybeunbalancedwithout affectingsearchperformanceandwe will exploit this propertyin order

to adapttheshapeof theP-Gridto thedatadistribution for storageloadbalancingpurposes.

4 The Problemsof Load Balancing

In the following we introducethe load balancingissuesthat we will be consideringfor P-Grid in the

subsequentsections.Basicallyany DHT-basedaccessstructurefacessimilar problems.Given a P-Grid

structurewe canidentify two mainissuesto beaddressed:

1. Storage load balancing. Givena peer� � ����� ��� we de�ne its storageload
�ML

�

�

 � # asthenumber

of datakeys that pertainto the searchspaceassociatedwith the peerthroughits path. Balancing
�]L

�

�

 "�$# amongdifferentpeersis importantto avoid throughputbottlenecksby overloadinga small

setof peerswhile under-utilizing the restof the system. The resultingload balancingproblemis

a local load balancingproblem,as peerscan recognizelocally whetherthey are underloadedor

overloadedandthusthatloadis notdistributeduniformly in thesystem.
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2. Uniform Replication. Givena path � �

�

we de�ne thereplicationfactor ��� �  ��# asthenumberof

peers� with �$� ���  � #

�

� . Balancing ��� �  M� # is importantin orderto ensurethat all subspacesof

thekey spacearecovereduniformly by peersandthusdataitemsareuniformly replicated.This is

of interestboth from theviewpointsof failure resiliencein thepresenceof unreliablepeersandof

workloadbalancingfor searchesandupdates.Theresultingloadbalancingproblemis a global load

balancingproblem,aspeerscannotdeterminelocally how many replicasof their pathexist in the

network.

Weassumethatthedatakeysarein generaldistributednon-uniformly. Thisassumptionhasto bemade

whenever datakeys areindexedthatbear“semantics”andarenot usedpurelyasidenti�ers. In the latter

caserandomhashfunctionscanbe appliedto enforcea uniform key distribution andonly trivial search

predicates,i.e. equality, canbe applied. Examplesof datakeys bearingsemanticsarenaturallanguage

termsor sensorydataandtypically non-trivial searchpredicatesareapplied,suchassub-stringor range

queries.

If we requirestorageloadbalancingtheresultingP-Gridstructurewill beunbalanced,sincein regions

of the key spacewheredataitems are more frequent,more peerswill specializeand thus have longer

paths.Thisexplainstheimportanceof our resultfrom Section3. Any methodnot takinginto accountdata

distribution,suchasthestandardmethodin DHT approaches,whichrandomlyassociatespeerswith paths,

would in generalresultin non-uniformstorageloads.

Wewill seein thefollowing thatmethodsfor (local)storageloadbalancingand(global)uniformrepli-

cationcanbein con�ict becausebalancingstorageload locally maycompromiseglobaluniform replica-

tion. An importantgoalof thispaperis to demonstratethatit is possibleto devisecompletelydecentralized

algorithmsthatcanovercomethis con�ict.

Ourrequirementthatdataitemsareuniformly replicatedcorrespondsto theunderlyingassumptionthat

therequestratesfor differentdataitemsareuniformly distributed.Wewill providesolutionsto theproblem

of non-uniformrequestdistributionin thefuture,basedonstandardtechniquesof variablereplication(e.g.,

usingthesquare-rootrule [19]) andtheresultson thecombinedlocal andglobal loadbalancingpresented

in this paper.

4.1 Moti vating Scenario

In thefollowing we illustrateby meansof anelementaryexamplethetypical operationsperformedwhen

constructingandmaintaininga P-Grid and the issuesarising from attemptingto maintainlocal storage

balanceandglobaluniformreplicationsimultaneously. Assume6 peersthatmaystoreupto two dataitems

andinitially hold6 differentdataitemsaregivenasfollows:
�

O%�

���������

�

���

�

���

�

O ;

���������

�

�
	

�

���

�

O��

����� ���

;

���

;

���

�

O �

���������

;

��	

;

���

�

O�


���
� ��	

�

���

�

���

�

O��

��������	

;

���

;

���

Thestatesof peersarerepresentedastriples,consistingof thepeeridenti�er, thecurrentpathandthedata

10
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keysthepeercurrentlyholds.Weassumethatthe�rst two bitsof thedataitems'keysare� ���QA����� 

�

�

#

� � �

,

� ����A����  

�

�

#

� 	
�

, �
�B��A����  

	

�

#

� 	 	 ��� � 	 ���

. Initially all pathsareempty(
�

), i.e., no P-Grid hasbeen

built yet. We describenow ascenarioof possibleinteractionsamongpeerswhenconstructinga P-Grid.

O � initiatesa P-Gridnetwork � � . O ; joins thenetwork by contactingO=� . We assumethatwheneverat

least1 dataitem pertainingto a subspaceis availablea peerattemptsto specializeto thatsubspace.Thus

O � and O ; cansplit thesearchspaceandtheir resultingstatesare:

� � �

�

O �

� ��� ���

�

��� �

�

O ;

� 	 � ���

�

��	

�

���

IndependentlyO � startsaP-Gridnetwork � ; and O � joins this network resultingin thestates

� ; �

�

O �

� ��� ���

;

��� �

�

O �

� 	 � ���

;

��	

;

���

Next O�
 joins the �rst network � � by contactingO%; . Since OY; is alreadyspecializedon path1, O 


decidesto extendto path0. Theresultingstateis then

� � �

�

O �

� ��� ���

�

��� �

�

O ;

� 	 � ���

�

��	

�

��� �

�

O 


� � �����

�

���

Then O�� entersthe network � � by contactingO�
 . Since O�
 hasspecializedon path0 O � decidesto

adoptpath1 and O 
 storesthedataof O�� pertainingto path0.

�
�

�

�

O
�

� ��� ���

�

��� �

�

O
;

� 	 � ���

�

��	

�

��� �

�

O



� � �����

�

���

;

��� �

�

O
�

�
	 � ��	

;

���

Now O
� contactsO

� . As a resultthetwo networks �
� and �

; mergeinto a commonnetwork � and

becomeasingleP-Grid.ThisshowsthatP-Gridsdonot requireto startfrom asingleorigin, asassumedby

standardDHT approaches,but candynamicallymerge,similarly to Gnutellanetworks. Sinceboth O
� and

O � have path0 andstill have extra storagespacethey canreplicatetheir datato increasedataavailability.

This resultsin a state

� �

�

O%�

� � �����

�

���

;

��� �

�

OY;

�
	 �����

�

��	

�

��� �

�

O �

� ��� ���

�

���

;

��� �

�

O��

� 	 �����

;

�
	

;

��� �

�

O�


� � �����

�

���

;

��� �

�

O �

� 	 � ��	

;

���

In orderto explore the network O ; contactsO�� . Network explorationservesthe purposeof network

maintenanceand can be comparedto the ping/pongprotocol usedin Gnutella. Since O); and O�� both

storedatapertainingto path1 they cannow furtherre�ne thesearchspaceby specializingtheir pathsand

exchangetheir dataaccordingto thenew paths.

� �

�

O
�

� � �����

�

���

;

��� �

�

O
;

�
	
��� ���

�

���

;

��� �

�

O
�

� ��� ���

�

���

;

��� �

�

O
�

� 	 	 � ��	

�

��	

;

��� �

�

O



� ��� ���

�

���

;

��� �

�

O
�

�
	 ��� 	

;

���

Apparentlyall peersexcept O
� have now specializedto the maximumpossibledegree. Sowhat will

happento O � ? It will eventuallycontact�rst OY; anddecideto specializeto theoppositepath11 andlater

encounterO�� andobtainthemissingdataitempertainingto path11. This resultsin the�nal state

� �

�

O%�

� � �����

�

���

;

��� �

�

OY;

�
	
��� ���

�

���

;

��� �

�

O �

� ��� ���

�

���

;

��� �

�

O��

� 	 	 � ��	

�

��	

;

��� �

�

O 


� ��� ���

�

���

;

��� �

�

O��

�
	 	 � ��	

�

�
	

;

���

TheresultingP-Grid is now not only complete,but alsopre�x-free. The storageload for all peersis

perfectlybalanced,asa resultof the local decisionsmadeto exchangeandreplicatedataandspecialize

paths.Globally, however, thereplicationfactorsarenotbalanced.Thereexist threepeersthatsupportpath

0, two thatsupportpath11, andonly onesupportspath10. Consequentlydataitemspertainingto path0

aremoreoften replicatedandthushigheravailable. This imbalanceresultedfrom the speci�c sequence

of interactionsperformed.Othersequenceswould have led to other, possiblymorebalancedreplication.

11
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Since,however, noglobalcoordinationcanbeassumedwe cannotexcludesuch“undesired”sequencesof

events.In thefollowing wewill introducedistributedalgorithmsrequiringnocentralcoordinationthatwill

both reduceglobal imbalanceof replicationfactorsandat the sametime maintainlocal storagebalance

while P-Gridsareconstructed.Moreover, in casesuchimbalancesoccurasa resultof theconstructionor

changingdatadistributionsthey will re-balancethestructurea-posteriori.In ourexamplesuchre-balancing

couldbeachievedby having oneof thepeerssupportingpath0 to decideto becomeapeersupportingpath

10. Thedif�culty is to decideonsuchchangesof theP-Gridstructurebasedonlocallyavailableinformation

only.

5 Load balancing

5.1 Notation and Data Structures

Beforeweintroducethealgorithmsfor P-Gridconstructionandmaintenancewith loadbalancingproperties

we have to give an overview of the datastructureseachpeermaintains. We have alreadyintroducedin

Section2 thefollowing dataassociatedwith a peer, thatrepresentstheP-Gridstructure:

– Thepathassociatedwith a peer:�������! "�$# .

– Therouting tableassociatedwith a peer: �����  �

� �

# . We will assumethata routing tablecontainsat

eachlevel at most �B���IH �QJ entries.

In additionwe needto denotethesetof datakeys that is associatedwith a peer:
�

��� �  �$# denotesall

datastoredat � . TheconstantH

*

F��-�
� is relatedto thenumberof datakeys a peeris willing to store.We

assumethatall peershavethesamestoragecapacityandde�ne overloadasstoringmorethen
�

H

*

F�� �
� data

keysandunderloadasstoringlessthan H

*

F�� ��� . We will usethefunctionsgivenin Table1 in thefollowing

discussions.

In orderto build theP2Pnetwork, peersneedto interactwith otherpeers.Like many othersystems,

P-Gridreliesonrandompeerinteractions.In theP-Gridimplementationaswell asfor simulationpurposes,

theserandominteractionsarefacilitatedby list of �dg etpeers. It is assumedthateachpeer� knowssome

(random)otherpeersin thenetwork. This is the initial �dget list �

�

�

�

���� "�$# for peer� . When � interacts

with otherpeers,eachpeermergestheir mutual �dget lists and thenretainsat the most �

�

�

�

���/H �QJ (a

constant)entriesfrom the mergedlist. This processensuresthat over time the �dget lists are random,

therebyproviding peer� with knowledgeaboutotherrandompeersin thenetwork, which it maycontact.

While interactingpeerslearnaboutthenetwork by encounteringotherpeers.They keepthis informa-

tion in a statistics.�
� ���� �

��C

# correspondsto thestatisticsgatheredby peer� from its randominteractions

with otherpeers,correspondingto level
C

of its path. � � ���� "�

��C

# hasthreeattributes.

1.
N�L

[
\ � : Numberof timesthestatisticshasbeenupdated.

2. ���QH!�+O ����� : Statisticsonencounteredpeers�

�

with
N�L

H H

L

\VO �����! "�

�

�

�

#

� C

.

12
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�

��\

�

���  �������$# lengthof string �������

� �

�

A

�

�

C

th bit of �������  �

�

#

� �

�

	ba � �

�

�$� ���
O �����

�

J  �

��C

# the�rst
C

bits of �������  �$#

�$� �����

� �

� string ������� extendedby bit
� �

�

�

��� ���K\  ?[

�

�������$# datain temporaryvariable[ correspondingto keyswith pre�x �$�����

	 L

H H

L

\VO �����  �

�

�

����# maximalcommonpre�x of pathsfor peers�

�

and���

�

�Q\

�

L

H	� �

�

�

N

�� 
� ���

� ����
��

# returns
����
��

entriesrandomlyanduniformly chosenfrom � ��� ; if
����
��

is largerthansizeof � ��� , thewhole � ��� is returned

� �Q\

�

L

H  �

���

# returnsa realnumberchosenuniformly within theinterval
�

�

�����

�

���

�� # returnsthesize(numberof elements)of theargument
�

���+�
�� �
� � ��# initializespeersstatistics� � ���

Table1: Tableof Functions

3.
N�L

H �IO � ��� : Statisticsonencounteredpeerswith
N�L

H H

L

\VO �����! "�

�

�

�

#

� C�a 	

and
�

��\

�

���  �������  �

�

# #��

C a�	

, i.e., thepeershaveacomplimentarybit at level k.

5.2 Storageload balancing

�

J

N

� �Q\

�

� Algorithm 1 below describesthe interactionsthatpeershave to performin orderto construct

and maintaina P-Grid. For purposesof presentationwe describeall interactionsof peersas a global

algorithm. Fromthis globalalgorithmwe derivedfor the implementationcorrespondinglocal algorithms

thatareexecutedat thepeersandcommunicationprotocolsfor informationexchange.

As elaboratedearlierP-Grid is a distributedbinary searchtree. In orderto build sucha treewithout

global coordination,we dependon randompeerinteractions,in which peersdecidewhetherto modify

locally thedistributedtreedatastructureby changingtheir paths.Therandominteractionsareinitiatedby

usingthe�dg et lists maintainedby peers.We now discussstepby stepthevariousconceptsimplemented

by the
�

J

N

� �Q\

�

� algorithm.

5.2.1 Path extensionand retraction

The decisionstaken by peersduring their interactionareguidedby the peers'desireto optimally utilize

their localstorageby avoidingbothunderloadandoverloadsituations.In orderto achievethat,whenpeers

meet,they needto doeitherof thefollowing:

Becomemutual replicas: If two peersmeetandhavethesamepath,andthecombineddatathepeersstore

is within the limit that they arewilling to store(
�

H

*

F�� ��� ), thenthey bothdecideto replicateall the

13
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Algorithm 1
�

J

N

� �Q\

�

�� �

�

�

� �

�

�

�����

�

� �
�

�

F # w. l. o. g.
�

��\

�

���  �������  �

�

# #

" �

�+\

�

���  �$� ���  � � # #

1: De�ne
�������
	���
���������������������������� � ��!
�#"%$&$

;
2: '

� (�����	*)+���#�,� � ��!
�#"-!.�0/,1#2�2�35476,$

; '

� (��#��	�)8�����,� �#"9!
� �,!,�0/51%2�2�3,476.$

;
:

Updatestatisticsat eachinteractingpeeraccordingto theAlgorithm 5.;

3: <

	*=?>@	�AB��� � �,!
�#"-!.���B$

;
:

P-Gridmaintenanceactivities: Refreshestheroutingtablesand�dget listsat eachpeer, asdescribedin Algorithm 4.;

4: De�ne
���C����	B�D
����+� � �#����� � �5$&$8EF���

; De�ne
� "G����	B�D
����+� � �#����� �#"7$&$CEH�
�

;
De�ne I

�J(��#���-� � �,$DK�(������ � �#"-$

;
De�ne

(#�
LM"N��OP�#���#Q@�R�S(#�����-� � ��$,!S� ����� �T>@	*=?U�V�� �#"-!.���XWZYB$&$

;
De�ne

(B"BL,�X��OP�#���#Q@�R�S(#�����-� �#" $[!S� �#��� �T>@	�=?U�V�� � �5!.���XWZYB$&$

;
:

(��
LM"

is thedatapresentlystoredat
�9�

whichbelongsto
�%"

's currentpath.Similarde�nition for
(�"BL,�

. ;

:

Path retraction with peershaving equal length paths.;

5: if
�S���R�\YB$�]_^`Oa��� "b�cYB$�]T^�Od��A�U�e#	��

I

$Xfg��h 6Si�2�3 $

then
6:

� �����+� � �5$C�j� �����9�T>*	*=?U�V�� �9�,!.���B$

;
� �#����� �#"7$C�j� �#��� �T>@	�=-USV�� �#"?!5����$

;
(������ � � �,$C�

I ;
>*	*= A�� � �[!.���CWJYB$C�

:

; ; <

	�AB	��,�MA����#�,� � ��!5k@$.$

;
(������ � �#"-$R�

I ;
>@	�= A�� �%"?!.�
�CW�YB$C�

:

; ; <

	*A�	B�,��A������,� �#"D!5k@$&$

;
:

Datais replicated,referencesof now non-existing level areremovedandstatisticsis reset.;
:

Peershave incompatible paths;

7: elseif
�l�nmgo

AND
� "Pmpo

then
8:

(������ � � �,$C�J(#�����-� � �,$DK�(�"�L,�8EF(#�
LM"

;
(������ � �#"-$R��(������ � �#"?$�K�(��SLM"bEF(�"�L,�

;
:

Retrieve databelongingto own pathfrom theotherpeer. ;

9: <

�#��(#q�V�� � ��!
�#"-!.>*!.�
��$

;
:

Initiateanexchangewith a randomentryfrom
�7"

's routingtableat level
�
�CW�Y

asdescribedin Algorithm 2.;

:

Peershave the samepaths,path extensionpossible;

10: elseif
�S���R��o�$

AND
�S� "N��o�$

then
11: De�ne

q�V-��	B�+A�UM����r�US�C�

<

����(����`)C	B�
	B�[�,�

:

o7!BY

;

!BYB$

;
De�ne

ABs��JA�UMe�	#��OP�#���#Q@�R�

I

!�� �9������� � �.$�Wtq�V-��	B��A�UM����rTU��&$.$&$

;
De�ne

A�uv�JA�UMe�	#��OP�#���#Q@�R�

I

!�� �9������� � �.$�W q�V-��	B��A�UM����rTU��&$.$&$

;
:

extendpathsby additionalbits;

:

Path extensionby split ;

12: if (
A

s
WtA�uTmpw*��h

6Si�2�3
$

AND
>@�#��(����H�So7!�YB$yxz�

h&{@|

�

6

then
13:

� �#����� �9�&$C�}� �#����� �9�&$�W}q�V-��	��+A�U����+rTU��

;
� �����+� �#"7$C�j� �#����� �#"7$�W q�V-��	��+A�U����+rTU��

;
(��#���-� � �5$R�JOP�����#Q��C�

I

!��9������� � �&$&$

;
>@	*= A�� � ��!5���RWZYB$R�

:

�#"

; ; <

	*AB	��,�MA����#�,� � ��!5k@$&$

;
(��#���-� �#"?$C�~OP�����%Q@�R�

I

!�� ������� �#"7$&$

;
>@	�=9A@� �#"-!5���CW�YB$R�

:

� �

; ; <

	�AB	B�,��A������,� �%"D!5k@$&$

;
:

Datais exchanged,new level of routingtableis addedandstatisticsis reset. ;

14: end if
15:

q�V ��� �#�D
%	�OP	����T>@�*•�� � �&!
�#"-!,A
s

!5A@u@!5�l�,!5� "?!.>�$

;
:

New
q�V ��� �#�D
%	

is initiatedwith decreasingprobability, asdescribedin Algorithm 3 ;

:

Paths are in pre�x relationship,exchangeor retraction is possible;

16: elseif (
���C�Jo

) AND (
� "€mgo

) then

17: De�ne
q�V-��	B�+A�UM����r�US�C� rTU��

|
/,•

u

{�‚

;
:

Complementaryto the
���RW�Y

st bit of
�%"

's path.;
18: De�ne

A
s

�JA�UMe�	#��OP�#���#Q@�R�

I

!B� � ������� � �&$�W}q�V-��	B��A�UM����rTU��&$.$&$

;
De�ne

A
u

�JA�UMe�	#��OP�#���#Q@�R�

I

!�� �9������� � �.$�W q�V-��	B��A�UM����rTU��&$.$&$

;
:

Path retraction of
�%"

to that of
� �

if there is not enoughdata ;

19: if
A�UMe�	��

I

$Xfg�
h

6
iB2�3

then
20:

� �#����� �%"%$R�F�9������� � �.$

;
(������ � � �,$C�

I ;
(#�����-� �#"?$C�

I ;
:

Datais replicated.;

21: for
���_xg(Pfp�
	���
������ � �����+� �#"%$&$

do
22:

>@	*= A@� �#"-!5(#$R�

:

; ;
:

Referencesof now non-existing levelsareremoved.;

23: end for
24: <

	�AB	��,�MA����#�,� �9��!5k@$.$

; <

	*A�	B�,��A������,� �#"9!5k@$&$

;
25: end if

:

Path extensionto complimentary bit at level
���RW�Y

if too much data;

26: if
A

s
mt�

h
6Si�2�3

then
27:

� �#����� �9�&$C�}� �#����� �9�&$�W}q�V-��	��+A�U����+rTU��

;
28:

(��#���-� �9�5$R�J(������ � � �,$�K€(�"�L,�REH(��
LM"

;
>*	*= A�� � �[!.���CWJYB$C�

:

�#"

; ; <

	�AB	B�,��A������,� �9��!,k@$&$

;
29:

(��#���-� �%"?$C�J(��#���-� �%"7$�K�(��
LM"bEF(�"�L,�

;
>@	�=9A@� �#"?!,���CWZYB$X�Z>*	*= A�� �#"-!.���XWZYB$�K

:

� �

; ; <

	*A�	B�,��A������,� �#"9!5k@$&$

;
:

Addingmutualentriesfor routingtablesat level
���RW�Y

. ;

30:
31: end if
32:

q�V ��� �#�D
%	�OP	����T>@�*•�� � �&!
�#"-!,A
s

!5A@u@!5�l�,!5� "?!.>�$

;
33: end if

14
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dataandthusincreasedataavailability (line 6 in Algorithm 3).

Extend paths: If two peerswith the samepath meet,and they togetherstoremore than
�

H

*

F�� ��� data

items,thenthey maydecideto extendtheirpathby complimentarybitsandthendistributingthedata

accordingto thenew paths(line 12 in Algorithm 1). Similarly, if peersmeetwherethepathof one

peeris apre�x of theotherpeer'spath,thepeerwith theshorterpathmaydecideto extendits pathby

acomplimentarybit, if morethan H

*

F�� ��� dataitemsfor theextendedpathexist (line 27 in Algorithm

1).

Retract paths: If two peerswith exactly the lastbit of their pathdifferentmeet,andthey togetherstore

lessthan H

*

F��-�
� (sucha situationmayarise,possiblyfrom datadeletion),thenthey maydecideto

retractsimultaneouslytheir path(line 5 in Algorithm 1). Similarly, if onepeer's pathis pre�x of

anotherpeer'spath,thepeerwith thelongerpathmight retractby onebit, if it �nds lessthan H

*

F��-�
�

data(line 20 in Algorithm 1).

5.2.2 Initiation of further exchanges

The most frequentcasewhentwo peersmeetrandomly, however, is that they have incompatiblepaths,

i.e., only a commonpre�x, andthereforecannotperformany of thepossibleactionsfor restructuringthe

P-Grid(line 7 in Algorithm 1). In thatcase,thepeersinitiate immediatelya furtherexchangebetweenthe

peerwith theshorterpathanda peerselectedfrom thereferencetableof theotherpeerparticipatingin the

currentexchange(Algorithm 2
�

�Q\

�

�

J  �

�

�

�
�

�

�

� �MN

# ). Thiscorrespondsto theprocessof searchingapeer

with acompatiblepath,andasaresulteveryexchangeeventuallyresultsin anexchangeamongpeerswith

compatiblepathsin whichcaseoneof theactionsfor restructuringcantakeplace.Thisstrategy is essential

for a fastconvergenceof any P-Gridrestructuringprocess.

In order to identify a peerfor a further exchange,a peer �

�

randomlyselectsa reference(excluding

�

�

itself) from � � 's routing tablefor level
�]N

�

	

. It is possiblethat this referencehasin the meanwhile

changedits path(seeAlgorithm Algorithm 6 in Section6). So while searchinga randomreferencefor

initiating a child
�

J

N

� �Q\

�

� , suchstalerouting referencesare also eliminatedfrom �
� 's routing table,

therebyperformingfurthermaintenanceof theroutingtables(line 8 in Algorithm 2).

A secondsituationin which further exchangesareinitiated is whenpeersafter having changedtheir

pathsstill remain in an underloadsituation(line 16 and line 33 in Algorithm 1). It hasshown to be

bene�cial for a moreuniform replicationof datato increasethe probability of exchangesoccurringfor

thesepeers,which is donein Algorithm 3
�

J

N

���Q\

�

�

�

�

N

O �

L �

 "�

�

�

���

�

��	

�

���

���

�

���

�

�

��# . If the memory

currently in useat peersis lessthanwhat they want to devote ( H

*

F��-�
� ) on average,then
�

J

N

���Q\

�

� is

initiatedwith adecreasingprobabilitythelargerthestorageloadis for apeer. Thepeerwith shorterpathis

givenpreferenceover theonewith longerpath,sothatonaverageall peersgetequalopportunityto extend

their paths.In thesymmetriccase(when
�

�

� �

and
�

�

� �

), datais replicatedby bothpeersif possible.
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Algorithm 2
�

�Q\

�

�

J  �

�

�

���

�

�

� �]N

#

1: De�ne
>@	�=9=-�

I

��( � � �%�
AB	

;
2: if

>Nxt>*	��[�`��V

then
3: while

^���� �S>*	*= =-�

I

��(#$

do
4:

�

2�3��

�

<

����(����`)8	���	��[�,�S>*	*= A�� �#" !.�
�CW�YB$	�

:

�9�

;

!�YB$

;
5: if

��	B�D
����+�S�������`�������#����� � ��!
�

2�3
�

$&$X�����CWJY

then
6:

>@	*= =-�

I

��(b���v>

I

	

;
7: else
8:

>@	*= A�� �#"-!.���XWZYB$C��>@	�=9A@� �#"?!.�
�CW�YB$��

:

�

2�3
�

; ;
:

�

2�3
�

hastotally changedits pathaccordingto Algorithm 6, thusweremove invalid routinginformationat
�?"

;

9: end if
10: endwhile
11:

q�V ��� �#�D
%	�� � �.!S�

2�3��

!&>vWZY@!,���CWZYB$

;
:

Referencehasbeenfoundwith commonpre�x of
�
�CW�Y

, soinitiateanother(child process)
q�V ���9����
#	

. ;

12: end if

Algorithm 3
�

J

N

� �Q\

�

�

�

�

N

O �

L �

 �

�

�

���

�

��	

�

���

���

�

���

�

�

��#

1: if
A s ft�`h 6Si�2�3

AND
>Nxt>@	B������V

AND
>*�#��(#�B�H�So7!,�`h 6Si�2�3 $ymgA s

then
2:

q�V ��� �#�D
%	�� � �5!

<

����(����`)8	���	��[�,�M=?UM(@
#	B�,� � �[$,!�YB$,!,>yWJY@!.o�$

;
3: elseif

A�u_ft� h 6Si�2�3

AND
>Nxt>@	B������V

AND
>*�#��(#�B�H�So7!,� h 6Si�2�3�$ymgA�u

then
4:

q�V ��� �#�D
%	�� �#"7!

<

����(����`)C	B�
	B���,��=?UM(@
#	B�,� �%"7$[!�YB$[!.>�W�Y@!5o�$

;
5: elseif (

A s WgA�u xpw*�`h 6
iB2�3

) AND
�l�R�Jo

AND
� "G�Jo

then
6:

(������ � � �,$C�

I ;
(������ � �#"?$C�

I ;
:

In symmetriccase,replicatedataif possible;

7: end if

The recursionfor
�

J

N

� �Q\

�

� canbe restrictedfrom going on inde�nitely by limiting the processto

a maximumof ���

N

H �KJ . Further, at themostonechild processis initiated by
�

J

N

���Q\

�

� , so thereis no

exponentialexplosionin invocations.

5.2.3 Convergenceand Complexity

Ideally, if datadistribution is static,oncetheP-Gridstabilizes,suchthattherearenomorepathextensions

or retractions,fresh
�

J

N

���K\

�

� iterationsmaybestoppedor madeto graduallydie down. However, in a

realisticsystem,thereis possiblyno stabledatadistribution dueto dataupdatesanddeletions,andhence

the processhasto be continuous.Thusthe P-Grid continuouslywould adaptitself to conformwith the

latestsituation.

This continuousadaptationseemsto beexpensive, sinceat any instantof time, typically eachpeeris

expectedto interactwith two peerson average(onethat it contacts,andonethathascontactedit). Given

thedynamicsof P2Psystemsoperationsfor network maintenance(e.g.,ping/pongmessagesin Gnutella

networks)have to be doneregularly. Thusthe effort of continuouslyexecuting
�

J

N

� �Q\

�

� operationsis

comparableto thenetwork maintenancein any otherexistingP2Psystem.

An exactcostevaluationandcomparisonof P-Gridconstructionandmaintenanceis beyondthescope

of thispaperasit wouldhaveto includemany differentfactors.For illustration,wejustmentiontwo points

to thatrespect:

� Let usassumea P-Grid is forming from scratch(similarly asillustratedin themotivatingexample)

basedon a uniform datadistribution and the resultingP-Grid would be basedon a balancedtree

16



EFPL Technical Repor t IC/2003/32

of depth �  � � �  ?\!# # . Thereforea minimum of �  ?\ �
���$ ]\!# pathextensionsperformedaspartof an
�

J

N

���Q\

�

� operationwould have to be performed. Sinceeachinitiation of an
�

J

N

���K\

�

� would

require �  � � �  ?\!# # stepson averagein order to locatea peerwith compatiblepath, �  ?\ � � �  ?\!#

;

#

would beanexpectedmessagecost(at leasta lower bound)for stabilizingtheP-Grid. Simulations

[1, 3] con�rm this analysis.

� As illustratedin themotivatingexamplethe constructionprocessmay result in non-uniformrepli-

cationof data. Fromtheoreticalconsiderationswe couldderive thata possiblecounter-measureto

non-uniformreplicationduringP-Gridconstructionis to favor pathextensionsin thecasewherethe

pathof onepeeris apre�x of theotherpeer'spathasopposedto thosewherepeersmeethavingequal

paths.Thereforewe introduced�

*

��>

�

F , theprobability to performa split in thecaseof equalpaths

andchoose�

*

��>

�

F

	

	

in line 12 of Algorithm 1. This is alsocon�rmed by simulations(seeSection

8.1). However, sucha strategy slows down the rateof changesto the P-Grid and thereforemore

messageswill beconsumedfor arriving at a stablestate.Thereforewe have a trade-off in costbe-

tweenproactively supportinguniform replicationvs. reactively establishuniform replicationaswill

be describedin Section6. Anotherstrategy to favor uniform replicationof datais to aggressively

initiateadditionalexchangesfor underloadedpeers,asdoneby thefunction
�

J

N

���Q\

�

�

�

�

N

O �

L �

.

5.2.4 Associationof peerswith identi�ers

Another importantaspectof the algorithmis the dynamicandunbiasedassociationof peerswith paths.

The exact bit at eachlevel that an individual peerbecomesresponsiblefor is decidedrandomly, so that

thereis nobiasor correlationbetweenpeeridenti�er (e.g.,theIP address)andpeerpath,unlikemany other

systems(e.g.,Chord[24] or Pastry[23]) which associatepeeridenti�er with data.In doingso,essentially

weachieveaseparationof concernsbetweenpeeridenti�er andstoreddata.Thisprovidesgreaterresilience

againstdenialof serviceattacks,amongotheradvantages.It alsohelpsin replicationload-balancing,since

peersmay migrateto any arbitrary (overloaded)path,unlike in systems,wherepeersdo not have such

�e xibility . As will be elaboratedin Section10 on relatedwork, we are the �rst to addressthe issueof

replicationloadbalancingin structuredpeer-to-peersystems,andit is donein a completelydecentralized

manner, asdescribedin Section6.

5.2.5 Maintenance

While executing
�

J

N

���Q\

�

� , furtheractivities pertainingto P-Gridmaintenanceareperformed(line 2 and

line 3 in Algorithm 1). Whenpeersmeetaccordingto the
�

J

N

���K\

�

� algorithm,they performthe
�

���I����� �

operationwhich is meantfor maintenanceof theP-Gridnetwork by updatingpeers'�dget listsandrouting

tables.This includesmakingrouting tableentriesrandom(donein Algorithm 4
�

�B�I����� �! "�

�

�

���

� �MN

# ), as

requiredfor searchef�ciency, sincewe assumerandomrouting tableentriesfor the proof in Section3

andto disseminateroutingentriesof peersthathave recentlychangedtheir paths.The�dget lists arealso
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randomizedin orderto facilitaterandompeerinteractions.During theinteractionsthepeersalsomaintain

thestatisticsneededfor uniform replicationby executingthe � �

�

���8� � � � � operation(Algorithm 5), which

will beintroducedin Section6.

Algorithm 4
�

���I�B��� �  �

�

�

� �

� �MN

#

1:
����������� � UM(@
#	B�C��=-U�(�
#	��,� � �.$�K�=?UM(@
#	B�,� �#"?$

;
2:

=?UM(@
#	B�,� � �5$C�

<

����(����`)8	���	��[�,������������� � UM(@
#	B�,!,=?UM(@
#	B�M���#V9$

;
:

Generatenew �dget list for eachpeerby randomlychoosingat themost
=?UM(@
#	B�M���#V

entries.;
3:

=?UM(@
#	B�,� �#"7$C�

<

����(����`)C	B�
	B�[�,���������`�B� � UM(@
#	B�,![=-U�(�
#	��M�`��V9$

;
4: if

���_mpo

then
5: for

(b�\Y@!5���

do
6:

�����������

<

	*=€��>@	�= A�� �9�,!.(#$�K€>@	*= A�� �#"-!.(#$

;
7:

>@	*= A@� � �5!5(%$v�

<

�#��(���� )8	���	��[�,�S�����������

<

	*=?![>@	�=?�`��V9$

;
>@	*= A�� �#"-!5(#$��

<

����(����`)C	B�
	B�[�,���������`�B�

<

	�=-!,>@	*=?���#V9$

;
:

At themost
>@	�=?�`��V

routingreferencesarerandomlyandindependentlychosenfrom
�������`���D>@	*=

by eachof
���

and
�%"

in orderto ensurethat thenetwork is uniformly connected,androuting referencesarerandom,asrequiredin theproof of
section3.;

8: end for
9: end if

10: if
��	B�D
#����� � �#����� �9�.$.$nmp���

AND
��	B�D
����+� � �#����� �%"%$.$nmp���

then
11:

>@	�= A�� �9�5!5�
�CWZYB$R�Z>@	*= A@� � �,!.�
�CW�YB$�K

:

�%"

; ;
>@	*= A@� �#"?!5���CW�YB$R�Z>*	*= A�� �#"-!5�
�CWZYB$�K

:

� �

; ;
:

Peersaddmutualentriesin their routingtablesfor level
�
�CW�Y

. ;

12: end if

5.2.6 Propertiesof the resultingP-Grid

Thereis anotherimportantcharacteristicof the
�

J

N

���K\

�

� algorithm.While in a dynamicenvironmentit

is possiblethattheP-Gridtreeis temporarilyincompleteandnotpre�x-free, thealgorithmaimsatensuring

eventualcompletenessof the treeaswell asmakingit eventuallypre�x-free. We provide someintuitive

argumentswhy this is thecase.

Pre�x-fr eetr ee:If thereexistspeers�

�

and��� suchthat O � ���  �

�

# isapre�x of O � ���  � ��# andassuming

randompeerinteractions,thesepeerswill eventuallymeet,andsucha meetingwill leadto pathretraction

for �
� or extensionof thepathto a complimentarybit for �

�

, thusmakingthetreepre�x-free.

Complete tr ee: During thepathextensionprocess,the treeis alwayscomplete.It is only during the

retractionprocessthat it is possiblethat onesideof the treehassomepeersremaining,while the other

branchceasesto exist. Howeverin suchacase,eventuallytheremainingbranchwill retractaswell, or �nd

anotherpeerthatwill becomeresponsiblefor thecomplimentarybit, similar to theabovecase.

6 Uniform replication

As describedin Section5.2, the storageresourcesdevoted to the P-Grid infrastructurecan be locally

adaptedby peersin a proactive manner, primarily during the P-Grid constructionprocess,andalsodur-

ing its maintenance.Thenumberof peersresponsiblefor a givenkey spaceshouldbeapproximatelythe

samesothatdatais uniformly replicated,which amountsto globalcoordinationproblem. In theabsence

of globalcoordinationor information,we try to settlefor a compromise,wherethe imbalancein replica-

tion factorsis decreased(measuredin termsof thevarianceof replicationfactorsfor all paths),insteadof

achieving perfectreplicationloadbalancing.
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Weuseareactiverandomizeddistributedalgorithmwhich triesto achievegloballyuniformreplication

basedonlocallyavailableinformation.Weprovidetheintuitivefoundationsof thealgorithmin Section6.1,

followedby theheuristicalgorithmin Section6.3. We thenevaluatethealgorithmfor a realisticsituation

usingsimulations,anddescribetheresultsin Section8.

6.1 Think local, act global

Considerthecaseof aP-Gridwith two leaves,asshown in Figure3(a).Let � � and � ; betheactualnumber

of replicasbelongingto thepaths
�

and
	

. Without lossof generality, consider� � �E� ; . Then,underthe

assumptionthat eachpeerhasthe ideal knowledge, �

,

6

�

.

;

of the peersbelongingto the path
�

needto

changepathto
	

, thusachieving replicationloadbalancing,suchthateachP-Gridleafhas �

,��

�

.

;

replicas.

Sinceeachof the peershasto make an autonomousdecisionas to whetherto changepathor continue

to stayat the samepath,we proposea randomizeddecision,suchthat peersdecideto changepathwith

probability �
F�� 	�� �

�

H �QJ  
�

,

6

�

.

;

�

,

� �

# . Thefunctionensuresthatno
�

�

	

transitionoccursif � ; � � � .

Similarly, we have �
F�� ���#	

�

H �QJ  
�

.

6

�

,

;

�

.

� �

# . Now, if we de�ne O �

L �

	

�

�

,

�

,��

�

.

astheprobabilitythat

peersbelongto thepath
�

, andsimilarly for thepath
	

de�ne O �

L �

�

�

�

.

�

,��

�

.

 

��	%a

O �

L �

	
# , thenwecan

rewrite themigrationprobabilitiesas�
F�� 		� �

�

H �KJ  

�

;

 

	Qa

�

� ��


,

�

� ��


�

#

� �

# and�
F�� ��� 	

�

H �QJ  

�

;

 

	Ka

�

� ��


�

�

� ��


,

#

� �

# .

For thecaseof a2-leavedP-Grid,it is easyto seethatde�ning thetransitionprobabilitieslike this leadsto

equalreplicationfactorfor eachpath(leaf).

Of coursepeerscannotobtain the exact probabilities,but canestimatethemby samplingrandomly

the network. For the situationof a two leaf P-Grid, analyticalresultsshow, that usinga small sample

sizeof 10 randomlyselectedsamplesfor calculatingthedecisionprobabilitiesasdescribedandrepeating

samplingfollowedby balancingfor 5 cyclesreducesany imbalanceto lessthan0.25%of thenetwork size,

independentof thenetwork sizeandtheinitial conditions.

Now considerthe caseof a P-Grid with threeleaves,asshown in Figure3(b), with �
� , �

; and �
�

replicasfor the pathsstartingwith
�

,
	��

and
	 	

respectively. This simplistic extensionof the example

capturesthe essentialchoicesthat have to be madeby individual peerseven in a realistic P-Grid, and

providesaninsightfor thedesignof thereplicationbalancingstrategy encodedin Algorithm 6.

In an unbalancedtree, simply countingpeersfor the two halvesat any level is not suf�cient. This

is because,even if theactualreplicationfactoris equalfor all leaves(which is desirable),the countwill

provide a biasedinformation,with greatercountfor the half of the treewith moreleaves. Sucha count

in itself is useless.On theotherhand,knowledgeof thewholesubtreeis not practical.Fortunately, such

knowledgeis not necessaryeither. For example,in theP-Gridwith threeleaves,peersbelongingto path
�

will meetpeersbelongingto the paths
	
�

and
	 	

. Essentially, they needto know that thereareon an

average �

.��

�




;

peersat eachleaf of the othersub-tree,but do not needto understandthe shapeof the

sub-treeor thedistributionof replicationfactor.

Thus,while collectingthestatisticalinformation,any peer�

�

meetinganotherpeer� � countsthenum-
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Figure3: (a)P-Gridwith two leaves,(b) P-Gridwith threeleaves

ber of peersencounteredat eachlevel
�

for eithersubtree(samepath/complementarypath),normalized

throughdividing it by
�

>4�

�

�

F��

5

�




F��

5

�

‚

9?9

6I>4�

�

�

F��

5��

�

���

�

�

�




F��

5

�

���

�

‚

9?9 . Peersthustry to seethingsfrom a lo-

cal perspective, without botheringaboutthe larger picture,andyet, the decisionis suchthat eventually

global loadbalancewill emerge. We expectthat if two sub-halvesof thetreecanbemutually replication

loadbalanced,thenthesub-treesin eachof thehalveswill recursively achieve replicationloadbalanceas

well. Thuspeersthink aboutloadbalancinglocally, but thealgorithmleadsto global loadbalancingover

time.

Peersbelongingto thepath
	
�

(or
	 	

) have to countthenumberof peersbelongingto thepath
�

and
	 	

(or
	
�

), andhave to decidewhetherto balanceload,andif so,at which of the levels. For example,if

�
�

���
;

���
� thenpeersbelongingto paths

	��

obviously do not needto changepathto
�	�

. However

somepeersbelongingto path
	
�

maydecideto changepathto
	 	

(
	
�

�

	 	

), thusachieving a local load

balancing.Simultaneously, migrations
�

�

	
�

take careof theoverallbalancing.

If �
�

	

�
;

	

�
� thenpeersbelongingto

	 	

canprioritize migrations
	 	

�

�

over
	 	

�

	��

. Since

peersin
	
�

perceivethemselvesto beoverloadedlocally (secondbit), they will notparticipatein relatively

granderscale(�rst bit). This is anotherfacetof thinking locally, beforeparticipatingin actionsof possibly

globalconsequence.

Note that �

�

changesover time, and thus the statisticshave to be refreshedand built from scratch

regularly. We can thus considerthe algorithm to have two phases,one that gathersstatistics,and the

otheronethatmakestheprobabilisticdecisionto changepath. For example,it is possiblethataftersuch

migrations,thereare more peersat path
	
�

than at
	 	

. But the algorithm shouldeventually converge

achieving a globalbalanceof replicationfactors.

For thesake of completeness,considertheotherpossiblescenariowhere �
;

	

�
�

	

�
� . Thenpeers

belongingto
	 	

canprioritizemigrations
	 	

�

	
�

over
	 	

�

�

. Othercombinationsessentiallybelongto

oneof theabovementionedthreecases,with reversalof role for paths
	
�

and
	 	

.
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Theseideasgivetheintuitivebasisfor thepathchangingstrategyof Algorithm6andstatisticscollection

of Algorithm 5.

Basedon this idea,we de�ned the transitionprobabilitiesandnumericallysolved the changingpop-

ulationat eachof the threeleavesfor variousinitial combinationsof ���

�

� ;

�

�	� . We give the resultsin

Table2. In this model in eachtime step � eachpeerdeterminesthe transitionprobability basedupona

completestatisticsof thecurrentpeerpopulationandthenperformsits decisionbasedon theseprobabili-

ties.Notethatin practicethereplicationfactorwill alwaysbeanintegervalue.Thefractionalvaluesresult

from thenumericalevaluation.

� � �� ��# � ;  ��# � �  ��# � �� ��# � ;  ��# �	�  ��# � �  ��# � ;  ��# �	�  ��#

0 15 20 30 20 30 15 30 20 15

1 21 24 20 21.25 21.25 22.5 23.75 20.625 20.625

2 21.5 21.5 22 22.2 21.4 21.4

Table2: Numberof replicasover time

Thuswe seethat the strategy is robust, irrespective of the initial replicationdistribution. Keepingin

mind the insight obtainedfrom the above examplesof P-Grid with 2 and3 leaves,next we proposeour

heuristicalgorithmfor balancingreplicationloadin anarbitraryP-Grid.

6.2 Statisticsmaintenance:
���������
	��
�
�������

U��

���

���5�

I

>*>@	B�D���

For the approachto work in practice,andscalefor realisticP2Psystems,it is impossibleto gatherthe

exactstatisticalinformation.Thusthestatisticsis gatheredout of small (constant)numberof interactions

creatingasampleH

�

\

N

���K\

�

� . Wearguethatthenoisedueto this imperfectknowledgeis compensatedby

therandomizationinherentto our reactive algorithm. Moreover, for a practicalsystem,perfectbalancing

of replicationfactoris neitherfeasible,nor required,andinsteadreductionin thevarianceis goodenough

for all practicalpurposes.Later we show by simulationsthat our heuristicalgorithmmeetsthepractical

requirementswithin anagreeablelatency by usingstatisticalinformation.

In order to prevent higher levels of the tree (smaller
�

) to build up their statisticsmuch fasterthan

the lower ones,the
�

J

N

���Q\

�

� algorithm (Algorithm 1) passesthe parameter
�

�

�

�����

�

F while invoking

� �

�

���8� � � ���� �

�

�

� �

� �
�

�

� �
�

�

F # . Thus, statisticsis updatedfor levels larger than or equal to
�

�

�

�����

�

F , up

to
�]N

�

�

� . This is because
�

�

�

���
�

�

F is setto
�MN

�

	

duringtherecursivecallsof
�

J

N

���Q\

�

�� �

�

�

� �

�

�

� �
�

�

�����

�

F # .

Thuseachpeerupdatesits statisticsateachlevel uniformly duringthecourseof one
�

J

N

���Q\

�

� .

As mentionedabove,thestatisticsbeingcollectedby �

�

needto accountfor thedepthof theencounter

peer, sotheincreasein countisnotoneunit,but ratherisnormalizedby
	�� �

> �

�

�

F��

5

�




F��

5

�

‚

9?9

6I>4�

�

�

F��

5

�

�

���

�

�

�




F��

5

�

� �

�

‚

9?9 .
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Algorithm 5 � �

�

���8� � � ���� �

�

�

���

� � �

�

�����

�

F #

1:
���������5{

���

{ ‚

;
���Z� /51%2�2�3,4%6

2: while ((
��fp���

) AND (
��	B�D
����+� � �#����� �9�&$&$�mg���

) AND (
�
	���
������ � �����+� �#"%$&$�mg���

)) do
3:

A����#�,� � ��!.�?WZYB$

�

���

I

���DWgW

;
4: if

�
�_mg�

then
5:

A������,� � �[!,�%W�YB$

�

A��#��	����������JA������,� �9��!.�?WZYB$

�

AB���`	B���#���NWZY��*w

| 3,4��B6��
	 {�� 6��
	 {�‚�
�
��+|��

u

;
6: else
7:

A������,� � �[!,�%W�YB$

�

�����G� ���#���€�~A����#�,� � ��!5�%WJYB$

�

�����G�9�������bW�Y��*w

| 3,4��B6��
	 {�� 6��
	 { ‚ 
�
��+|��

u

;
8: end if
9:

�7WtW

;
10: endwhile

6.3 Balancing replication load: ���

����� 	�� ���

�

� �

U �

������ 

���

Every peerdeterminesthe replicationfactorsfor its own path-pre�x andthatof thecomplementarypath

for eachlevel, by collectingat leastH

�

\

N

���Q\

�

� samplesfor eachlevel.

A changeof pathby a peeris only neededif it doesnot leadto a reductionof thenumberof replicas

in a subspacethat is alreadyunderpopulated.A subspaceis de�ned asthekeys sharingthesamepre�x.

Thereforethepeer�rst determineswhetherthesubspaceof thecorrespondingpre�x is underpopulatedfor

eachlevel, startingfrom the deepestlevel, i.e., its own pathlength. If not, it may proceedup in the tree

(smaller
�

). In thatway all possiblelevelsat which pathchangesmayoccuraredetermined.While doing

so, the probabilitieswith which a changeshouldbe performedaredeterminedfrom the statistics. This

informationis storedasa 2-tuple  

� �

�/� �Q\��

�

�

�/L

\ �
�

L �

�

� �/� �

�"!�# in the data-structureO �

L ��#

� �Q\�� . Ideally

thetransitionprobabilityfor level
�

shouldbe

$

�KJ  � � � ���� "�

�

� �

#�< ���QH!�+O �����

a

�
� � �� "�

�

� �

#�<

N�L

H �IO � ���$#

� �

#

�

 

�

�
� � �� "�

�

���

#�< ���QH �BO �����$#7<

However, sinceour statisticalinformationdoesnotnecessarilyre�ect theactualreplicationfactors,it may

leadto falsetransitions,therebyincreasingthe imbalance,at leastfor a shortterm. Suchfalsedecisions

leadto oscillatorybehavior, whichnotonly slowsdown theconvergenceprocess,but alsois veryexpensive

in termsof network maintenance,for example,frequentandunnecessaryrepairsof P-Gridroutingtables.

In orderto reducesuchoscillatorybehavior, we addsomeheuristicdesignchoices,suchthat thepath

changeprobability is decreasedby a constantto terminatethe processwhenthe fractionaldifferenceof

imbalanceis of
�7�

(chosento be 0.1 after simulatingwith variousvalues). This probability is further

attenuatedby a overall factorof �
�

L �
�

. Experimentsshow that �
�

L �
�

� �

<

�&%

givesanacceptablerateof

loadbalancingwithouteithergettinginto oscillationsor makingtheloadbalancingprocesstooslow. Thus

thetransitionprobabilityis de�ned as

�
�

L �
�

$

�QJ  � M�
� ���� �

�

���

#�< ���QH �BO �����

a

� � ���� "�

�

���

#�<

N�L

H �
O �����

a �7��� �

#

�

 

�

�
� ���� �

�

���

#�< ���QH �BO �����$#�#7<

While this slows down the overall process,we avoid the unnecessaryoscillations,which apartfrom

beingvery expensive in termsof maintenance,would stressthenetwork even further. P-Grid is resilient

to inconsistentinformationin the routing tables,andhasbeenshown to gracefullydegrade[14]. How-

ever, from theexperiencesduringimplementation(Section9) it is still desirableto makeconsciousdesign
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choicesto reducesuchinconsistencies,so that maintenanceoverheadis reduced,which in turn leadsto

bettersystemperformance.

Havingdeterminedtheprobabilityfor changingpath,wesort O �

L ��#

� �Q\�� in descendingorder( �

L

���8�

�

O �

L ��#

� �Q\�� ),

thusde�ning thepriority of pathchangesat eachlevel.

Weusethenotation�

L

� �8�

�

O �

L ��#

� �Q\��

A

�

for the �

F�� �eld of the
C

F�� entryof �

L

���8�

�

O �

L ��#

� �Q\�� where

�

� � 	 ��� �

. Thus �

L

� �8�

�

O �

L � #

� �K\��

A

�

givesthepathlevel correspondingto the
C

prioritized level, and

�

L

� �8�

�

O �

L ��#

� �Q\��

A

;

givestheprobabilityof pathchangeat thatlevel �

L

� �8�

�

O �

L ��#

� �Q\��

A

�

.

Thepeerthensequentiallydecidesto changeits pathwith thegiventransitionprobability, until it either

changesits path,or it exhauststhewhole �

L

���8�

�

O �

L ��#

� �Q\�� . Thesecondcasecorrespondsto thefactthat

thepeerchoseto continuewith its presentpath.

Sincesuchpathchangesleadto completechangesof the replicationfactors,it rendersthe statistical

informationuseless.Thusit is imperative to refreshstatisticsevery oncein a while. We do this whena

peereitherchangespathitself, or whenit hasaccumulated
�

H

�

\

N

���Q\

�

� samplesfor eachlevel of its path.

Thelastpieceof the jigsaw puzzlefor replicationloadbalancingis theactionof changingpathitself.

For this, thepeerneedsto �nd anotherpeerfrom thecomplimentarypath,andthencloneall its content:

data,routingtable,but not thestatisticalinformation,sinceit is in any caseuseless.

Algorithm 6
	

���K\

�

�BO �����! "�

�

�

� �

L �
�

#

1: De�ne
�9�J�
	���
������ � ������� � �.$&$

; De�ne
A����,�€�

�
�%�
AB	

; De�ne
•[�D��o

�

Y

2: De�ne
�T>@�*• �v>@���+A��

;
:

Setof 2-tuple.Firstentryis thedepthandsecondentrytheprobabilityof transitionat thatdepth.;
3: while

��mpo

AND NOT
A����,�

do
4: if

A������,� � �[!5�
$

�

AB���`	B���#�����ZA������,� �9�[!.�S$

�

�����G�9�������

then
5: if

A����#�,� � ��!5�
$

�

���

I

���Rmg��U������9����
#	

then
6:

�T>@�*• �v>@���+Av�J�T>@�*• �v>@���+A�K

7:
:��

��!
�->@�*•,/��J�#V��&��A������,� � ��!5�
$

�

A��#��	��������€EFA����#�,� � ��!.�
$

�

�����G� ���#���PEF•[��!.o�$ �%��w�A����#�,� � �B!5�S$

�

AB���`	B���#���9$&$��

; ;
8: end if
9: else

10:
A����5�€� � >

I

	

;
11: end if
12:

�-EgE

;
13: endwhile
14:

)C��>���	�(��T>@�*• �v>@���+Av�J�T>@�*• �v>@���+A

sortedin descendingorderof 2nd�eld;
:

Weusethenotation
)8��>*��	�(��T>@��• � >*�#��A
	

" for
�

6��

�eld of the �

6��

entryof
)8��>*��	B(��T>@�*• �v>@���+A

where
�

�

:

Y@!,w

; , thetentative
transitionprobabilities.;

15: De�ne �

� Y

; De�ne
��� �#�D
%	 �

�
�#�SA�	

;
16: while NOT

��� �#�D
#	

AND
�`fpA�U�e#	��M)8��>*��	B(��T>@�*• �v>@���+A�$

do
17: De�ne

�->@�*•y��>@����(����z�So7!�YB$

;
18: if

�->@�*• xp)8��>*��	B(��T>@�*• �v>@���+A�	

L then
19:

^�	
�T��	B	B>_�J)C	B�#>*��� ��������� � �5![)8��>*��	B(��T>@�*• �v>@���+A

	

u

$

;
:

Functiondescribedin Algorithm 7.;

20:
� �

becomes
^�	
�T��	�	�>

'sclone.
:

Abandonsall presentinformation,andcopiesevery thing from
^�	
�T��	B	B>

. ;

21: <

	�AB	��,�MA����#�,� �9��!5k@$.$

;
22:

��� �#�D
%	 ���v>

I

	

;
23: end if
24: �

WtW

;
25: endwhile
26: if NOT

��� �#�D
%	

AND
�MA����#�,� �9��!.�S$

�

���

I

���nmgw*��U������ ����
#	*$��D���

:

Y@!

� � �

!��X	���
���������������� � �&$.$

; then
27: <

	*AB	��,�MA����#�,� � ��!,k@$.$

;
:

Resetstatisticsof
�9�

if morethan
w*��US����� �#�D
%	

statisticsavailablefor all levels.;

28: end if
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6.4 Find appropriate path to migrate:
� 	 �����

�

� ���

�

���

U ��� �

In the �rst part of this sectionwe provided intuitive reasoningto determinethe probability with which

peersneedto changepath.The � � �K�

N

�
O ����� algorithmbeginstraversingthepathof theothersubtreeby

choosingareference����� from peer�

�

's level
�

routingtable(thelevel atwhichthedecisionto changepath

hasbeenmade),andthentraversing ���B� 's pathat eachlower level (larger
�

) or choosingto �nd a peer

belongingto thecomplimentarypathat the level, eachwith equalprobabilityof
�

<

%

, by recursively using

� � �Q�

N

� O ����� , until aP-Gridleaf is reached,thatis, thecurrentlevel equalsthelatest����� 's pathlength.

This ensuresthatat eachlevel bothbits arechosenwith equalprobability. While this strategy works

perfectly if the subtreeis balanced,in unbalancedsubtrees,it hasa bias for the shorterpaths,causing

over-replicationof shorterpaths.This,however, is notaseriousproblem,sincethesubtreewill in any case

performloadbalancingin thefuture.Oursimulationsarebasedon this approach.

While choosinga reference,it is possiblethat �

�

discoversthatsomeof theentriesin its routingtable

areinvalid (they might havechangedpath),andtheseentriesarepurged.

This is a lazy approachof removing invalid entriesfrom routing tables. Onemay arguethat routing

tableswill thusgetdepleted,however, thatis not true,sinceentriesin theroutingtablesarealsopotentially

addedduringexecutionof
�

�B�I����� � (Algorithm 4) and
�

J

N

���K\

�

� (Algorithm 1). Simulationshaveshown

thattheinconsistentreferencesdueto pathchangesneverposea problem.

Apart from that, routing tablesmay be proactively updatedby recursively queryinga self-contained

P-Griddirectory[14] in orderto accountfor peersthatmaynolongerbecontacted,eitherbecausethey are

of�ine or changedtheir physicaladdress.This issueof routing tablemaintenancehasbeenexhaustively

analyzedin [14], andis beyondthescopeof thiswork.

Algorithm 7 � � �Q�

N

� O �����  �

�

���

#

1: De�ne
>@	�=9=-�

I

��( �
�

�%�
AB	

;
2: while NOT(

>@	�=9=-�

I

��(

) AND
�X	���
������S>@	�= A�� �9�,!5�
$nmpo�$

do
3:

>@	�=€�

<

����(����`)C	B�
	B�[�,�S>@	�= A�� �9�[!.�S$,!�YB$

;
:

Selectuniformly a randomreferencefrom theroutingtablefor level
�

;

4: if
�
�

{

�
�

2�3
�

�J�-EpY

then
5:

>@	*= =-�

I

��( � �v>

I

	

;
:

foundaproperroutingreference;
6: else
7:

>@	*= A@� � �5!5�S$C�Z>@	�=9A@� � �,!.�S$	�

:

>@	�=

; ;
:

Invalid referenceremovedfrom routingtable.;
8: end if
9: endwhile

10: if
>@	�= = �

I

��(

then
11: De�ne

�
o �Z�

;
12: while

>@����(����z��o7!BYB$�mgo

� � AND
�
obx �X	B�D
����+�S�������+�
>@	�=9$&$

do
13:

��o WtW

;
14: endwhile
15: if

�
o � �X	B�D
����+�S�������+�
>@	�=9$&$

then
16: De�ne

^�	 �_��	�	B> ��>@	�=

;
17: else
18: De�ne

^�	 �_��	�	B> �~)8	���>@��� ���#�����
>@	*=?!&�
o�$

;
19: end if
20: else
21: De�ne

^�	
�T��	�	�>T�F�9�

;
:

If furthersearchis not possible,returnitself;

22: end if
23: Return(

^�	 �_��	�	�>

);
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7 BasicP-Grid functions

We now describethe basicoperationsfor maintainingandusinga P-Grid basedon the introducedalgo-

rithms.

NodeJoin/Leave: Whena peer�

�

joins thenetwork, it needsto know someexisting member� A . Using

a small setof peersas the pointsof �rst contactmay add a bias to the network topology in any

structuredP2Psystem,therebycausinginadvertentcreationof a backbone.To avoid suchbias �

�

contactsa randompeerin P-Grid.How suchpeercanbefoundusingthe�dget peersis describedin

Section9. If �

�

hasdataof its own, thenit needsto performthe
�

J

N

� �Q\

�

� algorithm,so thedata

initially heldby �

�

is distributedto responsiblepeersof theP-Grid. If �

�

hasno dataof its own, it

canbecomea replicaof therandompeerit hadfound.

If a nodewantsto leave the network, eithertemporarily(going of�ine) or permanently, it may do

soautonomouslywithout informing otherpeers.Suchbehavior will not jeopardizeP-Grid's func-

tionality unlessit is a consortedeffort of many peers,which is dif�cult, sincetherandomizedcon-

struction/evolution processreducestheprospectsof collusion. Replicationin P-Grid takescareof

availability of data,andmaintenanceof multiplereferencesfor routingtablesateachlevelguarantees

availability of routeswith veryhigh probability.

A noderejoiningthenetwork retainsits previouslyestablishedpath.In orderto doso,it searchesits

replicain P-Gridby queryingfor its pathatany arbitrarypeer. Thisqueryis thenroutedto arandom

replica,from which thepeermay pull updatesit hadmissedwhile it wasof�ine. Actually it pulls

from multiple replicasto form aprobabilisticquorum,ashasbeenelaboratedin [13].

A fundamentaldifferenceamongstandardDHT approaches,suchasChordandPastry, and real-

world P2Psystems,suchasGnutellaandFreenet,is theability of the latter to evolve multiple net-

works independently, that may join later into a commonnetwork, or eventuallysplit again. This

possibilityis alsoprovidedby P-Grid,wheredifferentnetworksmaydynamicallyjoin, assoonasits

membersgetin touchby executingan
�

J

N

� �Q\

�

� operation.

Search: Thebasicqueryroutingstrategy of P-Gridwasalreadydescribedin Section2.

Insertion: In orderto inserta new dataitem
�

into P-Grid, thehashedkey
C��

correspondingto thedata

is generatedand insertedby forwarding the relevant index information to oneof the replicas �
A��

responsiblefor path
C��

. �
A�� maytheninitiateanupdatein thereplicasubnetwork asdescribedbelow

for dataupdates.

Update: BesidesGnutella(implicit updatesemanticswith multipleversions),Freenet,andP-Gridnoother

P2Psystemprovidesdataupdates.P-Grid'sapproach[13] is themostsophisticatedoneamongthese

threesystems.Updatesin P-Grid areperformedby locatinga responsiblepeer�rst asdescribed
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abovefor datainsertionandthenspreadingthis informationamongits replicas.For this P-Griduses

a hybrid push/pullalgorithm[13]. Thepushphaseusesa low overheadgossiping(epidemic/rumor

spreading)algorithmto convey theupdateto onlinereplicaswith high probabilityandlow latency.

Any replicacomingonline,or replicathathasnot receivedupdatesfor a given latency conductsa

pull to obtainthemissedupdates(actuallyweuseaprobabilisticquorumwith effectssimilar to anti-

entropy usedin distributeddatabases).In [13] we have shown that suchan approachwill scaleto

largenumberof replicas(evenbeyond100-1000),andcanwork in highly unreliableenvironments,

for example,even if only
	����

of the replicasare online. Not surprisingly, for the probabilistic

guaranteesto hold in suchunreliableenvironmentsamoderatelyhighreplicationfactor(e.g.,100)is

needed.

Delete: No P2Psystemaddressesthisexplicitly at themoment.However, deletioncanbeseenasaspecial

caseof dataupdateandsimilarmechanismscanbeapplied.

Network maintenance: Peersmaychangetheir IP addresses,for example,becausethey movedor got a

temporaryaddressassignedvia DHCP. While this is not a problemin unstructuredP2Psystems,it

is critical in structuredP2Psystemssincethe routing tableswill be rendereduselessin this case.

In [14] we demonstratethat P-Grid canbe usedas a self-containedand self-healingdirectory to

addressthis issue.Thebasicideaof theapproachis thateachpeerinsertsa (replicated)mappingof

auniqueidenti�er to its currentlocation(IP address)andupdatesthismappingeverytimeit changes

locationor becomesonline again. The routing processthusexploits the uniqueidenti�ers instead

of thechangingIP addresses.Thealgorithmsusedfor thatareef�cient (provenanalyticallyandby

simulations)andhaveself-healingcapabilities.Also they guaranteesomesecurityagainstdistributed

denialof serviceattacksandimpersonation.Thedirectorycanadditionallybeusedasadecentralized

publickey infrastructure[12] similartoPGPbut overcomingsomeof PGP'sproblems.ThusP-Grid's

routingis successfulwith averyhigh probabilityevenif many peersareof�ine or changelocation.

8 Simulation results

Thissectionpresentsthemostimportantexperimentsweperformedto justify ourclaimsandillustratesthe

behavior of thesystemif thealgorithmsdescribedabove areapplied.Thesimulationsaimedat verifying

theabstractpropertiesof thealgorithmspresentedin theprevioussections.Thereforethey donot consider

the modellingof a physicalruntimeenvironment,with differentnetwork topologies,communicationla-

tenciesor heterogeneityof processingandstoragecapacityof nodes.All simulationsareimplementedin

Mathematica4.2.
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8.1 Optimizing Replication Factor Balanceduring StorageBalancing

This simulationconcernstheconstructionof a P-Grid from scratchandhow to maintainlocal andglobal

load balancesimultaneously. Even thoughlocal andglobal load balancingcanbe in con�ict with each

other, asshown in Section4, this trade-off canbealleviatedby choosinga propersplitting strategy while

extendingpathsasdiscussedin Section5: Whenpeerswith thesamepathinteractthey havethepossibility

to immediatelyextendtheir pathsby splitting thekey space.A betterapproachis to reducethesplitting

probabilityandto performpathextensionspreferablybetweenpeerswhosepathsareof differentlengths

andarein apre�x relation.Thisnaturallyslowsdown theconstructionof theindexing structure,but results

in a betterreplicationdistributionandthusreducesthesubsequentefforts for re-balancing.

To demonstratetheeffectivenessof thisstrategy wehaveconductedthefollowing experiment:Westart

with 256peerswhosepathsareemptyandstore50 dataitemseach,selectedfrom a datasetthat is Zipf-

distributed.Moreprecisely, in thedatasettheprobabilityfor a datakey to occurincreaseswith thesizeof

thekey (i.e., thedistribution function is correlatedwith theorderingof thekeys). For sucha distribution

we canexpectthemostunbalancedtreestructuresandthereforethey aremostlikely to bedif�cult cases

to address.Thenthepeersperformexchangestill theindexing structurestabilizes.No re-balancingusing

Algorithm 6 is performed.Theresultsof thisexperimentareshown in Table3.

�

*

��>

�

F Exchanges ReplicationMeana ReplicationStandardDev.b ReplicationMax.c

0.05 40,000 3.32 1.82 10
0.1 35,000 3.20 1.99 9
0.5 20,000 3.55 3.39 21
1.0 20,000 3.28 3.94 23

ameanof thereplicationfactorsof thedifferentpaths
bstandarddeviation of thereplicationfactorsof thedifferentpaths
cmaximumreplicationfactorof apath

Table3: In�uence of splittingprobabilityonreplicationandpathvariance

The differentnumberof stepsin the table is dueto the fact that if the splitting probability is higher,

it takeslessstepsfor thedatastructureto convergeto a stablestate.The increasingstandarddeviation of

replicationfactorswith increasingsplit probability clearly illustratesthe advantageof our strategy. Also

themaximumreplicationfactor(anoutlier) is substantiallyreduced.

8.2 Optimized Parameter Setting for Statistical Sampling

In thisexperimentweexploretheparametervaluesfor theprobabilityof changingpeerpaths� �

L �
�

andthe

samplesize � neededfor obtaininga valid statisticalestimatewhenglobally rebalancingreplicationusing

Algorithm 6 (
	

���Q\

�

�BO ����� ). � �

L �#�

canalsobeseenasa dampingfactorhere.Generallywe canexpect

thathighervaluesof � �

L �#�

leadto moreoscillatorybehavior, asdo lower valuesof � . On theotherhand

low valuesof � �

L �#�

andhigh valuesof � substantiallyslow down convergence.So a goodcompromise

needsto befoundto provideoptimalbehavior.
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Theexperimentalsetupis asfollows: We generatea P-Grid randomly. Thenumberof differentpaths

in this P-Gridis 20 with replicationfactorsfor pathschosenrandomlyanduniformly from
�

	
���

�

� �

. Then

statisticalinformationfor balancingis gatheredby initiating peerrandominteractions(asin Algorithm 1
�

J

N

� �Q\

�

� , thoughnorestructuringoperationsareperformed)andaftereachupdateof statisticsbothpeers

performAlgorithm 6
	

���Q\

�

�BO ����� . Thisis performedfor
	
� � �

� rounds,where� is thenumberof peers,

for eachcombination � �

L �%���

� # �

� �

<

	 � % � �

<

� % � �

<

% � 	 �

�
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. Weusetheabsoluteandrelative

decreaseof the varianceof replicationfactorsfor the differentpathsasa measurefor the quality of the

parameters.Fromthis initial experimentwe coulddeterminethatvaluesof � �

L �7�

of
�

<

�&%

and
�

<

%

perform

signi�cantly betterthantheothers,with a slightadvantagefor
�

<

%

, andthata valueof �

��	��

providedthe

bestresults.

In a secondphasewe performeda more thoroughevaluationof a reducedsearchspacetaken from

theparametercombinations
���

<

�&% �

�

� % � 	���� ��� �

and
���

<

	 � % � �

<

�&% � �

<

%��

�

� 	�� �

, by running10 repeated

experimentsfor eachcombination.Therelativedecreasesof variancecanbetakenfrom Table4:

Experiment � �

L �
�

s Variancedecrease(rel) Standarddeviationa

1 0.125 10 0.402992 0.173949
2 0.25 10 0.410525 0.169879
3 0.5 10 0.413688 0.112806
4 0.25 5 0.51176 0.147114
5 0.25 10 0.339744 0.124764
6 0.5 20 0.521321 0.135214

aStandarddeviation of variancedecreaseover 10experiments

Table4: Decreaseof varianceof replicationfactorsfor differentparameters� �

L �
�

and �

Thoughthedifferencesarenot verysubstantial(which alsoshowsthatthemethodis fairly robustwith

respectto choiceof parameters)we will use� �

L �%� � �

<

�&%

and �

� 	
�

asobtainedin experiment5 since

theseparametersrendera slightly betterresultthantheothers.Thevalueof �

��	
�

is alsoin line with the

analyticalresultsthatwe havementionedin Section6.1.

8.3 Scalability of Replication Factor Balancingwith Respectto TreeSize

In thisexperimentweexploretherelationshipbetweenthenumberof differentpathsin aP-Gridandtherate

of convergenceof theglobalreplicationbalancingalgorithm.Sincetheexpecteddepthof thetreestructure

growslogarithmicallyin thenumberof pathsandtheeffort of balancingis expectedto grow linearly in the

treedepth,we expectedto observe a logarithmicdependency betweenthenumberof differentpathsand

therateof convergencewhenperformingbalancing.

Theexperimentalsetupis asfollows: First we randomlygenerateP-Gridstructureswith a numberof

pathsin the interval
�

�

a ���

� �

� �

, for �

� � 	������ ���




���

�

���

(we useaninterval to generatea P-Gridwith

thepropertiesdesiredfor theexperimentmoreeasily). ThegeneratedP-Gridsaretypically not balanced.

Thenwe generate� �

�

	
� �

�

� �

replicasfor eachpathuniformly randomlyandrun thebalancingprocedure
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asdescribedin Section8.2 (without restructuringtheP-Grid)
% � �

� times,i.e. on averageeachpeeris

expectedto participate100timesin anexchangeoperationfor updatingstatisticsanddecidingwhetherto

changeits path. The decisionparametersusedare the onesdeterminedasbeingoptimal in Section8.2

(� �

L � � � �

<

� %

and �

� 	
�

). For eachvalueof � the experimentis repeated5 times. At the endof the

experimentthe reductionof the varianceof the replica frequencies(replicasper path) is determinedas

comparedto theinitial variance.Thisvalueweconsiderasa measurefor therateof convergence.

Figure4 showsthemeanvaluesandstandarddeviation(aserrorbars)of theexperimentresults,i.e.,the

meanvaluesof the reductionof variancesof replicafrequenciesandtheir associatedstandarddeviations,

for the experiments
C � 	 �

<�<�<

�


 , with �

� 	
� � �

A . As the x-axis is a logarithmic scalethe result

clearlydemonstratesthat theexpectedlogarithmicdependency betweenthenumberof pathsandtherate

of convergenceexists.

Figure4: Varianceof replicationfactorsafterexperiment

8.4 Scalability of Replication Factor Balancingwith Respectto Replication Factor

In this experimentwe explore the relationshipbetweenthe numberof replicasper pathand the rateof

convergenceof theglobal replicationbalancingalgorithm. We canexpectthat theminimal varianceob-

tainedafter thebalancinghasconvergedincreaseslinearly in thenumberof replicas,andthat the rateof

convergenceis independentof thenumberof replicasperpath.

Theexperimentalsetupis asfollows: We generatea P-Grid randomly. Thenumberof differentpaths

of this P-Gridis 20. Thenwegeneratein eachexperiment
C

anincreasingnumberof replicasby choosing

uniformly randomlythenumberof replicasfrom the interval
�

C

\

�

�

C

\

�

. Thenthebalancingprocedureis

performedfor
	
� � �

� roundsasdescribedin Section8.2.Thedecisionparametersare� �

L �
�

� �

<

	 �&%

and

�

� %

. For eachvalueof
C

theexperimentis repeated5 times.

Figure5 shows theresultingvarianceof replicationfactorsaftertheexperiment.The�gure shows the

meanof thevarianceafter5 experimentsfor eachvalueof
C ��	 �

<�<�<

�

� . We includedthelinearregression

function for the meanvalues. The error barsshow the standarddeviation of the variancevalues. The

resultsupportsour assumptionof a lineardependency of thevariancein thestablestateandthenumberof

replicas,thoughtheerroris fairly largefor highervaluesof
C

.
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Figure5: Varianceof replicationfactorsafterexperiment

Figure6: Ratiobetweeninitial and�nal variance

Figure6 shows theratio betweenthe initial varianceof replicationfactorsandthevarianceat theend

of theexperiment.Actually theconvergencerateappearsto slightly improvefor higherreplicationfactors.

Thismight resultfrom thepossibilityof a more�ne-grainedadaptationwith higherreplicationfactors.

8.5 Scalability of Combined StorageLoad Balancing and Replication Factor Bal-
ancing

In this experimentwe explore the combinedbehavior of local storageload balancingby extendingand

retractingpathswhile at thesametime performingglobal replicationfactorbalancingby changingpaths

basedon the statisticsgatheredby the peers.This is the ultimategoal of the load balancingmethodwe

propose.We havetwo mainquestionsin mind whenperformingthisexperiment:

1. How adaptive is themethod?Canit adaptto changingloadsituationsin general?

2. Doesthe methodscalewith the numberof peerswhenall balancingoperationsareperformedsi-

multaneously. We have seenthat eachof the methodsfor local andglobal load balancingscales

individually, but we want to verify that scalability is maintainedalso if all mechanismsare inte-

grated.

To performtheexperimentwe usedthefollowing setup:We generatea syntheticP-Gridwhich is not

necessarilybalanced.Thereplicationfactoris randomlyselectedasbefore. Thenwe generatea dataset
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that is Zipf-distributed,suchthat the distribution function is correlatedwith the orderingof the keys as

in Experiment8.1. Thedatais thendistributedover thedifferentpeerssuchthateachpeerholdsexactly

thosekeys thatpertainto its currentpath. Thusthedataloadof thepeersvariesconsiderably, andsome

peershold temporarilymuchmoredataitemsthantheir acceptedmaximalstorageload would be. Then

thealgorithmsfor pathadaptationandpathchangesareperformedby initiating theexecutionof Algorithm

1 amongrandomlyselectedpairsof peers. After eachexchangethat two peersperform, they also test

whetherthey shouldperformachangeof theirpathby executingAlgorithm 6 individually. Theexperiment

shows thatbothof thequestionsposedabove canbeansweredpositively. Themethodis highly adaptive,

evenfor suchanextremecase,andit scalesin thesizeof thepeerpopulation.

In thefollowing we give thedetailedresults.We generatedP-Gridswith �

� 	
� ��� ���




���

�

�

pathsand

chosereplicationfactorsfor eachpathfrom
�

	����

�

� �

(thusfor �

�

�

�

thepeerpopulationwasof sizeabout

1600).Thevalue H

*

F��-�
� waschosenas50andthedatasetconsistedof approximately3000datakeys.

To demonstratethescalabilitywe executedthesamenumberof roundsperpeerfor eachsetting.We

choseanaverageof 382exchangeseachpeerperformed,whichwassuf�cient to reacha fairly stablestate

of theprocess.After thiswe took themeasuresshown in Table5.

Numberpeers Numberpaths Replicationvariancea Datavarianceb

initial �nal initial �nal initial �nal
219 10 43 55.47 3.92 180,338 175
461 20 47 46.30 10.77 64,104 156
831 40 50 40.69 45.42 109,656 488

1568 80 62 35.80 48.14 3,837 364

aVarianceof thereplicationfactorsfor thedifferentpaths
bVarianceof thenumberof dataitemsstoredperpeer

Table5: Resultsof thecombinedbalancingmethod

The �gures show that the re-balancingwassuccessful.More preciselywe have to look at the vari-

ancesof dataloadandreplicationfactorsin orderto measurethequality of loadbalancing.A numberof

observationscanbederivedfrom theseresults:

1. In all casesthedatavariancedroppedsigni�cantly.

2. The�nal varianceof replicasperpathis increasingwith thenumberof paths.Two factorsexplain

this increase.First, andmoreimportantly, thenumberof replicasperpeeris higher(differentto the

initial situation)sincethenumberof pathsis reducedasaresultof theadaptationof thetreestructure.

As we have alreadyseenthis leadsto a higherexpectedvariance.Secondly, a slight increaseis due

to the highernumberof pathsandthusthe highernumberof stepsit takesto convergeto a stable

state.

3. The initial datavariancevariesheavily. It dependson the degreeto which the randomlychosen

P-Gridandthedatadistribution alreadymatched.Fromthecase�

�




�

we might deducethat this
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hasalsoa substantialimpacton theconvergencespeedsincemorerestructuringhasto take place.

Actually, after doublingthe numberof interactions,in that case,the replicationvariancedropsto

20.93,which is anexpectedvalue.

4. The numberof interactionsis a substantialfraction of the total sizeof the peerpopulation,even

in the case�

�

�

�

. We attribute this to a high constantfactor involved in performingthe load

balancingsinceall mechanismaredesignedto scalelogarithmicallyin thenumberof differentpaths.

Furtherexperimentsarerequiredto con�rm this, but the currentsimulationenvironmentdoesnot

supportsubstantiallylarger experiments.Onehasto considerthat a singleexperimentsimulating

300kinteractionstakesapproximately1 full dayof simulationtime.

8.6 Search Ef�ciency

In thefollowing experimentwe verify whethertheresultfrom Theorem2 alsoholdsfor themoregeneral

P-Gridsoccurringin practice.In particularP-Gridsthatarenot pre�x-free, wherepeersmaintainmultiple

references,andreplicasoccur.

In this experimentwe constructedP-Gridsfor peerpopulationsof �

� � ���




���

�

� � 	�� �

usingthe ex-

changealgorithm
�

J

N

���K\

�

� . ThedatadistributionwasZipf-lik ewith probabilityof occurrencemonoton-

ically increasingwith thedatakey. ThustheresultingP-Gridsareheavily unbalanced.For example,in the

case�

� 	�� �

thepathlengthsvarybetween4 and8 (not consideringpeershaving pre�xesof otherpeers'

paths).Dueto replicationthenumberof differentpathsof theP-Gridswerelower thanthesizeof thepeer

population,namely�

����� ��% % � 	 �


 .

We performed1000searchesandcomputedmeanandstandarddeviation of thenumberof messages

usedfor thesearches(all searchesterminatedsuccessfully).We give theresultsin Figure7.

Figure7: Experiment4

We alsoincludedinto the�gure thecurvesfor thefunction � ��


.

5

�

9

;

, whichprovidesa lowerboundasit

is theexpectedsearchcostin a fully balancedtree,andthefunction � � �$ ?J # which is theupperboundthat

we determinedin Theorem2 for a subclassof all P-Gridswhich arehighly unbalanced.The simulation
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showsthattheeffectivesearchcostis betweenthesetwo boundsasweexpected.

9 Implementation

Weareimplementingthealgorithmspresentedin thispaperin Javaresultingin ourP-Gridsoftware.A �rst

implementation,basedon earlier(somewhatsimpli�ed) versionsof thealgorithms[1, 6] presentedin this

paperhasalreadybeencompleted.In this sectionwe will providea brief overview of this implementation

andsomeinterestingexperienceswe madewhenmakingabstractalgorithms,asintroducedin this paper,

suitablewithin a practicalimplementation.The systemimplementationaspectsandthe observationswe

madecanbeexpectedto remainvalid whenwe will upgradethesystemto themorerecentversionsof the

algorithmswehave introducedin this paper.

Up-frontourmainexperiencegainedfrom theimplementation:Large-scalesystemssuchasP-Gridre-

quirethoroughtheoreticalfoundations(analyticalevaluationsandsimulations)but to thesameextentneed

to be implementedandtestedin practice. In the courseof the implementationmany situationsoccurred

in which the implementationof theoreticallysoundandef�cient algorithmsfor constructingan overlay

network requiredsolutionsto variouspracticalissues,suchasvariablenetwork delays,threadscheduling,

andmemoryconsumption.

A key issuefor theimplementationof P-Gridconstructionandmaintenancewasthedesignof protocols

for exchangingadministrativeinformationanddataaccordingto thedistributedalgorithmsdescribedin this

paper. The�rst versionof theprotocolwasdesignedasa simplerequest-replyprotocol:Onepeersendsa

requestto anotherpeer(e.g. to performthe
�

J

N

���Q\

�

� algorithm)andincludesthenecessaryinformation

(path,routing tables,datakeys) into the request.The receiver in turn returnsits information. After this

exchangethepeersarecompletelyawareof eachothersstateandcanindependentlyperformtheprocessing

pertainingto their own state. This protocolhadtwo problems:(1) The amountof datatransferredwas

excessively high causinghigh network bandwidthconsumptionandprocessingcostand(2) inconsistent

statechangescouldoccurif onepeerfailedwhile processingresultingin corruptedroutingtablesanddata.

Problemnumber(1) wasaddressedby extendingtheprotocolwith an initial invite messageallowing

the receiving peerto decidewhich dataactuallywill be requiredin the processing.For example,data

not pertainingto the pathof the inviting peercould in many situationsbe ignoredandneedsnot to be

exchanged.This reducedthemessagetraf�c dramaticallyin particularaftertheP-Gridstabilized.

To provide a portablesystemwe decidedto useXML asthe presentationlanguageof the protocol's

messageswhich would allow other implementorsto provide peersoftware of their own that would be

compatible.Weexperiencedthatthesizesof themessagesin theoriginalprotocolcouldbecomequitelarge

dueto themassiveoverheadinvolvedbyXML. Additionally theXML parserwasamajorsourceof memory

consumptionwhen the DOM treewasbuilt up in memorywhich againharmedthe performanceof the

system.We solvedtheseproblemsby implementinga tiny XML parsertailoredtowardsour requirements
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andby usinga zip-compressedprotocolwhich further decreasedthe bandwidthconsumptionto a small

fractionof thesizedin theoriginal implementation.

Problemnumber(2) wascausedby failing peersasany real-world P2Psystemhasto dealwith limited

availability of peersandfrequentpeerfailuresandwasmoredif�cult to tackle. If a peerfails during the

exchangeprocessthismayleavethesystemin aninconsistentstate,for example,if thepeershadagreedto

extendthepathbut onepeerfailsbeforedoingso. In otherwordsour problemwasto guaranteeconsistent

statechangesof thecommunicatingpeers.Theproblemwassolvedby theabovementionedinvite message

anda timeout-mechanism:If the interactiondoesnot completein time it is consideredto have failedand

its effectsareundone.

Most descriptionsof P2Psystemsmake theassumptionthat theusersknow somepeerto serve asthe

pointof �rst contactto join theP2Psystem.However, thisassumptiondoesnothold in practiceandout-of-

bandmechanismshave to beprovidedto achieve this. For example,in Gnutellathelists of Gnutellahosts

availablefrom variouswebservers.Our �rst approachof hard-codingsomepeerswhichareguaranteedto

beonlineclearly failedbecausethis approachintroduceda biasinto theconstructionof theP-Grid. Thus

we usedthefollowing strategy which hasprovensuccessful:whena peerinitially contactsthenetwork it

selectsfrom routingtablesof peersalreadybeingonlinerandomentriesandperforms�x edlengthrandom

walks. The endpoint of the randomwalk is chosenasthe initial entry point for the P-grid construction

process. We have simulatedand implementedthis strategy and shown that it is ef�cient and provides

a suf�cient degreeof randomization.For later contactsthe peercollectsa large peerbaseto randomly

choosefrom throughthis strategy andmaintainsa list of �dget peers.A secondpurposeof the�dget peer

list is thatwe useit asa meansto increasefault toleranceandprovideP-Gridwith additionalself-healing

capabilities.In extremecases“holes” in theroutingtablemayoccurdueto network separationsor extreme

peerfailures. In suchcasesthe �dget peersareusedfor randomwalk searchesto satisfysearchrequests

andrepairthe routing tablesdespitethe badnetwork situation. This approachwassimulatedandworks

well in theimplementedsystem.

Typical DHT overlaynetworksexclusively supportexact matchquerieswhich is insuf�cient assoon

askeys bearadditionalsemantics.SinceP-Griddoesnot requireuniform hashingof keys to achieve load

balance,it allows to supportpre�x respectively rangequeriesdirectly. For applicationsusingsubstring

searchon the indexed datakeys, astypically donein �le sharingapplications,this possibility satis�esa

minimal requirement.In addition,we implementeda full substringsearchcapabilityby extractingand

indexing all suf�x es from the datakeys. This was also a good test for demonstratingthat our P-Grid

implementationperformswell underlargerdataloads.

Not unexpectedamajoreffort in theimplementationwentinto optimizationsof thesoftwareitself. Af-

ter we hadsolvedtheproblemsdescribedabove we still werefacedwith severeinef�ciencies dueto Java

asthe implementationplatform. Among otherswe experiencedextremememoryconsumption,memory

leaks,inappropriategarbagecollectionbehavior, andthreadingproblemssuchasblockingrequeststhough
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wehadusedsophisticatedandwell-testedlibrariessuchasDougLea'sexcellentlibrary for multi-threading.

It tookusaconsiderableeffort to pro�le thesystemandtrackdown thecausesfor theproblemsweexperi-

encedand�nally we endedup with re-implementingmajorpartsof thesystemto eliminateinef�ciencies.

In factwe hadto breakour textbook-cleandesignin someareasto getaroundsomeof theproblems.The

resultingimplementationis stablenow andconsumesratherlow memory, CPU,andbandwidthresources.

To provide an impressionof the software we show two major functionalitiesof the graphicaluser

interfacebelow. The basiclayout idea of the GUI was taken from the Limewire Gnutellaclient (http:

//www.limewire.com/but recoded.Figure8 shows thesearchinterfacewheretheusercanenterqueriesto

P-Gridandreceivesthe resultinghits (both in theP-GridandtheGnutellanetwork becausethesoftware

canconnectto bothnetworksin parallelto simplify migration).

Figure8: SearchGUI

To optimizethe searchresultsthe usercanprovide qualitative requirementssuchasminimum speed

of theansweringpeeror whetherthequeryshouldbea sub-stringsearchor only applyto full words.The

searchresultsin turnprovidequality-of-service(QoS)feedback(e.g.,loadof therespondingpeer)andcan

be�ltered to allow theuserto selecta fastpeerfor download.Downloadscanbeinitiatedvia a one-click

operationfrom this window. Thestatusinformationat thebottomof thewindow providestheuserwith a

roughstateof thecurrentlyconnectednetwork.

A moredetailednetwork stateis provide in the network tab of the GUI which is shown in Figure9.

Heretheuserseesthelocal pathof thepeerandits routingtable,i.e., thepartsof theoverall treeit knows

about. For eachof the peersin the routing tablesomestatusinformation is provided. Additionally the

screenshotshows the stateof Gnutella(top) network the peeris currently participatingin. In fact the

softwarecanincludearbitraryP2PsystemsbesidesP-Gridundera singleGUI andGnutellawasincluded

asa proof-of-concept.
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Figure9: Network statusGUI

10 RelatedWork

A detailedoverview andclassi�cation of currentapproachesfor P2Psystems(structured,unstructured,

hierarchical)is given in [4]. In the following we focuson themorespeci�c issuesof loadbalancingand

replicationin P2Psystems.

For datareplicationin P2Psystemswe candistinguish� ve differentmethodsthat areemployed de-

pendingon themechanismto initiate thereplication(partiallyaccordingto theclassi�cationfrom [19]):

Owner replication: A dataobjectis replicatedto thepeerthathassuccessfullylocatedit throughaquery.

This form of replicationoccursnaturallyin P2P�le sharingsystemssuchasGnutella(unstructured),

Napster(hierarchical),andKazaa(super-peers)sincepeersimplicitly make availableto otherusers

thedatathatthey havefoundanddownloaded(thoughthis featurecanbeturnedoff by theuser).

Path replication: A dataobject is replicatedalongthe searchpaththat is traversedaspart of a search.

This form of replicationis usedin Freenetwhichroutesresultsbackto therequesteralongthesearch

pathin orderto achievea dataclusteringeffect for acceleratingfuturesearches.Thisstrategy would

alsobeapplicableto unstructuredP2Pnetworksin orderto replicatedatamoreaggressively.

Randomreplication: A dataobjectis replicatedaspartof a randomizedprocess.For unstructurednet-

worksit hasbeenshown thatrandomreplication,initiatedby searchesandimplementedby selecting

randomnodesvisitedduringthesearchprocess,is superiorto ownerandpathreplication[19].

Controlled replication: Here dataobjectsare actively replicateda pre-de�nednumberof times when

they are insertedinto the network. This approachis usedin stronglycoupledP2Pnetworks such

asChord[24], CAN [22], andPastry[23]. We candistinguishtwo principal approaches:Either a
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�x ednumberof structurednetworks is constructedin parallelor multiple peersareassociatedwith

thesameor overlappingpartsof thedatakey space.This approachdoesnot adaptreplicationto the

changingenvironmentwith variableresourceavailability.

Adaptive replication: Here the replicationprocessaims at uniformly exploiting the storageresources

availableat peerswhile alsotrying to achieve uniform distribution of the replicasof a dataobject,

i.e., for eachdataobjectapproximatelythesamenumberof replicasexist. This is theapproachused

in P-Grid.

Replicationof index informationis appliedin structuredandhierarchicalP2Pnetworks.For thesuper-

peerapproachit hasbeenshown that having multiple replicatedsuper-peersmaintainingthesameindex

informationincreasessystemperformance[25]. StructuredP2Pnetworks typically maintainmultiple en-

triesfor thesameroutingpathto havealternativeroutingpathsathandin casea referencednodefails.

With respectto loadbalancingin structuredP2Psystems(DHT basedsystems)only afew recentworks

havebeenreported.

Systemsthatapplyuniformhashing,i.e. donotexploit thestructureof thekey spacein thesearch,have

to dealwith only moderateloadbalancingproblems,astheimbalancewill beof order �  � � �  ?\!# # [21]. For

non-uniformlydistributeddatakeysweproposedin [6] anorderpreservinghashingfunctionbasedondata

samplingto improveloadbalance,but thisapproachis only applicablewith fairly stableloaddistributions.

A load balancingstrategy for DHTs basedon Chord is proposedin [8]. In order to provide load-

balancing,multiple (aconstantnumberof) hashfunctionsareusedinsteadof only one,andmultiplepeers,

eachcloseto onesuchkey generatedis chosen.Then,amongthesemultiple possiblepeers,theonewith

leastload storesthedataitem, while the othersstorea pointerto this peer. Sinceeachdataitem creates

differentsetsof hashedkeys,essentially, redirectionsneedto bemaintainedfor eachdataitem. Thismeans

that theschemedoesnot scalein thenumberof dataitems.As a furtheradaptation,if a particularpeeris

overloaded,it transfersthedatato oneof the redirectingpeers,andaddsa redirectingpointeritself, thus

increasingthenumberof redirections.Theintroductionof thesemechanisms(redirections)imply that the

Chord'soriginal searchalgorithmno longerworksin itself. Essentially, theapproachendsupmaintaining

multiple Chordoverlaysin the samephysicalpeers,andtheseChordnetworks are interconnectedin an

unpredictablemanner, runningrisk of loosingits ef�ciency.

In [27], anextensionof CAN, namelye/CANis proposedwhichusesshortcuts(so-calledexpressways)

for forwardingqueriesto non-neighboringzones. The resultingaccessstructureis essentiallya binary

searchtreewhich resemblestheP-Grid's underlyingaccessstructure[1]. Comparedto CAN, in e/CAN

queriesarefasterandtheindividualpeerloadfor forwardingquerieshasbeenshown to bemorebalanced,

asit is thetypical behavior we haveshown for P-Grid.

In [21] a loadbalancingschemefor Chordis introducedthat is basedon thenotionof virtual servers.

Eachphysicalnodecansupportmultiplevirtual servers.For overloadednodesseveralstrategiesfor moving
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virtual serversto underloadednodesarediscussed.Nodesareresponsibleto split thedataspaceto keepthe

loadof eachvirtual serverbounded.Thesplittingstrategy is similar to thesplittingusedin ourstorageload

balancingstrategy, however, thiswork doesnotconsidertheeffectsonreplicationnoronsearchef�ciency.

Theauthorsmentionthattheremightbenegativeeffectsonsearchef�ciency with their approach.

Substantialwork on distributeddataaccessstructureshasalso performedin the areaof distributed

databaseson scalabledataaccessstructures,suchas[16, 17]. This work is apparentlyrelevant, but the

existing approachesapply to a differentphysicalandapplicationenvironment. Databasesaredistributed

over a moderatenumberof fairly stabledatabaseservers and workstationclusters. Thus reliability is

assumedto behigh andreplicationis usedonly very selectively [18] for dealingwith exceptionalerrors.

Centralserversfor realizingcertaincoordinationfunctionsin thenetwork areconsideredasacceptableand

executionguaranteesaremostly deterministicratherthanprobabilistic. Distributedsearchtrees[15] are

constructedby a full partitioning,not usingtheprincipleof scalablereplicationof routing informationat

thehighertreelevels,asoriginally publishedin [20] (with exceptions[26]). Nevertheless,we believe that

at the currentstagethe potentialof applyingprinciplesdevelopedin this areato P2Psystemsis not yet

fully exploited.

11 Conclusions

A key successfactorfor P2Psystemsis theirapplicationof theprincipleof resourcesharing,akey charac-

teristicsis their lackof centralcontrol. In thispaperweproposedacompletesolutionapproachfor enabling

fair andef�cient resourcesharingfor structuredP2Pnetworks.Theapproachincludesthedistributeddata

structuresandalgorithmsfor supportingef�cient search,self-organizingloadbalancingmechanisms,their

evaluationusing simulationand a practical implementation. We both enablefair distribution of work-

load by local load balancingaswell asoptimizedusageof availableresourcesby global loadbalancing.

Theinfrastructureintroducedin this paperis intendedasa basisfor higher-level servicesin P2Psystems,

in particularfor enablingtrustedinteractions.Examplesof suchdecentralizedserviceswe arecurrently

investigatingareidentitymanagement,reputationmanagementanddocumentranking.
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