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Abstract

Structuredpeerto-peer(P2P)systemareconsideredsthe next generatiorapplicationbackboneon
the Internet. An importantproblemof thesesystemds load balancingin the presencef non-uniform
datadistributions. In this paperwe proposea completelydecentralizeanechanisnthatin parallelad-
dresses local and a global load balancingproblem: (1) balancingthe storageload uniformly among
peergparticipatingin the network and(2) uniformly replicatingdifferentdataitemsin the network while
optimally exploiting existing storagecapacity Our approachis basedon the P-Grid P2Psystemwhich
is our variantof a structuredP2Pnetwork. Problem(1) is solved by directly adaptingthe searchstruc-
ture to the datadistribution. This may resultin an unbalancedearchstructure,but we will shav that
the expectedsearchcostin P-Gridin numberof messagesemainsogarithmicunderall circumstances.
Problem(2) is solved by a dynamic,reactive balancingmethodbasedon samplingthe P-Grid structure.
Throughsimulationswe shav that our solution provides a scalableapproachto theseload balancing
problems Finally we discusdssueghathadto be addressetdeyondthetheoreticabspectsvhenimple-

mentingour approachaspartof a practicalP2Psystem.
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1 Intr oduction and motivation

Structuredpeerto-peer(P2P)systemsare consideredasthe next generatiorapplicationbackboneon the
Internet. They solve key-basedlookup of data, a basic problem of dataaccessusing a decentralized
approach.Most of the currentsystemsof this classare basedon a variantof the distributed hashtable
(DHT) approach2Q].

A practicalproblemencounteretby thesesystemss load balancing.Loadbalancings critical to sup-
port high scalability availability, accessibilityandthroughput.Poorload balancingmayin factgradually
transforma P2Psysteminto a backbone-baseslstemasit wasobsenedfor Gnutella[7].

For systemssupportingequality-basedookup of dataonly, the problemof non-uniformworkloads
may be circumwentedby applyingrandomizechashfunctionsto the datakeys, thusuniformly distributing
workload, both for storageand query answering.In combinationwith usingbalancedsearchstructures,
i.e., balancedlistributedsearchrees,suchanapproacHeadsto uniformload distribution amongthe par
ticipating peers. However, this approachs limited if further semanticof the datakeys is exploited, for
example,in the simplestcasewhenthe orderingof datakeysis usedin lookupsto supportpre x or range
queries.

Anotheraspecibf load balancingis uniform replicationof datato supportuniform availability. Typi-
cally this problemis tackledin currentstructuredP2Psystemdy controlledreplication,wherea globally
constantreplicationfactoris assumed Besidesintroducingglobal knowledgeinto the systemswhich is
undesirabldrom theviewpoint of decentralizatiomndpeerautonomythis approachalsolacksthe ability
to adaptvely exploit existing storageresourcesn anoptimalmanner

In this papemwe will introduceanapproachhattacklesthetwo load balancingproblemsidenti ed for
structured?2Psystemdrom the perspectie of storagdoadbalancing:we aim at distributing storagdoad
uniformly amongpeersandto exploit existing storagecapacityoptimally by uniformly replicatingdata
until the availablestorageds usedoptimally. The approachreliesexclusively on completelydecentralized
and thus self-organizedmethods. Randomizationis an essentiakelementin the proposedsolution. By
solving this importantsubproblenof load balancing(we are,for example,in this papernot considering
non-uniformqueryloadsor non-uniformdistribution of peerresourcesyve demonstratehe feasibility of
a complex load balancingstrategy in a completelydecentralizedettingand provide a working solution
applicableto mary practicalsettings.

Our approachis basedon a fundamentabbsenation that we make on distributed hashtables. The
costof lookup measuredn termsof messagesisedremainslogarithmiceven if the underlyingsearch
treestructureis not balanced Thus,a balancedlistributedhashtableis a sufcient conditionfor scalable
searchhut not a necessargne. This resultreliesessentiallyon the randomizatiorinherentin the routing
tablesusedto implementdistributed hashtables. We exploit this propertyby adaptingthe structureof

the DHT structuresuchthat storageload is balancedalso for non-uniformdatakey distributions. The
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resultingDHT maybearbitrarily unbalancedThiswill solvetheproblemof balancingstoragdoadamong
peers.In addition,allowing for unbalancedearchrees,we canmaintainthe orderingof keys within the
treestructures.Thuspre x andrangesearcheganbe directly supportedwhich constitutesanimportant
elementn exploiting semantic®f searctkeys for queries.

This approachis different, both from standardDHT approacheand classicaldatabaséndexing. In
standardDHT approachesiniform hashingleadsto the constructionof approximatelybalancedsearch
structuresandthusto anupperboundon searchcostderived from the depthof the searchtreeunderlying
the DHT construction However, ary orderingamongthekeysis lost. In databaséndexing, balancedlata
structuressuchas B-Treesare usedfor indexing to provide ef cient searchand maintainkey ordering.
However, adoptingdistributedversionsof suchsearctstructuresappearso be unsuitabl€or P2Perviron-
ments sincein theworstcaseoperationsouldaffectthewholenetwork (e.g.,splitting theroot of asearch
tree).

For uniform replicationwe introducean adaptve mechanisnto globally balanceworkload. Differ-
entto storageload, peerscannotdetectnon-uniformreplicationof datalocally. Thereforewe introduce
a sampling-basednethodto detectimbalanceandto dynamicallyadaptreplication. Thus datawill be
dynamicallyreplicatedwhile peersaim at usingtheir storagecapacityoptimally. An importantaspects
the mutual dependeng amongstorageload balancingand uniform replication. When peersattemptto
locally balancetheir storagedload they may compromiseglobally uniform replication. Thereforea main
contribtution of the paperis to achieve bothload balancinggoalsin conjunction.

Our approachor load balancingis basedon P-Grid[1, 6], our variantof a DHT. It essentiallydiffers
from otherapproachem the way peerscandynamicallyadoptanddecideduring operationwhich search
spacehey areresponsibléor, independendf their physicalidentity. In contrasto thestandarcdassumption
in structuredP2Psystemsthatpeersadopttheiridentity andthusthe searctspacehey areresponsibldor
beforethey enterthe network, in P-Grid peerscandecidedynamicallyduringinteractionswith otherpeers
which datathey becomeresponsiblgor. Thus peersalsocanchangetheir “searchspaceassignmentin
orderto performloadbalancingoperations.

P2Psystemsarecomplex computationabystemsin orderto establishpropertiesof suchsystemsone
hasto rely onvariousmethodsldeally analyticalresultsallow to establishtheir propertiesn full generality
However, for realisticsystemssuchresultsaredif cult to obtainandthusanalyticalresultsfrequentlyhave
to belimited to simpli ed situations.

In this papemwe will establishakey resulton ef cient searchn unbalancedP-Gridstheoretically Also
someof the load balancingheuristicsthat we introducedwill be generalizationsf algorithmsmotivated
by analyticalmodelsfor simpli ed situations. The generalvalidity of our algorithmswill, however, be
veri ed by simulationresultsdueto the compleity of the realistic target setting. Finally, we will also
take the stepfrom theoreticallysoundalgorithmsto practicalimplementationsvhich will uncover someof

technicalissuego be encounterediponimplementinga real-world structured®2Psystem.
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Only few approachesnloadbalancingn structuredeerto-peersystemsarecurrentlyreportedn the
literature.They typically startfrom standardDHT approacheandintroducealgorithmsandauxiliary data
structuresa-posteriorito remedyload imbalance. Thougha completecomparisoris not feasibleat this
pointwe believe thatsuchapproachesuntherisk to sacri ce the ef ciency of theoriginal accesstructure
in the presenceof frequentchangesdn the datadistribution asall structuraladaptationsare additive in
nature.

Anotherclassof approachetriesto tacklethe problemthroughthe applicationof economicmodels.
Theseapproachearebasedon someform of virtual curreny thatcanbe earnedhroughservice/resource
provision andis spentif services/resourceme consumed.We considerthis classof approachesascom-
plementaryto our work and we ervisageto employ economicmodelsin our approachfor the caseof
non-uniformpeerresourcegndnon-cooperatie ervironments.

Conceptuallyclosestto our approachwe considerFreenef9, 10]. It exhibits alsodynamicload bal-
ancingstratejies,ef cient searchandprovidesa practicalimplementationThe maindifferenceis thelack
of ary theoreticafoundationsfor the heuristicsusedin Freenetand potentialperformanceroblemsthat
(probably)only canbe solved by non-scalableesourceconsumptior5].

This paperis structuredasfollows: Section2 givesthe basictheoreticde nitions of P-Grid's struc-
ture. Section3 provesthat P-Grid will work ef ciently evenfor skewed datadistributionsandprovidesa
worst-casescenaricand bound. Section4 de nes the problemsof storagdoad andreplicationbalancing
theoreticallyandgivesa motivating exampleto explain the problemsand our goals. Section5 describes
the storagdoad balancingalgorithmand Section6 presentghe algorithmto achieve uniform replicadis-
tribution. Section? brie y describe$-Grid's basicoperationandSection8 thenputseverythingtogether
anddiscusseshe resultsof our simulationsfor the integratedalgorithmwhich justify our claims. Since
P-Grid exists assoftwarewe provide someof our experiencesn mappingour theoreticalapproachesnto
arunningimplementatiorin Section9. Sectionl0 relatesour approactto otherapproachem theareaand

we nally draw ourconclusionsn Sectionl1.

2 The P-Grid data structure

P-Gridis a distributeddatastructurebasedon the principlesof distributedhashtables(DHT) [20]. As ary
DHT approachP-Gridis basedntheideaof associatingpeerswith datakeysfrom akey space . Without
constraininggeneralapplicabilitywe will only considetbinary keys in the following. In contrasto other

DHT approachesve donotimposea x edor maximallengthonthekeys,i.e.,weassume

In the P-Grid structureeachpeer is associateavith a binary key from . We denotethis
key by andwill call it the pathof the peer This key determineavhich datakeys the peerhasto
managei.e.,thekeysin thathave aspre X. In particularthe peerhasto storethem.In orderto

ensurehatthecompletesearchspaceas coveredby peerswe requirethatthesetof peers'keysis complete
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Thesetof peers'keysis completeif for every pre x of thepathof apeer thereexistsapeer such
that or thereexistpeers and suchthat isaprex of and isa
pre x of . Naturallyoneof thetwo peers and will be itself in thatcase.Completeness

needgo be guaranteetby the algorithmsthat constructandmaintainthe P-Grid datastructureandwill be
introducedn Section5.

We do not excludethe situationwherethe pathof onepeeris apre x of the pathof anothempeer This
situationwill occurduringthe constructiorandreomganizatiorof a P-Grid. However, ideally this situation
is avoidedandary algorithmfor maintaininga P-Grid shouldeventuallycorvergeto a statewherethe P-
Gridis pre x-free i.e.,for peers and wehave , Where

denoteghepre x relationshipamongstrings and

We alsoallow multiple peerdo sharehesamepaths,n thatcasewe call thepeerseplicas. Thenumber
of peersthat sharethe samepathis calledthe replicationfactor of the path. Replicationis importantto
supportredundang andthusrobustnesf a P-Grid in caseof failuresandto distribute workload when
searchingn a P-Grid.

For enablingsearchepeersmaintainrouting tableswhich are an essentiaconstituentof the P-Grid

structure. The routing tablesare de ned as (partial) functions with the
properties

1. is de ned for all and with

2. with
where for

For thesameassociatiorf peerswith paths differentP-Gridscanbe obtaineddependingnthechoice
of . An importantobsenation of which we will make uselater relatesto the fact thatin this
de nition thechoicesof thesets areindependentor different and

Having multiple referencesit eachlevel againis necessaryo guarante@obustnes®f the datastruc-

ture. We denoteby the maximumnumberof referencesnaintainedat eachlevel. The search
algorithmfor locatingdatakeys indexedby a P-Gridis de ned asfollows: Eachpeer is associ-
atedwith alocation (in the network). Searchesanstartatary peer Peer knows thelocationsof

thepeergeferencedy , but notof otherpeers.Thusthefunction providesthenecessary

routinginformationto forward searchrequestgo otherpeersin casethe searchedkey doesnot matchthe
key spacethe peeris responsibldor. Let bethe searchedlatakey andlet the searchstartat

Thenthefollowing recursve algorithmperformsthe basicsearch.

determinemaximal suchthat

randomlyselectecelementfrom
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Thealgorithm alwaysterminatesuccessfullydueto thede nition of thefunction

will always nd thelocationof a peeratwhichthe searctcancontinue(useof completeness)ith
eachinvocationof thelengthof thecommonpre x of and increasestleastby
one.Thereforethe algorithmalwaysterminates.

In caseof anunreliablenetwork it may occurthata searchcannotcontinuesincethe peer selected
from the routing tableis not available. Thenalternatve peerscanbe selectedrom the routing tableto
continuethesearch.

We illustrate the P-Grid datastructureby meansof a simple example. In Figure 1 we shov 8 peers

. Thepathsof the peersareindicatedby their positionsin the (virtual) binarytree.In ordernot
to overloadthe gure we shav examplesof routingtableentriesonly for peer  atlevel 1 andpeer at

level 2.

| PT7

Figurel: P-Griddatastructureexample

We canmalke thefollowing obsenations:

TheP-Gridis notbalancede.g.,peers and have pathsof differentlength)

The P-Gridis complete. For all pre x esof peerpathsthereexist continuationsof the pathsfor 0
and1, with the exceptionof the path0. The path0 is however associatedvith peer  sothatthe

correspondingubspacés alsocovered

TheP-Gridusesreplication.For certainpaths(00, 110) multiple peersareassociatedvith, therefore

datapertainingto thesepathswill bereplicatedreplicaconsisteng is maintainedusing[11]).

TheP-Gridis notpre x-free, since,e.g.,thepathof peer isapre x of thepathof peer

Forillustrationwe have alsoincludedreference$or someselectegeersForpeer wehaveincluded
2 referencest level 1, which referto peerswith pathsstartingwith bit 1. For peer  we have included
two referencest level 2, which referto peerswith pathsstartingwith 11. Usingthesereferencesve can
illustratea samplesearch Assumeasearchor path111is submittedo peer . Sincethepathof  does

notshareapre x with thesearctkey  usesits referencestlevel 1 to forwarda searchmessageget us
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assumdo peer . Thepathof peer shareghe rst bit with thesearchedey, thusit usests references
at level 2 to forward a searchmessage.Assumeit selectspeer . In this casethe searchterminates

successfullyaftertwo messagebave beensent.

3 Efcient Searchin UnbalancedP-Grids

As we do not requirethat the P-Grid is balanced,.e., that all pathsassociatedvith peersare of equal
length,searchcostmay be non-logarithmian the numberof messagerseededo locatea peerholdingthe
searchedlataitem. In this sectionwe will show thatdueto the probabilisticnatureof our approactthis
doesnot posea problem.We shav thatthe expectedcostof searchesneasuredn the numberof messages
requiredto performthe searchremainsgogarithmic,independendf how the P-Gridis structured.We will
seethatevenif peers'pathsarelinearin lengthin the total numberof peersparticipatingin the network,
the expectedsearchcostremaindogarithmic.

For simplicity but without constraininggeneralapplicability we provide this resultonly for a special
classof P-Grids,namelypre x-free P-Gridswithout replicationof pathsandof referencesWe will shav
by simulationsthat the resultalsoappliesin the moregeneralcasegseeSection8.6). For the restricted
classof pre x-free P-Gridswithout replicationwe canidentify peersby their path unambiguously In

the following whenwe refer to peerswe thereforedo this directly via their paths,i.e., by usingthe set

The setof P-Gridsthat canbe constructedbasedon the setof peeridenti ers  we denoteby
DifferentP-Gridsaredistinguishedy their differentchoiceof the referenceswhich we denoteby
for aP-Grid . Sincenoreplicationof referencess used we assumehatthefunction hasthe
signature ,i.e.,it is single-\alued.

In adistributedervironmenttherelevantcostmeasurdor analgorithmis the numberof messagethat

areexchanged.Eachinvocationof correspondso forwardingthe searchtaskto a differentpeer
i.e.,amessageThereforewe de ne the searchcostin a P-Grid for adatakey startingat
asthe numberof invocationsof the function . We denotethis costby

Thede nition of P-Grid doesnot excludethe casewherethe lengthof the pathsis up to linearin the
sizeof . Thereforesearcheganrequirea linear numberof message@ the worst casewhich would
male the accesstructurenon-scalableln the following we shav thatthe expectedaveragesearchcostis

logarithmic,however.

Theorem 2. Theexpectedsearchcost for thesearchof aspeci ¢ key usingaP-Grid ,
thatis randomlyselectedamongall possibleP-Grids,startingat a randomlyselectedpeer is less
than

A formal proof of this theoremis givenin [2]. Herewe limit usto provide the intuition which is



EFPL Technical Report IC/2003/32

underlyingthe proof.

For shawving theclaimwe analyzea searctprocessWe consideonespeci ¢ peerassociatedy its key
with aleafnodeof thesearchree. Assumeasearctfor this key startsat somerandomlyselectegpeer We
determinghenumberof messagesequiredto resolhe all bits of thequerycorrectly If is thetotal
numberof peersand  is thenumberof peersnot matchingthe rst bit of the queryandif we assumehat
theinitial peeris randomlyselectedesolvingthe rst querybit will requireamessageavith probability —.
Now thatthe rst bit is resolvedthe queryis to be processetby oneof the peerswith the rst bit
matching.At this point we have to assumehatthis peeris uniformly randomlyselectecamongall peers
matchingin the rst bit. This assumptioris satis ed in the theorem sincewe assumeahatthe P-Grid is
randomlyselectechmongall possibleP-Grids.Thereforethe routingtableentriesareuniformly randomly
selectecamongall peershatqualify sincethe entriesof routingtablesat differentlevelsareindependently
chosen.

If we assumethat the peermatchingthe rst bit is uniformly randomlyselectedwe have  peers

amonghose peeranatchinghe rst bit thatdonotmatchthesecondit. Thereforewith probability

amessagevill berequiredto resohe the secondhit. Now the argumentcontinuesanalogouslyill
all bits areresohed. The processs illustratedin Figure2. Notethatthelengthof thekey is completely

independentf the numberof peersthustheargumentwe have givenappliesfor all

bit matching

key match

Figure2: Searctprocess

Adding up the expectednumberof messagefor resolvingeachbit resultsin the expectedotal numberof

messagefor thesearchprocess:
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for asequencef positive numbers with . We canboundthis sumasfollows:

Thisresultsin abound _ asstatedn thetheorem.
Anotherresultshovsthatalsoin the casewherethe searchreeis not of logarithmicdepth,thenumber

of P-Gridsfor which alogarithmicsearchcostis notachiesedis extremelysmall.

Theorem 3. The probability thata searchin a P-Grid for akey of length startingat a

randomlyselecteceer doesnotsucceedifter stepss smallerthan
Thedetailedproof of this theoremanda discussiorof someof its consequencesanbefoundin [2].
Putting everythingtogetherwe have shavn that the searchcost measuredas communicationcostis
alwayssmallon averagejndependentf the speci ¢ shapeof the P-Grid. Furthermoreonecanshow that
the caseswvherethe costdeviatesfrom the averagearerare. Thuswe canassumen the following thatP-
Grids may be unbalancedvithout affecting searchperformanceandwe will exploit this propertyin order

to adaptthe shapeof the P-Gridto thedatadistribution for storagdoadbalancingourposes

4 The Problemsof Load Balancing

In the following we introducethe load balancingissuesthat we will be consideringfor P-Grid in the
subsequensections.Basicallyany DHT-basedaccessstructurefacessimilar problems. Given a P-Grid

structurewe canidentify two mainissuego beaddressed:

1. Storage load balancing Givena peer we de ne its storagdoad asthe number
of datakeys that pertainto the searchspaceassociatedvith the peerthroughits path. Balancing
amongdifferentpeersis importantto avoid throughputottleneckshy overloadinga small

setof peerswhile underutilizing the restof the system. The resultingload balancingproblemis

a local load balancingproblem, as peerscan recognizelocally whetherthey are underloadedbr

overloadedandthusthatloadis notdistributeduniformly in thesystem.
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2. Uniform Replication Givena path we de ne thereplicationfactor asthe numberof
peers with . Balancing is importantin orderto ensurethat all subspacesf
the key spacearecovereduniformly by peersandthusdataitemsareuniformly replicated. This is
of interestboth from the viewpointsof failure resiliencein the presencef unreliablepeersand of
workloadbalancingfor searcheandupdatesTheresultingloadbalancingoroblemis a global load
balancingproblem,as peerscannotdeterminelocally how mary replicasof their pathexist in the

network.

We assuméhatthedatakeys arein generalistributednon-uniformly This assumptiorhasto bemade
wheneer datakeys areindexed thatbear“semantics’andare not usedpurely asidenti ers. In thelatter
caserandomhashfunctionscanbe appliedto enforcea uniform key distribution and only trivial search
predicatesj.e. equality canbe applied. Examplesof datakeys bearingsemanticsare naturallanguage
termsor sensorydataandtypically non-trivial searchpredicatesare applied,suchassub-stringor range
queries.

If we requirestoragdoad balancingheresultingP-Grid structurewill be unbalancedsincein regions
of the key spacewheredataitems are more frequent,more peerswill specializeand thus have longer
paths.This explainstheimportanceof our resultfrom Section3. Any methodnottakinginto accountdata
distribution, suchasthe standardnethodin DHT approachesyhichrandomlyassociatepeerswith paths,
wouldin generaresultin non-uniformstoragdoads.

We will seein thefollowing thatmethoddor (local) storagdoadbalancingand(global)uniform repli-
cationcanbein con ict becauséalancingstoragdoad locally may compromiseglobal uniform replica-
tion. An importantgoalof this paperis to demonstrat¢hatit is possibleto devisecompletelydecentralized
algorithmsthatcanovercomethis con ict.

Ourrequirementhatdataitemsareuniformly replicatedcorrespondso the underlyingassumptiornhat
therequestatesfor differentdataitemsareuniformly distributed. We will provide solutionsto theproblem
of non-uniformrequestistributionin thefuture,basedn standardechnique®f variablereplication(e.g.,
usingthe square-rootule [19]) andtheresultson the combinedocal andgloballoadbalancingpresented

in this paper

4.1 Motivating Scenario

In thefollowing we illustrate by meansof an elementaryexamplethe typical operationgperformedwhen
constructingand maintaininga P-Grid and the issuesarising from attemptingto maintainlocal storage
balanceandglobaluniformreplicationsimultaneouslyAssumeb peershatmaystoreupto two dataitems

andinitially hold 6 differentdataitemsaregivenasfollows:

The statesof peersarerepresentedstriples, consistingof the peeridenti er, thecurrentpathandthe data

10
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keysthepeercurrentlyholds. We assumehatthe rst two bits of thedataitems' keysare ,
, . Initially all pathsareempty( ), i.e., no P-Grid hasbeen
built yet. We describenow a scenarioof possiblenteractionsamongpeerswhenconstructinga P-Grid.
initiatesaP-Gridnetwork . joinsthenetwork by contacting . We assumeahatwheneerat
least1 dataitem pertainingto a subspacés availablea peerattemptsto specializeto thatsubspace.Thus

and cansplitthesearctspaceandtheir resultingstatesare:

Independently startsaP-Gridnetwork  and  joinsthis network resultingin the states

Next  joinsthe rst network by contacting . Since s alreadyspecializedon path1,

decidego extendto pathO. Theresultingstateis then

Then entersthe network by contacting . Since hasspecializedon pathO  decidesto

adoptpathl and storeshedataof pertainingto pathO.

Now contacts . Asaresultthetwo networks and  memeinto acommonnetwork and
becomeasingleP-Grid. This shovsthatP-Gridsdo notrequireto startfrom asingleorigin, asassumedby
standardHT approachedyut candynamicallymemge,similarly to Gnutellanetworks. Sinceboth  and

have pathO andstill have extra storagespacethey canreplicatetheir datato increaselataavailability.

Thisresultsin a state

In orderto explorethe network  contacts . Network explorationsenesthe purposeof network
maintenanceand can be comparedo the ping/pongprotocolusedin Gnutella. Since and  both
storedatapertainingto path1 they cannow furtherre ne the searchspaceby specializingtheir pathsand

exchangeheir dataaccordingto the new paths.

Apparentlyall peersexcept  have now specializedo the maximumpossibledegree. Sowhat will
happerto  ? It will eventuallycontact rst anddecideto specializeto the oppositepath11 andlater

encounter andobtainthe missingdataitem pertainingto path11. Thisresultsin the nal state

The resultingP-Gridis now not only complete but alsopre x-free. The storageload for all peersis
perfectlybalancedasa resultof the local decisionsmadeto exchangeandreplicatedataand specialize
paths.Globally, however, thereplicationfactorsarenotbalancedThereexist threepeerghatsupportpath
0, two thatsupportpath11, andonly onesupportsgpath10. Consequentlylataitemspertainingto pathO
aremore often replicatedandthus higheravailable. This imbalanceresultedfrom the speci ¢ sequence

of interactionsperformed. Othersequencewould have led to other, possiblymorebalancedeplication.

11
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Since,however, no globalcoordinationcanbe assumedve cannotexcludesuch“undesired”sequencesf
events.In thefollowing we will introducedistributedalgorithmsrequiringno centralcoordinatiorthatwill
both reduceglobal imbalanceof replicationfactorsand at the sametime maintainlocal storagebalance
while P-Gridsareconstructed Moreover, in casesuchimbalance®ccurasa resultof the constructionor
changingdatadistributionsthey will re-balanceéhestructurea-posterioriln ourexamplesuchre-balancing
couldbeachieredby having oneof the peerssupportingpathO to decideto becomea peersupportingpath
10. Thedif culty isto decideonsuchchange®ftheP-Gridstructurébasednlocally availableinformation

only.

5 Load balancing

5.1 Notation and Data Structures

Beforewe introducethealgorithmsfor P-Gridconstructiorandmaintenancith loadbalancingproperties
we have to give an overview of the datastructureseachpeermaintains. We have alreadyintroducedin

Section2 thefollowing dataassociateavith a peer thatrepresentshe P-Grid structure:

— Thepathassociateavith a peer:

— Theroutingtableassociatedavith a peer: . We will assumeéhata routingtablecontainsat

eachlevel at most entries.

In additionwe needto denotethe setof datakeys thatis associatedvith a peer: denotesall
datastoredat . Theconstant is relatedto the numberof datakeys a peeris willing to store. We
assumehatall peershave the samestoragecapacityandde ne overloadasstoringmorethen data
keys andunderloadasstoringlessthan . Wewill usethefunctionsgivenin Tablel in thefollowing
discussions.

In orderto build the P2Pnetwork, peersneedto interactwith otherpeers.Like mary othersystems,
P-Gridreliesonrandompeerinteractionsln the P-Gridimplementatioraswell asfor simulationpurposes,
theserandominteractionsarefacilitatedby list of dgetpees. It is assumedhateachpeer knowssome
(random)otherpeersin the network. This is theinitial dget list for peer . When interacts
with other peers,eachpeermergestheir mutual dget lists andthenretainsat the most (a
constant)entriesfrom the memgedlist. This processensureghat over time the dget lists are random,
therebyproviding peer with knowledgeaboutotherrandompeersin the network, whichit may contact.

While interactingpeerdearnaboutthe network by encounteringtherpeers.They keepthis informa-
tion in a statistics. correspondso the statisticsgatheredy peer from its randominteractions
with otherpeerscorrespondingo level of its path. hasthreeattributes.

1. : Numberof timesthe statisticshasbeenupdated.

2. : Statisticson encounteregeers  with

12
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lengthof string
th bit of

the rst  bitsof

string extendedby bit

datain temporaryvariable correspondingo keyswith pre x

maximalcommonpre x of pathsfor peers and

returns entriesrandomlyanduniformly choserfrom  ; if

is largerthansizeof  , thewhole is returned

returnsa realnumberchoseruniformly within theinterval

returnsthe size(numberof elementspf theargument

initializes peersstatistics

Tablel: Tableof Functions

3. : Statisticoonencountere@eerswith and

, i.e.,thepeershave acomplimentanpbit atlevel k.

5.2 Storageload balancing

Algorithm 1 below describeghe interactionghat peershave to performin orderto construct
and maintaina P-Grid. For purposesof presentatiorwe describeall interactionsof peersas a global
algorithm. Fromthis global algorithmwe derivedfor the implementatiorcorrespondindocal algorithms
thatareexecutedatthe peersandcommunicatiorprotocolsfor informationexchange.

As elaborateckarlier P-Gridis a distributedbinary searchtree. In orderto build sucha tree without
global coordination,we dependon randompeerinteractions,in which peersdecidewhetherto modify
locally the distributedtreedatastructureby changingheir paths. The randominteractionsareinitiated by
usingthe dg etlists maintainedby peers.We now discussstepby stepthe variousconceptimplemented

by the algorithm.

5.2.1 Path extensionand retraction

The decisionstaken by peersduring their interactionare guidedby the peers'desireto optimally utilize
theirlocal storageby avoiding bothunderloadandoverloadsituations.ln orderto achiese that,whenpeers

meet,they needto do eitherof thefollowing:

Becomemutual replicas: If two peerameetandhavethesamepath,andthecombineddatathepeersstore

is within the limit thatthey arewilling to store( ), thenthey both decideto replicateall the
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Algorithm 1 w. . 0. Q.

1: De ne ;
2: ; ;
Updatestatisticsat eachinteractingpeeraccordingto the Algorithm 5.
3: ;
P-Gridmaintenanceactvities: Refreshesheroutingtablesand dget lists at eachpeer asdescribedn Algorithm 4.
4: De ne ; De ne ;
De ne ;
De ne ;
De ne ;
is thedatapresentlystoredat ~ whichbelongsto  'scurrentpath. Similar de nition for
Path retraction with peershaving equal length paths.
5: if then

Datais replicatedyeferencesf now non-eisting level areremaoved andstatisticsis reset.
Peershave incompatible paths

7: elseif AND then
8: ;
; Retrieve databelongingto own pathfrom the otherpeer
9: ;
Initiate anexchangewith arandomentryfrom  'sroutingtableatlevel asdescribedn Algorithm 2.
Peershave the samepaths, path extensionpossible
10: elseif AND then
11: Dene ;
De ne ;
De ne ; extendpathsby additionalbits
Path extensionby split
12: if ( AND then
13: ; ;

Datais exchangednew level of routingtableis addedandstatisticss reset.
14: endif
15: ;
New is initiatedwith decreasingrobability asdescribedn Algorithm 3
Pathsarein pre x relationship, exchangeor retraction is possible
16: elseif ( ) AND ( ) then

17: Dene ;  Complementaryo the stbitof 'spath.
18: Dene ;

De ne ;

Path retraction of  tothat of if thereis not enoughdata
19: f then
20: ; ; ; Datais replicated.
21: for do
22: ;  Referencesf now non-«isting levelsareremoved.
23: endfor
24: ; ;
25:  endif
Path extensionto complimentary bit at level if too much data
26: if then
27: ;
28: ; ; ;
29: ; ; ;
Adding mutualentriesfor routingtablesatlevel

30:
31:  endif
32: ;
33: endif

14



EFPL Technical Report IC/2003/32

dataandthusincreasedataavailability (line 6 in Algorithm 3).

Extend paths: If two peerswith the samepath meet, andthey togetherstore more than data
items,thenthey maydecideto extendtheir pathby complimentarybits andthendistributing the data
accordingto the new paths(line 12 in Algorithm 1). Similarly, if peersmeetwherethe pathof one
peeris apre x of theotherpeerspath,thepeerwith theshortempathmaydecideto extendits pathby
acomplimentanybit, if morethan dataitemsfor theextendedpathexist (line 27in Algorithm
1).

Retract paths: If two peerswith exactly the lastbit of their pathdifferentmeet,andthey togetherstore
lessthan (sucha situationmay arise,possiblyfrom datadeletion),thenthey may decideto
retractsimultaneouslytheir path(line 5 in Algorithm 1). Similarly, if onepeers pathis pre x of
anotheipeers path,the peerwith thelongerpathmightretractby onebit, if it nds lessthan
data(line 20in Algorithm 1).

5.2.2 Initiation of further exchanges

The mostfrequentcasewhentwo peersmeetrandomly however, is thatthey have incompatiblepaths,
i.e.,only acommonpre x, andthereforecannotperformary of the possibleactionsfor restructuringhe
P-Grid(line 7 in Algorithm 1). In thatcase the peersnitiate immediatelya further exchangebetweerthe
peerwith the shorterpathanda peerselectedrom thereferenceaableof the otherpeerparticipatingin the
currentexchanggAlgorithm 2 ). Thiscorrespondso theprocesof searchingpeer
with acompatiblepath,andasaresultevery exchangesventuallyresultsin anexchangeamongpeerswith
compatiblepathsin which caseoneof theactionsfor restructuringcantake place. This strateyy is essential
for afastcorvergenceof ary P-Gridrestructuringprocess.

In orderto identify a peerfor a further exchangea peer randomlyselectsa referencgexcluding

itself) from  's routing tablefor level . It is possiblethat this referencehasin the meanwhile
changedits path (seeAlgorithm Algorithm 6 in Section6). So while searchinga randomreferencefor
initiating a child , suchstalerouting referencesare also eliminatedfrom 's routing table,
therebyperformingfurthermaintenancef theroutingtables(line 8 in Algorithm 2).

A secondsituationin which further exchangesreinitiated is when peersafter having changedheir
pathsstill remainin an underloadsituation (line 16 and line 33 in Algorithm 1). It hasshowvn to be
bene cial for a more uniform replicationof datato increasethe probability of exchangesccurringfor
thesepeers,which is donein Algorithm 3 . If the memory
currentlyin useat peersis lessthanwhat they want to devote ( ) on average,then is
initiatedwith adecreasingrobabilitythelargerthe storagdoadis for a peer The peerwith shortempathis
givenpreferenceverthe onewith longerpath,sothaton averageall peersgetequalopportunityto extend

their paths.In thesymmetriccase(when and ), datais replicatedby both peerdf possible.
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Algorithm 2

1: De ne

2: if then

3:  while do

4: ;

5: if then

6: ;

7 else

8: ;

hastotally changedts pathaccordingo Algorithm 6, thuswe remove invalid routinginformationat

9: endif

10:  endwhile

11: ;

Referencédasbeenfoundwith commonpre x of , Soinitiate another(child process)

12: endif
Algorithm 3

1:if AND AND then

2: ;

3: elseif AND AND then

4: ;

5: elseif ( ) AND AND then

6: ; ;

In symmetriccaseyeplicatedataif possible
7: endif
The recursionfor canbe restrictedfrom going on inde nitely by limiting the processto

a maximumof . Further at the mostonechild processs initiated by , Sothereis no

exponentialexplosionin invocations.

5.2.3 Convergenceand Complexity

Ideally, if datadistributionis static,oncethe P-Grid stabilizes suchthatthereareno morepathextensions
or retractionsfresh iterationsmay be stoppedor madeto graduallydie down. However, in a
realisticsystem thereis possiblyno stabledatadistribution dueto dataupdatesanddeletions,andhence
the processhasto be continuous. Thusthe P-Grid continuouslywould adaptitself to conformwith the
latestsituation.

This continuousadaptatiorseemgo be expensve, sinceat ary instantof time, typically eachpeeris
expectedto interactwith two peerson average(onethatit contactsandonethathascontactedt). Given
the dynamicsof P2Psystemsoperationsor network maintenancée.g., ping/pongmessages Gnutella
networks) have to be doneregularly. Thusthe effort of continuouslyexecuting operationss
comparabldo the network maintenancén ary otherexisting P2Psystem.

An exactcostevaluationandcomparisorof P-Grid constructiorandmaintenancés beyondthe scope
of this paperasit would haveto includemary differentfactors.For illustration,we just mentiontwo points

to thatrespect:

Let usassume P-Gridis forming from scratch(similarly asillustratedin the motivatingexample)

basedon a uniform datadistribution and the resultingP-Grid would be basedon a balancedree
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of depth . Thereforea minimum of pathextensiongperformedaspartof an
operationwould have to be performed. Sinceeachinitiation of an would
require stepson averagein orderto locatea peerwith compatiblepath,

would be anexpectedmessageost(at leasta lower bound)for stabilizingthe P-Grid. Simulations

[1, 3] con rm thisanalysis.

As illustratedin the motivating examplethe constructionprocessmay resultin non-uniformrepli-

cationof data. Fromtheoreticalconsiderationsve could derive thata possiblecountermeasurdo

non-uniformreplicationduring P-Grid constructioris to favor pathextensiondn the casewherethe
pathof onepeeris apre x of theotherpeerspathasopposedo thosewherepeeraneethaving equal
paths. Thereforewe introduced , the probability to performa split in the caseof equalpaths
andchoose in line 12 of Algorithm 1. Thisis alsocon rmed by simulations(seeSection
8.1). However, sucha stratgy slows down the rate of changedo the P-Grid and thereforemore
messagewill be consumedor arriving at a stablestate. Thereforewe have a trade-of in costbe-
tweenproactvely supportinguniform replicationvs. reactively establishuniform replicationaswill

be describedn Section6. Anotherstratay to favor uniform replicationof datais to aggressiely

initiate additionalexchangedor underloadegheersasdoneby thefunction

5.2.4 Associationof peerswith identi ers

Anotherimportantaspectof the algorithmis the dynamicand unbiasedassociatiorof peerswith paths.
The exactbit at eachlevel that anindividual peerbecomegesponsibldor is decidedrandomly so that
thereis nobiasor correlationbetweerpeeridenti er (e.g.,thelP addressandpeerpath,unlike mary other
systemge.g.,Chord[24] or Pastry[23]) which associatgeeridenti er with data.In doingso,essentially
weachieveaseparatiommf concerndbetweerpeeridenti er andstoreddata. Thisprovidesgreateresilience
againstdenialof serviceattacksamongotheradwantageslt alsohelpsin replicationload-balancingsince
peersmay migrateto ary arbitrary (overloaded)path, unlike in systemswherepeersdo not have such
e xibility. As will be elaboratedn Section10 on relatedwork, we arethe rst to addresghe issueof
replicationload balancingin structuredpeerto-peersystemsandit is donein a completelydecentralized

manneyasdescribedn Section6.

5.2.5 Maintenance

While executing , furtheractuities pertainingto P-Gridmaintenancareperformed(line 2 and
line 3in Algorithm 1). Whenpeeraneetaccordingo the algorithm,they performthe

operatiorwhichis meantfor maintenancef the P-Gridnetwork by updatingpeers' dget lists androuting
tables. This includesmakingrouting table entriesrandom(donein Algorithm 4 ), as
requiredfor searchef ciency, sincewe assumeandomrouting table entriesfor the proof in Section3

andto disseminat&outing entriesof peersthathave recentlychangedheir paths.The dget lists arealso
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randomizedn orderto facilitaterandompeerinteractions During the interactionghe peersalsomaintain
the statisticsneededor uniform replicationby executingthe operation(Algorithm 5), which

will beintroducedn Section6.

Algorithm 4
1
2: ;
Generatsmewn dget list for eachpeerby randomlychoosingatthe most entries.
3: ;
4: if then
5. for do
6:
7 ; ;
At themost routingreferencesirerandomlyandindependentlghoserfrom by eachof and
in orderto ensurethatthe network is uniformly connectedandrouting referencesrerandom,asrequiredin the proof of
section3.
8: endfor
9: endif
10: if AND then
11: ;

Peersaddmutualentriesin their routingtablesfor level
12: endif

5.2.6 Propertiesof the resulting P-Grid

Thereis anotherimportantcharacteristiof the algorithm. While in a dynamicervironmentit
is possiblethatthe P-Gridtreeis temporarilyincompleteandnotpre x-free, thealgorithmaimsatensuring
eventualcompletenessf the treeaswell asmakingit eventuallypre x-free. We provide someintuitive
argumentswhy thisis thecase.

Pre x-fr eetree:If thereexistspeers and suchthat isapre x of andassuming
randompeerinteractionsthesepeerswill eventuallymeet,andsucha meetingwill leadto pathretraction
for  orextensionof the pathto acomplimentanbit for , thusmakingthetreepre x-free.

Completetree: During the pathextensionprocessthe treeis alwayscomplete. It is only during the
retractionprocesghatit is possiblethat one side of the tree hassomepeersremaining,while the other
branchceaseso exist. Howeverin sucha case gventuallytheremainingbranchwill retractaswell, or nd

anothempeerthatwill becomeesponsibldor the complimentanbit, similarto theabove case.

6 Uniform replication

As describedin Section5.2, the storageresourceslevoted to the P-Grid infrastructurecan be locally
adaptedby peersin a proactve manner primarily during the P-Grid constructionprocessandalsodur-
ing its maintenanceThe numberof peersresponsibldor a givenkey spaceshouldbe approximatelythe
sameso thatdatais uniformly replicatedwhich amountso global coordinationproblem. In the absence
of global coordinationor information,we try to settlefor a compromisewherethe imbalancen replica-
tion factorsis decrease@measuredn termsof the varianceof replicationfactorsfor all paths),insteadof

achieving perfectreplicationloadbalancing.
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We useareactive randomizedistributedalgorithmwhich triesto achieve globally uniform replication
basednlocally availableinformation.We provide theintuitive foundationf thealgorithmin Sectiong. 1,
followedby the heuristicalgorithmin Section6.3. We thenevaluatethe algorithmfor a realisticsituation

usingsimulationsanddescribeheresultsin Section8.

6.1 Think local, act global

Considethecaseof aP-Gridwith two leaves,asshovnin Figure3(a).Let and  betheactualnumber

of replicasbelongingto thepaths and . Withoutlossof generality consider . Then,underthe

assumptiorthat eachpeerhasthe ideal knowledge, of the peersbelongingto the path needto

changepathto , thusachieving replicationloadbalancingsuchthateachP-Gridleafhas replicas.
Sinceeachof the peershasto make an autonomousiecisionasto whetherto changepath or continue

to stay at the samepath, we proposea randomizeddecision,suchthat peersdecideto changepathwith

probability ——— . Thefunctionensureghatno transitionoccursif

Similarly, we have —— . Now, if wede ne asthe probability that
peersbelongto thepath , andsimilarly for thepath de ne S , thenwe can
rewrite themigrationprobabilitiesas - —_— and - —_—

For the caseof a2-leavedP-Grid, it is easyto seethatde ning thetransitionprobabilitieslik e this leadsto
equalreplicationfactorfor eachpath(leaf).

Of coursepeerscannotobtain the exact probabilities,but can estimatethem by samplingrandomly
the network. For the situationof a two leaf P-Grid, analyticalresultsshaw, that using a small sample
sizeof 10 randomlyselectedsampledor calculatingthe decisionprobabilitiesasdescribedandrepeating
samplingfollowedby balancingor 5 cyclesreducesary imbalanceto lessthan0.25%of the network size,
independentf the network sizeandtheinitial conditions.

Now considerthe caseof a P-Grid with threeleaves,asshowvn in Figure3(b), with and
replicasfor the pathsstartingwith , and respectiely. This simplistic extensionof the example
capturesthe essentiakchoicesthat have to be madeby individual peerseven in a realistic P-Grid, and
providesaninsightfor thedesignof thereplicationbalancingstratgly encodedn Algorithm 6.

In an unbalancedree, simply countingpeersfor the two halvesat ary level is not sufcient. This
is becausegvenif the actualreplicationfactoris equalfor all leaves(which is desirable) the countwill
provide a biasedinformation, with greatercountfor the half of the treewith moreleaves. Sucha count
in itself is useless On the otherhand,knowledgeof the whole subtreeis not practical. Fortunately such
knowledgeis not necessargither For example,in the P-Grid with threeleaves, peersbelongingto path

will meetpeersbelongingto thepaths and . Essentiallythey needto know thatthereareon an

average peersat eachleaf of the othersub-tree but do not needto understandhe shapeof the

sub-treeor thedistribution of replicationfactor

Thus,while collectingthe statisticalinformation,ary peer meetinganothempeer countsthenum-
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Figure3: (a) P-Gridwith two leaves,(b) P-Gridwith threeleaves

ber of peersencounteredt eachlevel for either subtree(samepath/complementarpath), normalized
throughdividing it by . Peerghustry to seethingsfrom alo-
cal perspecitie, without botheringaboutthe larger picture, andyet, the decisionis suchthat eventually
globalload balancewill emege. We expectthatif two sub-halhesof the treecanbe mutually replication
load balancedthenthe sub-treesn eachof the halveswill recursvely achieve replicationload balanceas
well. Thuspeersthink aboutload balancingocally, but the algorithmleadsto globalload balancingover
time.

Peersbelongingto thepath  (or ) haveto countthe numberof peersbelongingto the path and

(or ), andhave to decidewhetherto balancdoad, andif so,atwhich of the levels. For example,if

thenpeershelongingto paths  obviously do not needto changepathto . However

somepeersbelongingto path  maydecideto changepathto  ( ), thusachieving alocal load
balancing.Simultaneouslymigrations take careof theoverall balancing.
If thenpeersbelongingto  canprioritize migrations over . Since

peersn percevethemselesto beoverloadedocally (secondit), they will notparticipaten relatively
granderscale( rst bit). Thisis anotherfacetof thinking locally, beforeparticipatingin actionsof possibly
globalconsequence.

Notethat = changesover time, and thusthe statisticshave to be refreshedand built from scratch
regularly. We canthus considerthe algorithmto have two phasespne that gathersstatistics,and the
otheronethat makesthe probabilisticdecisionto changepath. For example,it is possiblethatafter such
migrations,thereare more peersat path  thanat . But the algorithm should eventually corverge
achiering a globalbalanceof replicationfactors.

For the sale of completenesg;onsiderthe otherpossiblescenariovhere . Thenpeers
belongingto  canprioritize migrations over . Othercombinationsessentiallybelongto

oneof theabove mentionedhreecaseswith reversalof role for paths and
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Thesddeaggivetheintuitive basisfor thepathchangingstrateyy of Algorithm 6 andstatisticscollection
of Algorithm 5.

Basedon this idea,we de ned the transitionprobabilitiesand numericallysolved the changingpop-
ulation at eachof the threeleavesfor variousinitial combinationsof . We give the resultsin
Table2. In this modelin eachtime step eachpeerdetermineghe transitionprobability basedupona
completestatisticsof the currentpeerpopulationandthenperformsits decisionbasedon theseprobabili-
ties. Notethatin practicethereplicationfactorwill alwaysbeanintegervalue. Thefractionalvaluesresult

from the numericalevaluation.

0 15 20 30 20 30 15 30 20 15
1 21 24 20 21.25 2125 225 23.75 20.625 20.625
2 215 215 22 22.2 21.4 21.4

Table2: Numberof replicasovertime

Thuswe seethatthe stratgy is robust, irrespectve of the initial replicationdistribution. Keepingin
mind the insight obtainedfrom the abore examplesof P-Grid with 2 and 3 leaves, next we proposeour

heuristicalgorithmfor balancingeplicationloadin anarbitraryP-Grid.

6.2 Statisticsmaintenance:

For the approachto work in practice,and scalefor realistic P2P systemsijt is impossibleto gatherthe

exactstatisticalinformation. Thusthe statisticsis gatheredut of small (constanthumberof interactions
creatingasample . We arguethatthenoisedueto thisimperfectknowledgeis compensatedy

the randomizatiorinherentto our reactve algorithm. Moreover, for a practicalsystem perfectbalancing
of replicationfactoris neitherfeasible nor required,andinsteadreductionin the variancels goodenough
for all practicalpurposes.Later we shov by simulationsthat our heuristicalgorithm meetsthe practical
requirementsvithin anagreeabldatenq by usingstatisticalinformation.

In orderto prevent higherlevels of the tree (smaller ) to build up their statisticsmuch fasterthan

the lower ones,the algorithm (Algorithm 1) passeshe parameter while invoking
. Thus, statisticsis updatedfor levels larger than or equalto , up
to . Thisis because is setto duringtherecursve callsof

Thuseachpeerupdatests statisticsat eachlevel uniformly duringthe courseof one
As mentionedabove, the statisticsheingcollectedby  needto accountor the depthof the encounter

peer sotheincreasén countis notoneunit, but ratherns normalizecby
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Algorithm 5

“while ( )AND ( ) AND ( ) do
it then ’
else

1
2
3
4.
5:
6
7
8: endif
9 .

10: end whiI’e

6.3 Balancingreplication load:

Every peerdetermineghe replicationfactorsfor its own path-pre x andthat of the complementaryath
for eachlevel, by collectingat least sampledor eachlevel.

A changeof pathby a peeris only neededf it doesnotleadto a reductionof the numberof replicas
in a subspacehatis alreadyunderpopulatedA subspacés de ned asthe keys sharingthe samepre x.
Thereforethepeer rst determinesvhetherthe subspacef thecorrespondingre x is underpopulatefbr
eachlevel, startingfrom the deepestevel, i.e., its own pathlength. If not, it may proceedup in the tree
(smaller ). In thatway all possiblelevels at which pathchangesnay occuraredetermined While doing
so, the probabilitieswith which a changeshouldbe performedare determinedrom the statistics. This
informationis storedasa 2-tuple _ in the data-structure . Ideally

thetransitionprobabilityfor level shouldbe

However, sinceour statisticalinformationdoesnot necessarilye ect theactualreplicationfactors,it may
leadto falsetransitions therebyincreasingthe imbalance at leastfor a shortterm. Suchfalsedecisions
leadto oscillatorybehavior, which notonly slows down the convergenceprocessbut alsois very expensve
in termsof network maintenancefor example frequentandunnecessargepairsof P-Gridroutingtables.
In orderto reducesuchoscillatorybehaior, we add someheuristicdesignchoices suchthatthe path
changeprobability is decreasedby a constanto terminatethe processwhenthe fractional differenceof
imbalanceis of  (chosento be 0.1 after simulatingwith variousvalues). This probability is further
attenuatedy a overall factorof . Experimentsshav that givesan acceptableate of
loadbalancingwithout eithergettinginto oscillationsor makingtheloadbalancingprocesgoo slow. Thus

thetransitionprobabilityis de ned as

While this slows down the overall processwe avoid the unnecessargscillations,which apartfrom
beingvery expensve in termsof maintenancewould stressthe network evenfurther P-Gridis resilient
to inconsisteninformationin the routing tables,and hasbeenshowvn to gracefullydegrade[14]. How-

ever, from the experiencesluringimplementatior(Section9) it is still desirableto make consciousiesign
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choicesto reducesuchinconsistenciesso that maintenanceverheads reducedwhich in turn leadsto
bettersystemperformance.

Having determinedheprobabilityfor changingpath,we sort in descendingrder(
thusde ning the priority of pathchangest eachlevel.

We usethenotation forthe  eld ofthe  entryof where

. Thus givesthe pathlevel correspondindo the prioritized level, and
givesthe probability of pathchangeatthatlevel

Thepeerthensequentiallydecidego changéts pathwith thegiventransitionprobability, until it either
changests path,or it exhaustdhewhole . Thesecondtasecorrespondso thefactthat
thepeerchoseto continuewith its presenpath.

Sincesuchpathchangedeadto completechangef the replicationfactors,it rendersthe statistical
informationuseless.Thusit is imperatie to refreshstatisticsevery oncein a while. We do this whena
peereitherchangegpathitself, or whenit hasaccumulated sampledor eachlevel of its path.

Thelastpieceof thejigsav puzzlefor replicationload balancingis the actionof changingpathitself.
For this, the peerneedsto nd anothermpeerfrom the complimentarypath,andthencloneall its content:

data,routingtable,but notthe statisticalinformation,sinceit is in ary caseuseless.

Algorithm 6

De ne ; De ne ; De ne
De ne ; Setof 2-tuple.Firstentryis thedepthandsecondentrythe probability of transitionat thatdepth.
while AND NOT do
if then
if then

endif
else

CoXNouRWNE

11:  endif
12: ;
13: endwhile
14: sortedin descendingrderof 2nd eld;
We usethenotation for eld ofthe  entryof where , thetentatve
transitionprobabilities.
15: De ne ; De ne ;
16: while NOT AND do
17: Dene ;
18: if then
19: ; Functiondescribedn Algorithm 7.
20: becomes 'sclone. Abandonsall preseninformation,andcopiesevery thing from

23: endif

25: endwhile

26: if NOT AND then

27: . Resetstatisticsof  if morethan statisticsavailablefor all levels.
28: endif
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6.4 Find appropriate path to migrate:

In the rst partof this sectionwe provided intuitive reasoningio determinethe probability with which

peersneedto changepath. The algorithmbeginstraversingthe pathof the othersubtreeby

choosingareference  frompeer 'slevel routingtable(thelevel atwhichthedecisionto changepath

hasbeenmade),andthentraversing  's pathat eachlower level (larger ) or choosingto nd a peer

belongingto the complimentarypathat the level, eachwith equalprobabilityof  , by recursvely using
, until aP-Gridleafis reachedthatis, the currentlevel equalsthelatest  's pathlength.

This ensureghat at eachlevel both bits are chosenwith equalprobability. While this strateyy works
perfectlyif the subtreeis balancedjn unbalancedsubtreesijt hasa biasfor the shorterpaths,causing
overreplicationof shortempaths.This, however, is nota seriousproblem,sincethe subtreewill in any case
performloadbalancingn thefuture. Our simulationsarebasedn this approach.

While choosingareferenceit is possiblethat  discoversthatsomeof the entriesin its routing table
areinvalid (they might have changedpath),andtheseentriesarepurged.

This is a lazy approachof remaoving invalid entriesfrom routing tables. One may arguethatrouting
tableswill thusgetdepletedhowever, thatis nottrue,sinceentriesin theroutingtablesarealsopotentially
addedduringexecutionof (Algorithm 4) and (Algorithm 1). Simulationshave shavn
thattheinconsistenteferenceslueto pathchangesever posea problem.

Apart from that, routing tablesmay be proactvely updatedby recursvely queryinga self-contained
P-Griddirectory[14] in orderto accounfor peerghatmaynolongerbe contactedeitherbecausehey are
of ine or changedheir physicaladdress.This issueof routing table maintenancéasbeenexhaustiely

analyzedn [14], andis beyondthe scopeof thiswork.

Algorithm 7

1: De ne ;
2: while NOT( ) AND do
: ; Selectuniformly arandomreferencerom theroutingtablefor level

if then
; foundaproperroutingreference

3

4

5:

6: else
7: ; Invalid referencaemovedfrom routingtable.
8

9

endif
: endwhile
10: if then
11: Dene ;
12:  while AND do
13: ;
14: endwhile
15:  if then
16: De ne ;
17: else
18: De ne
19: endif
20: else
21: Dene ; If furthersearchs not possiblereturnitself
22: endif
23: Return( );
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7 BasicP-Grid functions

We now describethe basicoperationdor maintainingand usinga P-Grid basedon the introducedalgo-

rithms.

NodeJoin/Leave: Whenapeer joinsthe network, it needso know someexisting member . Using

a small setof peersasthe pointsof rst contactmay add a biasto the network topologyin ary
structuredP2P system therebycausinginadwertentcreationof a backbone.To avoid suchbias

contactsarandompeerin P-Grid. How suchpeercanbefoundusingthe dget peerss describedn
Section9. If  hasdataof its own, thenit needsto performthe algorithm,sothe data
initially heldby is distributedto responsiblgeersof the P-Grid. If  hasno dataof its own, it

canbecomeareplicaof therandompeerit hadfound.

If a nodewantsto leave the network, eithertemporarily(going of ine) or permanentlyit may do
so autonomouslywithout informing otherpeers. Suchbehaior will not jeopardizeP-Grid's func-
tionality unlessit is a consorteceffort of mary peerswhich is dif cult, sincetherandomizedcon-
struction/e@olution processeduceshe prospectof collusion. Replicationin P-Grid takes careof
availability of data,andmaintenancef multiple referencesor routingtablesateachlevel guarantees

availability of routeswith very high probability.

A noderejoiningthe network retainsits previously establishegbath.In orderto do so,it searchegts
replicain P-Gridby queryingfor its pathatary arbitrarypeer This queryis thenroutedto arandom
replica,from which the peermay pull updatest had missedwhile it wasofine. Actually it pulls

from multiple replicasto form a probabilisticquorum,ashasbeenelaboratedn [13].

A fundamentaldifferenceamongstandardDHT approachessuchas Chord and Pastry and real-
world P2PsystemssuchasGnutellaand Freenetjs the ability of the latterto evolve multiple net-
works independentlythat may join later into a commonnetwork, or eventually split again. This
possibilityis alsoprovidedby P-Grid,wheredifferentnetworksmaydynamicallyjoin, assoonasits

membergetin touchby executingan operation.

Search: Thebasicqueryroutingstrateyy of P-Gridwasalreadydescribedn Section2.

Insertion: In orderto inserta new dataitem into P-Grid,the hasheckey ~ correspondingo the data

is generatedand insertedby forwarding the relevantindex informationto one of the replicas
responsibldor path . maytheninitiate anupdaten thereplicasubnetvark asdescribedelov

for dataupdates.

Update: BesidesGnutella(implicit updatesemanticsvith multiple versions)FreenetandP-Gridnoother

P2PsystenprovidesdataupdatesP-Grid'sapproach13] is themostsophisticate@neamongthese

threesystems. Updatesin P-Grid are performedby locating a responsiblepeer rst asdescribed
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abovefor datainsertionandthenspreadinghisinformationamongits replicas.For this P-Griduses
a hybrid push/pullalgorithm[13]. The pushphaseusesa low overheadyossiping(epidemic/rumor
spreadingplgorithmto convey the updateto online replicaswith high probability andlow latengy.
Any replicacomingonline, or replicathat hasnot receved updatedor a givenlateng/ conductsa
pull to obtainthemissedupdategactuallywe usea probabilisticquorumwith effectssimilarto anti-
entropy usedin distributed databases)ln [13] we have shawvn that suchan approachwill scaleto
large numberof replicas(evenbeyond 100-1000) andcanwork in highly unreliableervironments,
for example,evenif only of the replicasare online. Not surprisingly for the probabilistic
guaranteeto hold in suchunreliableervironmentsamoderatelyhigh replicationfactor(e.g.,100)is

needed.

Delete: No P2Psystemaddressethis explicitly atthemoment.However, deletioncanbeseerasaspecial

caseof dataupdateandsimilar mechanismsanbeapplied.

Network maintenance: Peeranay changetheir IP addressedpr example,because¢hey movedor gota
temporaryaddressassignedria DHCR While this is not a problemin unstructured®2Psystemsit
is critical in structuredP2P systemssincethe routing tableswill be rendereduselessn this case.
In [14] we demonstratéhat P-Grid can be usedas a self-containedand self-healingdirectory to
addresghisissue.Thebasicideaof the approactis thateachpeerinsertsa (replicated)mappingof
auniqueidenti er to its currentlocation(IP addressandupdateghis mappingeverytimeit changes
locationor becomesonline again. The routing processthus exploits the uniqueidenti ers instead
of the changinglP addressesThe algorithmsusedfor thatareef cient (provenanalyticallyandby
simulationslandhave self-healingcapabilities Also they guarantesomesecurityagainstdistributed
denialof serviceattacksandimpersonationThedirectorycanadditionallybeusedasadecentralized
publickey infrastructurg12] similarto PGPbut overcomingsomeof PGPS problems.ThusP-Grid's

routingis successfulith avery high probabilityevenif mary peersareof ine or changdocation.

8 Simulation results

This sectionpresentshe mostimportantexperimentsve performedao justify our claimsandillustratesthe
behaior of the systemif the algorithmsdescribedabove areapplied. The simulationsaimedat verifying
theabstracpropertiesof thealgorithmspresentedn the previoussections Thereforethey do not consider
the modelling of a physicalruntime ervironment,with differentnetwork topologies,communicationa-
tenciesor heterogeneitpf processingandstoragecapacityof nodes.All simulationsareimplementedn
Mathematicat.2.
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8.1 Optimizing Replication Factor Balanceduring StorageBalancing

This simulationconcernghe constructionof a P-Grid from scratchandhow to maintainlocal andglobal
load balancesimultaneously Even thoughlocal and global load balancingcanbe in con ict with each
other asshavn in Sectiond, this trade-of canbe alleviatedby choosinga propersplitting strateyy while
extendingpathsasdiscussedh Section5: Whenpeerswith thesamepathinteractthey havethepossibility
to immediatelyextendtheir pathsby splitting the key space.A betterapproachis to reducethe splitting
probability andto performpathextensiongpreferablybetweerpeerswhosepathsare of differentlengths
andarein apre x relation. This naturallyslowns down theconstructiorof theindexing structure put results
in abetterreplicationdistribution andthusreducegshe subsequergfforts for re-balancing.

To demonstrat¢he effectivenes®f this strateyy we have conductedhefollowing experiment:We start
with 256 peerswhosepathsare emptyandstore50 dataitemseach,selectedrom a datasetthatis Zipf-
distributed. More preciselyin thedatasetthe probabilityfor a datakey to occurincreasesvith the sizeof
thekey (i.e., the distribution functionis correlatedwith the orderingof the keys). For sucha distribution
we canexpectthe mostunbalancedreestructuresandthereforethey aremostlikely to be dif cult cases
to addressThenthe peersperformexchangedill theindexing structurestabilizes.No re-balancingising

Algorithm 6 is performed.Theresultsof this experimentareshavn in Table3.

Exchanges ReplicationMear? ReplicationStandardDev.’ ReplicationMax.

0.05 40,000 3.32 1.82 10
0.1 35,000 3.20 1.99 9
0.5 20,000 3.55 3.39 21
1.0 20,000 3.28 3.94 23

2meanof thereplicationfactorsof the differentpaths
bstandardieviation of thereplicationfactorsof the differentpaths
®maximumreplicationfactorof a path

Table3: In uence of splitting probability on replicationandpathvariance

The differentnumberof stepsin the tableis dueto the factthatif the splitting probability is higher,
it takeslessstepsfor the datastructureto corvergeto a stablestate. The increasingstandarddeviation of
replicationfactorswith increasingsplit probability clearly illustratesthe advantageof our strateyy. Also

themaximumreplicationfactor(anoutlier) is substantiallyeduced.

8.2 Optimized Parameter Setting for Statistical Sampling

In this experimentwe exploretheparametevaluesfor theprobability of changingpeerpaths andthe

samplesize neededor obtaininga valid statisticalestimatevhenglobally rebalancingeplicationusing

Algorithm 6 ( ). canalsobe seenasa dampingfactorhere. Generallywe canexpect
thathighervaluesof leadto moreoscillatorybehavior, asdo lower valuesof . Ontheotherhand
low valuesof andhigh valuesof substantiallyslow down corvergence.So a good compromise

needgso befoundto provide optimalbehavior.
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The experimentalsetupis asfollows: We generatea P-Grid randomly The numberof differentpaths
in this P-Gridis 20 with replicationfactorsfor pathschoserrandomlyanduniformly from . Then
statisticalinformationfor balancingis gatheredy initiating peerrandominteractiongasin Algorithm 1

, thoughnorestructuringoperationareperformedandaftereachupdateof statisticshothpeers
performAlgorithm 6 . Thisis performedor roundswhere isthenumberof peers,
for eachcombination . We usethe absoluteandrelative
decreasf the varianceof replicationfactorsfor the differentpathsasa measurdor the quality of the
parameterskFromthisinitial experimentwe could determinghatvaluesof of and  perform
signi cantly betterthantheotherswith aslightadvantaggor , andthata valueof providedthe
bestresults.

In a secondphasewe performeda more thoroughevaluationof a reducedsearchspacetaken from
the parametecombinations and , by running 10 repeated

experimentgor eachcombination.Therelative decreasesf variancecanbetakenfrom Table4:

Experiment s Variancedecreasérel) Standardleviation?
1 0.125 10 0.402992 0.173949
2 0.25 10 0.410525 0.169879
3 0.5 10 0.413688 0.112806
4 025 5 0.51176 0.147114
5 0.25 10 0.339744 0.124764
6 05 20 0.521321 0.135214

aStandardieviation of variancedecreasever 10 experiments

Table4: Decreas@f varianceof replicationfactorsfor differentparameters and

Thoughthe differencesrenotvery substantia(which alsoshawvs thatthe methodis fairly robustwith
respecto choiceof parametersjve will use and asobtainedin experiment5 since
theseparametersenderaslightly betterresultthanthe others.The valueof is alsoin line with the

analyticalresultsthatwe have mentionedn Section6.1.

8.3 Scalability of Replication Factor Balancingwith Respectto TreeSize

In thisexperimentve exploretherelationshighetweenthenumberof differentpathsin aP-Gridandtherate
of convergenceof theglobalreplicationbalancingalgorithm. Sincethe expecteddepthof thetreestructure
grows logarithmicallyin the numberof pathsandthe effort of balancings expectedo grow linearlyin the
tree depth,we expectedto obsene a logarithmicdependeng betweenthe numberof differentpathsand
therateof corvergencewhenperformingbalancing.

The experimentalsetupis asfollows: First we randomlygeneraté®-Grid structuresvith a numberof
pathsin theinterval , for (we useaninterval to generatea P-Grid with
the propertiedesiredfor the experimentmoreeasily). The generatedP-Gridsaretypically not balanced.

Thenwe generate replicasfor eachpathuniformly randomlyandrun the balancingorocedure
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asdescribedn Section8.2 (without restructuringthe P-Grid) times,i.e. on averageeachpeeris
expectedto participatel00timesin anexchangeoperationfor updatingstatisticsanddecidingwhetherto
changeits path. The decisionparametersisedare the onesdeterminedasbeing optimal in Section8.2
( and ). For eachvalueof the experimentis repeated times. At the endof the
experimentthe reductionof the varianceof the replicafrequencieqreplicasper path)is determinedas
comparedo theinitial variance.This valuewe considerasa measurdor therateof corvergence.
Figure4 shavsthemeanvaluesandstandardieviation (aserrorbars)of theexperimentresults,.e., the
meanvaluesof the reductionof varianceof replicafrequenciesandtheir associatedtandardeviations,
for the experiments , with . As the x-axis is a logarithmic scalethe result
clearly demonstratethat the expectedogarithmicdependeng betweerthe numberof pathsandthe rate

of corvergencesxists.

variance red
1

0.8

0.6

10%x2"k peers
4

Figure4: Varianceof replicationfactorsafter experiment

8.4 Scalability of Replication Factor Balancingwith Respectto Replication Factor

In this experimentwe explore the relationshipbetweenthe numberof replicasper path and the rate of
cornvergenceof the global replicationbalancingalgorithm. We canexpectthat the minimal varianceob-
tainedafterthe balancinghascorvergedincreasedinearly in the numberof replicas,andthatthe rate of
corvergencds independensdf the numberof replicasperpath.

The experimentalsetupis asfollows: We generatea P-Grid randomly The numberof differentpaths
of this P-Gridis 20. Thenwe generaten eachexperiment anincreasinghumberof replicasby choosing
uniformly randomlythe numberof replicasfrom the interval . Thenthe balancingprocedurds
performedor roundsasdescribedn Section8.2. Thedecisionparameterare and

. For eachvalueof theexperimentis repeated times.

Figure5 shaws theresultingvarianceof replicationfactorsafterthe experiment.The gure shavsthe
meanof thevarianceafter5 experimentdor eachvalueof . Weincludedthelinearregression
function for the meanvalues. The error barsshowv the standarddeviation of the variancevalues. The
resultsupportsour assumptiorof alineardependengof thevariancein the stablestateandthe numberof

replicasthoughtheerroris fairly largefor highervaluesof
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Figure5: Varianceof replicationfactorsafterexperiment
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Figure6: Ratiobetweerinitial and nal variance

Figure 6 showvs theratio betweertheinitial varianceof replicationfactorsandthe varianceat the end
of theexperiment.Actually the corvergencerateappeardo slightly improve for higherreplicationfactors.

This might resultfrom the possibility of amore ne-grainedadaptatiorwith higherreplicationfactors.

8.5 Scalability of Combined StoragelLoad Balancing and Replication Factor Bal-
ancing

In this experimentwe explore the combinedbehaior of local storageload balancingby extendingand

retractingpathswhile at the sametime performingglobal replicationfactorbalancingby changingpaths

basedon the statisticsgatheredoy the peers. This is the ultimate goal of the load balancingmethodwe

proposeWe have two mainquestionsn mind whenperformingthis experiment:

1. How adaptveis the method?Canit adaptto changingoad situationsin general?

2. Doesthe methodscalewith the numberof peerswhenall balancingoperationsare performedsi-
multaneously We have seenthat eachof the methodsfor local and global load balancingscales
individually, but we want to verify that scalability is maintainedalsoif all mechanismsre inte-
grated.

To performthe experimentwe usedthe following setup:We generate syntheticP-Grid which is not

necessarilpalanced.Thereplicationfactoris randomlyselectedasbefore. Thenwe generatea dataset
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thatis Zipf-distributed, suchthat the distribution function is correlatedwith the orderingof the keys as
in Experiment8.1. The datais thendistributed over the differentpeerssuchthateachpeerholdsexactly
thosekeys that pertainto its currentpath. Thusthe dataload of the peersvariesconsiderablyandsome
peershold temporarilymuch moredataitemsthantheir acceptednaximal storageload would be. Then
thealgorithmsfor pathadaptatiorandpathchangesreperformedy initiating the executionof Algorithm

1 amongrandomly selectedpairs of peers. After eachexchangethat two peersperform, they alsotest
whetherthey shouldperformachangeof their pathby executingAlgorithm 6 individually. Theexperiment
shaws thatboth of the questiongposedabore canbe answeredgositively. The methodis highly adaptie,

evenfor suchanextremecaseandit scalesn thesizeof the peerpopulation.

In thefollowing we give the detailedresults.We generatedP-Gridswith pathsand
chosereplicationfactorsfor eachpathfrom (thusfor the peerpopulationwasof sizeabout
1600).Thevalue waschoseras50 andthe datasetonsistef approximately3000datakeys.

To demonstratéhe scalabilitywe executedthe samenumberof roundsper peerfor eachsetting. We
choseanaverageof 382 exchange®achpeerperformedwhich wassufcient to reachafairly stablestate

of the processAfter thiswe took themeasureshown in Table5.

Numberpeers Numberpaths Replicationvariancé Datavariancé
initial  nal initial nal initial nal
219 10 43 55.47 3.92 180,338 175
461 20 47 46.30 10.77 64,104 156
831 40 50 40.69 45.42 109,656 488
1568 80 62 35.80 48.14 3,837 364

avarianceof thereplicationfactorsfor thedifferentpaths
bvarianceof the numberof dataitemsstoredperpeer

Table5: Resultsof thecombinedbalancingmethod

The gures shaw that the re-balancingwas successful.More preciselywe have to look at the vari-
ancef dataload andreplicationfactorsin orderto measurehe quality of load balancing.A numberof

obsenationscanbederivedfrom theseresults:

1. In all caseghedatavariancedroppedsigni cantly.

2. The nal varianceof replicasper pathis increasingwith the numberof paths. Two factorsexplain
thisincrease First,andmoreimportantly the numberof replicasper peeris higher(differentto the
initial situation)sincethenumberof pathsis reducedasaresultof theadaptatiorof thetreestructure.
As we have alreadyseenthis leadsto a higherexpectedvariance.Secondlya slightincreasas due
to the highernumberof pathsandthusthe highernumberof stepsit takesto corvergeto a stable
state.

3. Theinitial datavariancevariesheaily. It dependson the degreeto which the randomlychosen

P-Grid andthe datadistribution alreadymatched.Fromthe case we might deducethatthis
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hasalsoa substantiaimpacton the corvergencespeedsincemore restructuringhasto take place.
Actually, after doublingthe numberof interactions,in that case,the replicationvariancedropsto
20.93,whichis anexpectedvalue.

4. The numberof interactionsis a substantiafraction of the total size of the peerpopulation,even
in the case . We attribute this to a high constantfactor involved in performingthe load
balancingsinceall mechanisnaredesignedo scalelogarithmicallyin the numberof differentpaths.
Furtherexperimentsare requiredto con rm this, but the currentsimulationervironmentdoesnot
supportsubstantiallylarger experiments. One hasto considerthat a single experimentsimulating

300kinteractiongakesapproximatelyl full dayof simulationtime.

8.6 Search Ef ciency

In thefollowing experimentwe verify whetherthe resultfrom Theorem2 alsoholdsfor the moregeneral
P-Gridsoccurringin practice.ln particularP-Gridsthatarenot pre x-free, wherepeersmaintainmultiple
referencesandreplicasoccut

In this experimentwe constructed?-Gridsfor peerpopulationsof usingthe ex-
changealgorithm . ThedatadistributionwasZipf-lik e with probabilityof occurrencenonoton-
ically increasingwith thedatakey. ThustheresultingP-Gridsareheavily unbalancedFor example,in the
case the pathlengthsvary betweerd and8 (not consideringpeershaving pre x esof otherpeers'
paths).Dueto replicationthe numberof differentpathsof the P-Gridswerelower thanthe sizeof the peer
populationnamely

We performed1000searchesnd computedmeanand standarddeviation of the numberof messages
usedfor the searchesall searcheserminatedsuccessfully)We give theresultsin Figure?.

#messages

#peers
20 40 60 80 100 120 140

-2 _ lower bound (balanced tree)

7777777 experiment

-4 _— upper bound (theorem)

Figure7: Experiment4

We alsoincludedinto the gure the curvesfor thefunction , which providesa lower boundasit
is the expectedsearchcostin afully balancedree,andthefunction whichis the upperboundthat

we determinedn Theorem?2 for a subclasof all P-Gridswhich arehighly unbalanced.The simulation
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shavsthatthe effective searctrostis betweerthesetwo boundsaswe expected.

9 Implementation

We areimplementinghealgorithmspresentedh this paperin Javaresultingin our P-Gridsoftware. A rst
implementationbasedon earlier(somevhatsimpli ed) versionsof thealgorithms[1, 6] presentedn this
paperhasalreadybeencompleted.n this sectionwe will provide a brief overview of this implementation
andsomeinterestingexperiencesve madewhenmakingabstractlgorithms,asintroducedin this paper
suitablewithin a practicalimplementation.The systemimplementatioraspectsandthe obsenationswe
madecanbe expectedio remainvalid whenwe will upgradethe systemto the morerecentversionsof the
algorithmswe have introducedn this paper

Up-frontour mainexperiencegainedfrom theimplementationlarge-scalesystemsuchasP-Gridre-
quirethoroughtheoreticafoundationganalyticalevaluationsandsimulations)ut to the sameextentneed
to be implementedandtestedin practice. In the courseof the implementatiormary situationsoccurred
in which the implementatiorof theoreticallysoundand ef cient algorithmsfor constructingan overlay
network requiredsolutionsto variouspracticalissuessuchasvariablenetwork delays threadscheduling,
andmemoryconsumption.

A key issuefor theimplementatiorof P-Gridconstructiorandmaintenancevasthedesignof protocols
for exchangingadministratve informationanddataaccordingo thedistributedalgorithmsdescribedn this
paper The rst versionof the protocolwasdesignedasa simplerequest-replyrotocol: Onepeersendsa
requesto anothemeer(e.g. to performthe algorithm)andincludesthe necessarynformation
(path, routing tables,datakeys) into the request. The recever in turn returnsits information. After this
exchangehepeersaarecompletelyawareof eachothersstateandcanindependentlyperformtheprocessing
pertainingto their own state. This protocolhadtwo problems: (1) The amountof datatransferredvas
excessvely high causinghigh network bandwidthconsumptiorand processingcostand (2) inconsistent
statechangegouldoccurif onepeerfailedwhile processingesultingin corruptedroutingtablesanddata.

Problemnumber(1) wasaddressethy extendingthe protocolwith aninitial invite messagellowing
the receving peerto decidewhich dataactuallywill be requiredin the processing.For example,data
not pertainingto the path of the inviting peercould in mary situationsbe ignoredand needsnot to be
exchangedThis reducedhemessagéraf c dramaticallyin particularafterthe P-Grid stabilized.

To provide a portablesystemwe decidedto use XML asthe presentatiodanguageof the protocol's
messagesvhich would allow otherimplementorsto provide peersoftware of their own that would be
compatible We experiencedhatthe sizesof themessagei theoriginal protocolcouldbecomequitelarge
dueto themassve overheadnvolvedby XML. AdditionallytheXML parsemwasamajorsourceof memory
consumptiorwhenthe DOM treewas built up in memorywhich againharmedthe performanceof the

system.We solvedtheseproblemsby implementingatiny XML parsertailoredtowardsour requirements
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andby usinga zip-compressegrotocolwhich further decreasedhe bandwidthconsumptiorto a small
fractionof thesizedin the originalimplementation.

Problemnumber(2) wascausedy failing peersasary real-world P2Psystemhasto dealwith limited
availability of peersandfrequentpeerfailuresandwasmoredif cult to tackle. If a peerfails duringthe
exchangeprocesshis mayleave the systemin aninconsistenstate for example,if the peershadagreedo
extendthe pathbut onepeerfails beforedoingso. In otherwordsour problemwasto guarantee€onsistent
statechange®f thecommunicatingpeers.Theproblemwassolvedby theabore mentionednvite message
andatimeout-mechanismif the interactiondoesnot completein time it is consideredo have failedand
its effectsareundone.

Most descriptionof P2Psystemsanale the assumptionthatthe usersknow somepeerto sene asthe
pointof rst contacto join the P2Psystem However, thisassumptiomloesnotholdin practiceandout-of-
bandmechanismé$ave to be providedto achieve this. For example,in Gnutellathelists of Gnutellahosts
availablefrom variouswebseners.Our rst approactof hard-codingsomepeerswhich areguaranteedo
be online clearly failed becauseéhis approachintroduceda biasinto the constructiornof the P-Grid. Thus
we usedthe following stratgy which hasprovensuccessfulwhena peerinitially contactghe network it
selectsrom routingtablesof peersalreadybeingonlinerandomentriesandperforms x edlengthrandom
walks. The endpoint of the randomwalk is chosenasthe initial entry point for the P-grid construction
process. We have simulatedand implementedthis stratgyy and shavn thatit is efcient and provides
a sufcient degreeof randomization.For later contactsthe peercollectsa large peerbaseto randomly
choose&rom throughthis stratgy andmaintainsalist of dget peers.A secondourposeof the dget peer
list is thatwe useit asa meango increasedault toleranceandprovide P-Grid with additionalself-healing
capabilities.In extremecasesholes” in theroutingtablemayoccurdueto network separationsr extreme
peerfailures. In suchcaseghe dget peersareusedfor randomwalk searcheso satisfysearchrequests
andrepairthe routing tablesdespitethe bad network situation. This approachwas simulatedand works
well in theimplementedsystem.

Typical DHT overlay networks exclusively supportexact matchquerieswhich is insufcient assoon
askeys bearadditionalsemantics SinceP-Grid doesnot requireuniform hashingof keys to achiese load
balance,it allows to supportpre x respectiely rangequeriesdirectly. For applicationsusing substring
searchon the indexed datakeys, astypically donein le sharingapplicationsthis possibility satis esa
minimal requirement.In addition, we implementeda full substringsearchcapability by extractingand
indexing all sufx esfrom the datakeys. This was alsoa goodtestfor demonstratinghat our P-Grid
implementatiorperformswell underlargerdataloads.

Not unexpecteda majoreffort in theimplementatiorwentinto optimizationsof the softwareitself. Af-
ter we hadsolvedthe problemsdescribedabore we still werefacedwith severeinef ciencies dueto Java
astheimplementatiorplatform. Among otherswe experiencedextremememoryconsumptionmemory

leaks,inappropriategarbagecollectionbehaior, andthreadingproblemssuchasblockingrequestshough
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we hadusedsophisticateéndwell-testedibrariessuchasDougLea'sexcellentlibrary for multi-threading.
It tookusaconsiderableffort to pro le the systemandtrackdown thecausegor the problemswe experi-
encedand nally we endedup with re-implementingnajor partsof the systento eliminateinef ciencies.
In factwe hadto breakour textbook-cleandesignin someareago getaroundsomeof the problems.The
resultingimplementatioris stablenow andconsumesatherlow memory CPU,andbandwidthresources.
To provide an impressionof the software we shav two major functionalitiesof the graphicaluser
interfacebelav. The basiclayout idea of the GUI wastaken from the Limewire Gnutellaclient (http:
Iiwww.limewire.com/but recoded Figure8 shaws the searclinterfacewherethe usercanenterqueriesto
P-Grid andrecevesthe resultinghits (bothin the P-Grid andthe Gnutellanetwork becauséhe software

canconnecto bothnetworksin parallelto simplify migration).

o

File Look & Feel Help
Search Download | Network Monitor Library |

Search
Keywordis) Minimum file size of: kB
Minium speed of: | w0 it w [ onlywhole words || inchurles phrases

@ Pray (13 @ natan 45)

QoS Filename Type Size Host
Stexpy Pravmp3 mp3 4043MB 128178147 24
ey Praympd mp3 4043 MB 12817814724
WG Oh Brather, Where At Thou- 04 - Dawn To The River To P mp3 4029 MB 44185148
SR Mobb Deep- Infamy 2001 - 01 - Prayfor me fiLilMomp3  mp3 3422 MB 67.81 207 61
e Allison Kraus-Down In The River To Praywma wma 1.35 MB 129.81.238.137
o Diamond Rio - Mama Dont Forget To Pray For Me mp3 mp3 3847 MB 6617680135
Frrwam My Best Friends Wedding - | say a litle prayforyoump3 ~ mp3 2208 MB 24.184.197.138
S=EGav Oh Brother Where Art Though - Down To The River To Pray... ma3 16089 MB68.11.189175
Fewar Take That - Praymp3 mp3 3445MB 192168133
FEware Take That - Praymp3 a3 3.41 MB 192,168,133
Swewar? FatBoy Sl - Bird OF Pray mp3 mp3 3530 MB 24 207 14236
Frwar © Brother, Where Art Thou - Dawn In The River To Praymp3 mp3 2681 MB 208.180.204 236
FEwaTr Mas - Death Of Escobar - pray.mp3 L] 3050 MB 192.166.1 2

‘vl Results filtered

632 Host(s), 11 Connected {0 Incoming, 11 Outgeing)

Figure8: SearchGUI

To optimizethe searchresultsthe usercanprovide qualitative requirementsuchasminimum speed
of theansweringpeeror whetherthe queryshouldbe a sub-stringsearchor only applyto full words. The
searctresultsin turn provide quality-of-servicg QoS)feedback(e.g.,load of therespondingpeer)andcan
be Itered to allow the userto selecta fastpeerfor dowvnload. Downloadscanbe initiated via a one-click
operationfrom this window. The statusinformationat the bottomof thewindow providesthe userwith a
roughstateof the currentlyconnectedhetwork.

A moredetailednetwork stateis provide in the network tab of the GUI which is shovn in Figure9.
Heretheuserseeghelocal pathof the peerandits routingtable,i.e., the partsof the overall treeit knows
about. For eachof the peersin the routing table somestatusinformationis provided. Additionally the
screenshoshaws the stateof Gnutella(top) network the peeris currently participatingin. In fact the
softwarecanincludearbitraryP2Psystemdesides?-Grid undera single GUI andGnutellawasincluded

asa proof-of-concept.
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Figure9: Network statusGUI

10 RelatedWork

A detailedoverview andclassi cation of currentapproachegor P2P systemg(structured,unstructured,
hierarchical)is givenin [4]. In the following we focuson the morespeci ¢ issuesof load balancingand
replicationin P2Psystems.

For datareplicationin P2Psystemswve candistinguish ve differentmethodsthat are employed de-

pendingon themechanismo initiate the replication(partially accordingto the classi cationfrom [19]):

Owner replication: A dataobjectis replicatedo the peerthathassuccessfullyocatedit througha query
Thisform of replicationoccursnaturallyin P2P le sharingsystemsuchasGnutella(unstructured),
Napster(hierarchical) andKazaa(superpeers)sincepeersimplicitly malke availableto otherusers

the datathatthey have foundanddownloadedthoughthis featurecanbeturnedoff by theuser).

Path replication: A dataobjectis replicatedalongthe searchpaththatis traversedas part of a search.
Thisform of replicationis usedin Freenetvhich routesresultsbackto therequestealongthesearch
pathin orderto achiere a dataclusteringeffectfor acceleratinduture searchesThis strateyy would

alsobeapplicableto unstructuredP2Pnetworksin orderto replicatedatamoreaggressiely.

Randomreplication: A dataobjectis replicatedas partof a randomizedprocess.For unstructuredet-
worksit hasbeenshavn thatrandomreplication,initiated by searcheandimplementedy selecting

randomnodesvisited duringthe searchprocessis superiorto ownerandpathreplication[19].

Controlled replication: Here dataobjectsare actively replicateda pre-de ned numberof timeswhen
they areinsertedinto the network. This approachs usedin strongly coupledP2P networks such
asChord[24], CAN [22], andPastry[23]. We candistinguishtwo principal approachesEithera
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x ednumberof structurechetworksis constructedn parallelor multiple peersareassociatedvith
the sameor overlappingpartsof the datakey space.This approachdoesnot adaptreplicationto the

changingenvironmentwith variableresourceavailability.

Adaptivereplication: Here the replicationprocessaims at uniformly exploiting the storageresources
availableat peerswhile alsotrying to achieve uniform distribution of the replicasof a dataobject,
i.e., for eachdataobjectapproximatelythe samenumberof replicasexist. Thisis theapproactused
in P-Grid.

Replicationof index informationis appliedin structuredandhierarchicalP2Pnetworks. For the super
peerapproacht hasbeenshavn that having multiple replicatedsupefrpeersmaintainingthe sameindex
informationincreasesystemperformancd25]. StructuredP2Pnetworkstypically maintainmultiple en-
triesfor the samerouting pathto have alternatve routing pathsat handin casea referencedodefails.

With respecto loadbalancingn structuredP2PsystemgDHT basedsystemspnly afew recentworks
have beenreported.

Systemghatapplyuniformhashingj.e. donotexploit thestructureof thekey spacen thesearchhave
to dealwith only moderatdoadbalancingproblemsastheimbalancewill beof order [21]. For
non-uniformlydistributeddatakeys we proposedn [6] anorderpreservinchashingunctionbasedndata
samplingto improve load balancehut this approachs only applicablewith fairly stableloaddistributions.

A load balancingstrategly for DHTs basedon Chordis proposedn [8]. In orderto provide load-
balancingmultiple (a constanthumberof) hashfunctionsareusedinsteadof only one,andmultiple peers,
eachcloseto onesuchkey generateds chosen.Then,amongthesemultiple possiblepeers the onewith
leastload storesthe dataitem, while the othersstorea pointerto this peer Sinceeachdataitem creates
differentsetsof hashedeys, essentiallyredirectionseedto be maintainedor eachdataitem. Thismeans
thatthe schemedoesnot scalein the numberof dataitems. As a further adaptationif a particularpeeris
overloadedjt transferghe datato one of the redirectingpeers,andaddsa redirectingpointeritself, thus
increasinghe numberof redirections.Theintroductionof thesemechanismgredirectionsymply thatthe
Chord's original searchalgorithmno longerworksin itself. Essentiallythe approachendsup maintaining
multiple Chordoverlaysin the samephysicalpeers,andtheseChord networks are interconnectedn an
unpredictablananneyrunningrisk of loosingits ef ciency.

In [27], anextensionof CAN, namelye/CAN s proposedvhich usesshortcutgso-calledexpressvays)
for forwarding queriesto non-neighboringzones. The resultingaccessstructureis essentiallya binary
searchtree which resembleghe P-Grid's underlyingaccessstructure[1]. Comparedo CAN, in e/CAN
gueriesarefasterandtheindividual peerloadfor forwardingquerieshasbeenshonvn to bemorebalanced,
asit is thetypical behaior we have shavn for P-Grid.

In [21] aloadbalancingschemdor Chordis introducedthatis basedon the notion of virtual seners.

Eachphysicalnodecansupporimultiple virtual seners.For overloadechodesseveralstrategiesfor moving
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virtual senersto underloadedodesarediscussedNodesareresponsibleo split thedataspaceo keepthe
loadof eachvirtual senerboundedThesplitting stratey is similar to thesplitting usedin our storagdoad
balancingstrateyy, however, thiswork doesnot considerthe effectsonreplicationnor on searctef ciency.
Theauthorsmentionthattheremight be negative effectson searchef ciency with theirapproach.
Substantialwork on distributed dataaccessstructureshasalso performedin the areaof distributed
databasesn scalabledataaccessstructuressuchas[16, 17]. This work is apparentlyrelevant, but the
existing approachespply to a differentphysicalandapplicationervironment. Databaseare distributed
over a moderatenumberof fairly stabledatabaseseners and workstationclusters. Thus reliability is
assumedo be high andreplicationis usedonly very selectvely [18] for dealingwith exceptionalerrors.
Centralsenersfor realizingcertaincoordinatiorfunctionsin the network areconsideredsacceptablend
executionguaranteeare mostly deterministicratherthan probabilistic. Distributed searchtrees[15] are
constructedy a full partitioning,not usingthe principle of scalablereplicationof routinginformationat
thehighertreelevels,asoriginally publishedn [20] (with exceptiong26]). Neverthelesswe believe that
at the currentstagethe potentialof applying principlesdevelopedin this areato P2Psystemds not yet

fully exploited.

11 Conclusions

A key succes$actorfor P2Psystemss their applicationof the principle of resourcesharing,akey charac-
teristicsis theirlack of centralcontrol. In this papemwe proposedcompletesolutionapproachor enabling
fair andef cient resourcesharingfor structured®2Pnetworks. Theapproachincludesthe distributeddata
structuresandalgorithmsfor supportingef cient searchself-omganizingloadbalancingmechanismsheir

evaluationusing simulationand a practicalimplementation. We both enablefair distribution of work-

load by local load balancingaswell asoptimizedusageof availableresourcesy globalload balancing.
Theinfrastructurentroducedin this paperis intendedasa basisfor higherlevel servicesn P2Psystems,
in particularfor enablingtrustedinteractions.Examplesof suchdecentralizederviceswve are currently

investigatingareidentity managementeputatiormanagemeranddocumentanking.
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